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Abstract—Data imputation is an important data preparation
task where the data analyst replaces missing or erroneous
values to increase the expected accuracy of downstream anal-
yses. The accuracy improvement of data imputation extends
to private data analyses across distributed databases. However,
existing data imputation methods violate the privacy of the data
rendering the privacy protection in the downstream analyses
obsolete. We conclude that private data analysis requires
private data imputation.

In this paper, we present the first optimized protocols for
private data imputation. We consider the case of horizontally
and vertically split data sets. Our optimization aims to reduce
most of the computation to private set intersection (or at least
oblivious programmable pseudo-random function) protocols
which can be very efficiently computed. We show that private
data imputation has – on average across all evaluated datasets
– an accuracy advantage of 20% in case of vertically split
data and 5% in case of horizontally split data over imputing
data locally. In case of the worst data split we observed that
imputing using our method resulted in an increase of up to 32.7
times in the quality of imputation over the vertically split data
and 3.4 times in case of horizontally split data. Our protocols
are very efficient and run in 2.4 seconds in case of vertically
split data and 8.4 seconds in case of horizontally split data
for 100,000 records evaluated in the 10 Gbps network setting,
performing one data imputation.

1. Introduction

Consider two hospitals seeking to improve patient diag-
nosis through collaborative analytics. Hospital A has 50,000
patient records; Hospital B has 30,000. When Hospital B
conducts research, incomplete records would benefit from
imputation using similar cases from Hospital A’s larger
dataset. Yet privacy regulations like HIPAA prohibit sharing
raw patient records. This creates a dilemma: imputation
accuracy improves with more data, yet privacy requirements
prevent data sharing. This challenge extends beyond health-
care to banks, research consortia, and any domain where
distributed parties hold similar information about different
entities.

Data cleaning [17] is a necessary step before any data
analysis. This applies even to private analyses such as
those supported by secure multi-party computation or private

set intersection (PSI) [37]. However, existing data clean-
ing methods operate on a single database, which prevents
their use in privacy-preserving data analysis over databases
distributed across mutually distrusting parties. Blass and
Kerschbaum [5] have studied the problem of detecting errors
across distributed databases. Their solution reduces to PSI
which makes it very efficient. However, correcting errors is
still an open problem.

Data imputation helps to correct errors. It is the task
of replacing non-existent data entries with the most likely
data value. It is well known among statisticians that analysis
over an imputed dataset leads to better models than ignoring
records with missing entries [33]. However, existing data im-
putation algorithms operate on a single database. Operating
over multiple databases increases accuracy of the imputation
and hence accuracy of any downstream analysis task. In
our evaluation we show that, on average, imputing over
horizontally split databases (where parties hold different
records with the same attributes) improves accuracy by 20%,
while vertically split databases (where parties hold different
attributes for the same records) yield a 5% improvement for
the most commonly evaluated type of missing data (MCAR
– missing completely at random), even when considering
all our performance-enhancing modifications. In worst-case
data splits, our methods achieve improvements of up to
32.7× for vertical splits and 3.4× for horizontal splits. These
substantial accuracy gains demonstrate that distributed im-
putation is essential for high-quality data analysis.

However, privately imputing over multiple databases is
non-trivial. While there exist privacy-preserving training
algorithms over distributed data using secure multi-party
computation, e.g., [28], [40] or federated learning, e.g., [24],
these require already imputed data. Yet, when exchanging
the data in the clear for the purpose of data imputation,
privacy of the entire training dataset gets violated, un-
dermining the privacy guarantees of downstream privacy-
preserving analyses. Hence, we need private data imputation
to complete the data science process from start to end before
we can engage in privacy-preserving training of machine
learning models. We study this problem in this paper.

Secure multi-party computation [14] can certainly be
used to implement private data imputation. However, in
current data analysis problems we often deal with millions,
if not billions, of data records. Generic multi-party com-
putation is not likely to scale to such problem sizes and



hence we need to employ optimizations. One optimization
we share with Blass and Kerschbaum [5] is that we make
extensive use of PSI which is a very fast privacy-enhancing
technology. However, data imputation is necessarily more
complicated than just detecting errors as in [5] and we
need to design more complicated protocols while preserving
privacy.

Jagannathan and Wright [18], [19] have already studied
data imputation over horizontally partitioned databases with
privacy. They infer the missing value using a decision tree.
However, a recent benchmark study [23] on data impu-
tation recommends other data imputation algorithms with
higher accuracy. The benchmark demonstrates that simple
methods like k-nearest neighbor (k-NN) and random forest
consistently outperform complex deep learning approaches.
Critically, when trained on incomplete data—the scenario
our protocols address—ML methods’ advantages largely
disappear while k-NN maintains robust performance. Fur-
thermore, federated learning approaches would require mul-
tiple training rounds with secure aggregation plus expensive
privacy-preserving inference over encrypted or secret-shared
data for each imputation query. The benchmark shows ML
training times often exceed simple methods by 10–100×,
while adding privacy-preserving neural network inference
would increase costs by another 100–1000× compared to our
PSI-based approach. Even with these substantial computa-
tional costs, federated ML approaches would deliver inferior
imputation quality according to comprehensive benchmark
evidence (detailed discussion in Section 3).

In this paper, we study the problem of private data
imputation with high accuracy. We assume two parties,
Alice and Bob, each with their own private database. Bob
has a missing data value and it should be imputed. We
consider both horizontally and vertically split data.

We solve the problem using a secure multi-party compu-
tation which uses PSI to perform the most time-consuming
operations and hence our protocol is very efficient. A re-
cent benchmark study [23] recommends nearest-neighbor
approaches as top performers with low computational com-
plexity. Unlike traditional k-NN which selects exactly k
neighbors regardless of their distance, we use a radius-based
nearest-neighbor algorithm that considers all tuples within
a learned distance threshold rj for each attribute j.

Our Contributions. In summary, our private data imputa-
tion protocol provides the first practical solution to private
data imputation across distributed datasets. Our contribu-
tions are:

• We present the first private data imputation protocols
for horizontally and vertically split data without pre-
requisite learning.

• We show that our private data imputation proto-
cols have higher imputation accuracy than local data
imputation on a single database even when using
performance-enhancing modifications such as quanti-
zation.

• We show that our private data imputation protocols are
cryptographically secure in the semi-honest model with

clearly specified small leakage, such as which attribute
is being imputed.

• We show that our private data imputation is efficient
by imputing over 100, 000 records with 10 attributes in
less than 2.4 seconds in case of vertically split data, and
8.4 seconds in case of horizontally split data evaluated
in the 10 Gbps network setting.

2. Related Work
Conventional data imputation and cleaning. Data impu-
tation can be realized by a variety of different mechanisms
from simple such as the mean (average) or mode (most
frequent value) computation to more complex techniques
based on deep learning (DL) such as discriminative DL
(e.g., [22]) or generative DL (e.g., [26], [39]) imputation.
However, according to [23], the k-nearest neighbor (k-NN)
approach that samples a random value from the nearest
neighbors provides superior accuracy compared to other
solutions.
Privacy-preserving data imputation and cleaning.
Privacy-preserving data imputation was first considered by
Jagannathan and Wright [18], [19]. The work considered
horizontally partitioned data between two parties and used
a lazy decision tree imputation algorithm. Clifton et al. [9]
follow a different approach and proposes a differentially
private mechanism for multiple item data imputation. There
are other publications (e.g., [29], [21]), but they invoke
standard tools, do not show accuracy improvement, or do
not provide sufficient treatment of security.

Privacy-preserving data cleaning is a related problem
of identifying malformed or misclassified items or outliers.
Publications in this space, e.g., [5] generally consider dif-
ferent techniques and are not suitable for data imputation.
But more fundamentally, data cleaning is the first step of
the process, while data correction, as we do in this work, is
to be performed afterwards.

Sublinear lookup methods such as Private Information
Retrieval (PIR) [8] and Oblivious RAM (ORAM) [16] of-
fer asymptotically better amortized complexity for database
queries when invoked a superlinear number of times than
our linear approach of using PSI. Recent work on secure
approximate nearest-neighbor search [6] achieves sublinear
complexity using locality-sensitive hashing and ORAM.
However, these approaches incur significant computational
overhead in practice due to large constant factors even when
ignoring the linear setup cost, and they are designed for
high-dimensional vector spaces. Our setting differs fun-
damentally: we perform multi-attribute comparisons with
quantized values across distributed datasets. PSI-based ap-
proaches, while linear in dataset size, benefit from highly
optimized implementations [32] with small constant factors
that remain practical for datasets up to several millions of
records, particularly when invoked a constant or sublinear
number of times. Furthermore, sublinear methods would
require complex composition of multiple private queries for
our multi-attribute neighbor computation adding additional
complexity to the protocol.



3. Preliminaries

We first precisely define the problem we are addressing
in this work. We then follow with defining the building
blocks that our constructions utilize.

3.1. Problem Formulation

Let T be a relational table consisting of n tuples ti =
⟨xi,1, . . . , xi,m⟩ for i ∈ [1, n]. Some items are missing, i.e.,
xi,j =⊥, and the goal is to fill, or impute, the missing items
with their approximate value.

We consider different splits of table T . When the table
T is horizontally split between Alice and Bob, Alice has nA

tuples t1 through tnA
with all m attributes and Bob has nB

tuples tnA+1 through tnA+nB
with all m attributes, where

n = nA + nB . When the table T is vertically split between
Alice and Bob, Alice has mA attributes A1 through AmA

and Bob has mB attributes AmA+1 through AmA+mB
for

each of n tuples, where m = mA+mB . Alice and Bob can
link tuples using a common identifier, e.g., the index i with
vertically split data.

Let xα,β denote the element to be imputed, i.e., it is the
βth attribute of tuple tα. Without loss of generality, we let
xα,β reside with Bob. That is, in the case of horizontally
split data, tα is among Bob’s tuples, while in the case of
vertically split data, βth attribute is in Bob’s dataset.

The horizontal and vertical data splitting scenarios we
consider arise naturally in collaborative settings. Horizon-
tal splits occur when organizations independently collect
records about different entities (e.g., hospitals in different
regions with identical medical attributes). Vertical splits
emerge when parties collect complementary attributes about
the same entities (e.g., a hospital with clinical measurements
and an insurer with claims data). Combining information
from multiple parties substantially improves imputation ac-
curacy. Our protocols enable such collaboration without
revealing sensitive data, providing formal privacy guarantees
throughout the computation.

We base our approach on Jäger et al. [23], which
evaluated six imputation methods across 69 datasets with
three missingness patterns (missing completely at random
MCAR, missing at random MAR, and missing not at random
MNAR) and missingness fractions from the range 1–50%.
For numerical columns, k-NN ranks in the top three methods
in 75% of cases. For MCAR and MAR patterns with 30–
50% missingness, ML-based methods provide less than 1%
improvement for classification and 0.5% for regression when
training incomplete data [23], while k-NN maintains robust
performance. While ML models offer reusability, this is
outweighed by k-NN’s superior accuracy on incomplete data
and compatibility with efficient cryptographic protocols. Our
radius-based variant (Section 4) requires no training and
naturally integrates with privacy-preserving tools like PSI
and OPPRF.

In order to replace xα,β with its approximate value, we
start with the approach that was determined to be among the
best in [23]: Determine the set I of nearest neighbors of tα.

This was accomplished in [23] using a k-nearest neighbor
algorithm that computes k closest tuples to tα.

The value to replace the missing item xα,β with is
determined from the neighboring records as follows:

• For categorical data: Uniformly select one of the tuples
from I and use its βth attribute to impute xα,β . Note
that the expected value of the selection is the mode,
i.e., the most frequent element.

• For numerical data: Compute the mean of the βth
attribute values in I and use it to impute xα,β .

As far as data privacy goes, in the ideal case, Alice does
not learn any information as a result of the computation and
Bob learns only the imputed value xα,β . Note that the output
itself discloses some information about Alice’s dataset to
Bob. For example, when the data is horizontally split, if the
computed value of xα,β does not appear as the βth attribute
among Bob’s tuples, Bob learns one of the Alice’s values
for that attribute.

We consider standard definitions of secure two-party
computation that require that information about private
inputs is not disclosed during the computation. We treat
the parties as semi-honest adversaries, i.e., those that do
not deviate from the computation but might try to deduce
unauthorized information from their view during protocol
execution. Security is normally shown via a simulation
paradigm that allows one to simulate the adversary’s view
without access to the other party’s private information and
show that the simulated view is indistinguishable from the
real view during the protocol execution.

3.2. Building Blocks

Oblivious Programmable Pseudo-Random Functions
(OPPRF). An OPPRF is a secure, cryptographic protocol
between two participants, Alice and Bob. Alice has as input
a value x and Bob has as input a set of pairs of values
Y = {(yi, ri)} and a key k for a pseudo-random function.
As output of the protocol, Alice learns a value r and Bob
learns no new information, i.e., has no output. It holds
that if (x, s) ∈ Y, then r = s and if (x, ·) /∈ Y, then
r is pseudo-random, i.e., computationally indistinguishable
from a uniformly drawn random number. In a practical
protocol instance, Alice’s output is usually implemented
as a keyed (punctured) pseudo-random function on Alice’s
value x with Bob’s key k. Note that Alice does not learn
whether (x, ·) ∈ Y, i.e., Bob should choose its values ri
also randomly.

In our implementation, we use VOLE-OPPRF by Rindal
and Schoppmann [32]. Each ri is from the space {0, 1}κ,
where κ is the security parameter. While x and yis can
come from a different space, in the implementation on which
we rely these values are also cast to be from the same
space. As the bitlength of the numbers is a function of a
security parameter, we use O(κ) to denote the cost of a
single cryptographic operation. Then this construction has a
communication and computation cost of O(nκ) for building
the OPPRF on a set of size n and performing n OPPRF
evaluations.



Hashing and Cuckoo Hashing. We use a regular cryp-
tographic hash function H that hashes inputs of arbitrary
size into fixed-length digests H : {0, 1}∗ → {0, 1}κ or into
another suitable output space such as H : {0, 1}∗ → G for
a group G defined above.

In addition, we rely on Cuckoo hashing that uses h
ordinary hash functions H1, . . . ,Hh with µ output bins, i.e.,
each Hi : {0, 1}∗ → [µ], where notation [x] denotes the set
{1, . . . , x}. To insert an element x into a Cuckoo hash, we
compute H1(x), . . . ,Hh(x), which are the indices of the
candidate bins. If there is an empty bin with index Hi(x)
for some i ∈ [h], we place x into that bin. Otherwise, we
evict an element y from one of the candidate bins, place x
in that bin, and re-insert y using the same process.

Given the size of the set |X| we intend to insert and
statistical security parameter λ, one can compute parameters
h and µ so that the number of bins is linear in the set size
µ = O(|X|) and with an overwhelming probability 1− 2−λ

there is an allocation with every bin containing at most one
element.

Private Set Intersection (PSI). PSI is a well-studied func-
tionality (see, e.g., [12], [27], [10], [20], [4], [32]) that
allows two participants, Alice and Bob, to compute the
intersection of their private input sets without disclosing any
information about their sets besides the set cardinality (or
an upper bound on the set cardinality). That is, on input
X = {xi} from Alice and Y = {yi} from Bob, one or both
parties learn X ∩ Y.

VOLE-PSI. VOLE-PSI [32] is a state-of-the-art PSI pro-
tocol. It uses an OPPRF based on Vector-Oblivious Linear
Evaluation (VOLE), an extension of the PaXoS data struc-
ture [30]. VOLE-PSI scales optimally with a constant num-
ber of public-key operations and linearly many symmetric
key operations in the number of set elements.

VOLE-PSI can be used as a one-sided PSI protocol,
where Bob computes the OPRF of his elements and Alice
sends the PRFs of her elements for computing the inter-
section. Moreover, VOLE-PSI can also be used as a circuit-
PSI protocol, where neither party learns the intersection and
the parties can proceed with further computation on the
private intersection. In that case, Bob learns the OPPRF of
his values and Alice retains one corresponding PRF which
matches Bob’s if and only if she has the value in his set.

This construction of circuit-PSI is based on previous
work [31], [25] where the parties first place their elements
in the bins, but we use a different bin placement strategy
per party. In particular, Bob hashes his elements into the
bins using Cuckoo hashing and pads all empty bins to one
element. Alice hashes her elements using all Cuckoo hashing
functions, i.e., she replicates the elements if necessary, and
pads the size of each bin to a maximum that is only exceeded
with negligible probability. Pinkas et al. [31] show how
to compute this maximum number from the number of
elements. Alice programs the VOLE-OPPRF to the same
random value for each of the elements in her bin, such that if
Bob’s element is in Alice’s bin, they share the same random
value. After such a circuit-PSI, Alice and Bob can run a two-

party computation in which they compare the PRFs and then
perform any computation over the set intersection.

Secure Two-Party Computation. We rely on general-
purpose secure computation techniques for components of
our solutions. There are a variety of techniques that differ
in the number of supported computation participants, par-
ticipant collusion threshold, and the threat model [14]. Of
interest to this work is secure two-party computation with
semi-honest participants. The security expectations are such
that as a result of computing on private inputs the parties do
not learn any information about the private data they handle
other than the agreed-upon computation outcome.

We choose ABY [11] for our implementation due to its
versatility and the ability to combine different data repre-
sentations and techniques. The operations we execute using
ABY include equality, less-than comparisons, joint sampling
of a random value, addition, multiplication, and multiplexor
operations to realize branching with private conditions.

4. MPC-friendly Nearest Neighbor Computa-
tion

Let tα ∼ tω denote a neighboring relation between
tuples tα and tω, where we seek to impute the βth attribute
of tα, xα,β . We say tuples tα and tω are neighbors if all of
their non-empty attributes are within a pre-defined distance
rj from each other. That is,

tα ∼ tω iff ∀j ∈ {1, . . . ,m}\{β},
xα,j = ⊥ ∨ xω,j = ⊥ ∨ |xα,j − xω,j | ≤ rj .

Because our goal is to perform imputation using sampling
from neighboring records, only tuples with a non-empty β
attribute are useful for our purpose. For that reason, we
redefine the neighboring relation between tα and any other
tuple tω to require that xω,β ̸=⊥. That is,

tα ∼ tω iff (xω,β ̸=⊥) ∧ (∀j ∈ {1, . . . ,m}\{β},
xα,j = ⊥ ∨ xω,j = ⊥ ∨ |xα,j − xω,j | ≤ rj).

In the rest of this work, unless mentioned otherwise, we
will use this modified relation to denote neighboring rela-
tion. The optimal values for the radius parameters rj are
determined through an adaptive search process during the
training phase, which we describe in detail in Section 9.1.

Evaluating the above constraints without leaking inter-
mediate results on all tuples requires O(nm) costly less-
than comparisons, which we aim to avoid. We therefore
reduce less-than comparisons to equality comparisons using
quantization. We quantize the value of the jth attribute in
each tuple as follows: The first quantization places val-
ues into ranges [0, rj − 1], [rj , 2rj − 1], [2rj , 3rj − 1], . . .
and the second quantization places values into ranges
[0, rj/2 − 1], [rj/2, 3/2rj − 1], [3/2rj , 5/2rj − 1], . . .. We
then represent each xα,j (and xω,j , respectively) as its two



PARAMETERS: There are n tuples consisting of m at-
tributes horizontally or vertically partitioned between
Alice and Bob.

FUNCTIONALITY:
• Receive private records from Alice.
• Receive private records as well indices α and β from

Bob.
• Determine the neighbors of tα and create an indi-

cator bit vector of size n − 1, where the value in
the position ω(̸= α) is set to 1 if and only if tω is
a neighbor of tα and xω,β is not missing.

• Create two shares of each bit of the indicator vector
and give one share to Alice and the other share to
Bob.

Figure 1: Ideal functionality for neighbor computation.

ranges which we denote as q1(xα,j) and q2(xα,j). Now, the
following relations hold:

|xα,j − xω,j | ≤
rj
2

=⇒ q1(xα,j) = q1(xω,j) ∨ q2(xα,j) = q2(xω,j)

q1(xα,j) = q1(xω,j) ∨ q2(xα,j) = q2(xω,j)

=⇒ |xα,j − xω,j | ≤
3

2
rj

We therefore replace testing for |xα,j − xω,j | ≤ rj with
q1(xα,j) = q1(xω,j) ∨ q2(xα,j) = q2(xω,j).

Our distance metric not only uses only equality compar-
isons instead of less-than comparisons, it is also composable
across attributes. This means, in the vertical setting, that
Alice can compute the distance to her attributes and Bob’s to
his. In this paper, we will show how to efficiently implement
this algorithm as a protocol over distributed parties with
privacy while preserving the accuracy of the imputation.

5. Solution Structure

We are interested in developing solutions for different
types of data partitioning (such as horizontally and ver-
tically split data) and different types of attributes (such
as containing categorical and numerical values) that af-
ter optimizations result in significantly different protocols.
However, we put forward a general computation structure
that accommodates different types of data partitioning as
well as different ways of determining the imputation value.

Recall that the goal is to compute the imputation value
for the item xα,β , where α defines the tuple tα and β is the
attribute of the tuple. Conceptually, the computation con-
sists of two main components: (i) privately determining the
neighbors of the tuple tα in the partitioned dataset and (ii)
privately analyzing the βth attribute of the neighbor records
to determining the imputation value for xα,β . Without loss of
generality, let the item xα,β be located among Bob’s records.

PARAMETERS: There are n tuples consisting of m at-
tributes horizontally or vertically partitioned between
Alice and Bob.

FUNCTIONALITY:
• Receive private records and a share of the indicator

vector v from Alice.
• Receive private records, indices α and β, and a share

of the indicator vector v from Bob.
• Extract the βth attribute from all tuples tω where
ω ̸= α.

• Conditionally use each extracted value xω,β in the
computation of the imputed value using the corre-
sponding flag vω from the indicator vector v:
– for numerical data: xα,β =

(
∑

ω,vω=1 xω,β)/(
∑

ω vω)

– for categorical data: xα,β
R←

⋃
ω{xω,β | vω = 1}

• Give the computed value xα,β to Bob.

Figure 2: Ideal functionality for imputation value computa-
tion.

Figure 1 describes the ideal functionality of the first
component, where Alice and Bob privately enter their data
and Bob also supplies the indices α and β. As a result of
this phase of the computation, Alice and Bob obtain a secret-
shared indicator vector, where each tuple tω (except tuple
tα) is marked with a bit indicating whether tω is a neighbor
of tα according to the neighbor computation described in
Section 4 and the value xω,β is not missing. By including
only neighbor tuples with a non-empty value in the desired
attribute, we are able to directly use those records in the
computation, without having to additionally check if the
desired attribute is present.

The ideal functionality for the second component is
given in Figure 2. It uses the indicator vector to conditionally
include the βth attribute of a tuple into the computation
of the imputation values. Note that the computation for
determining the imputation value significantly differs for
numerical data (mean computation) and categorical data
(random sampling). Notation x

R← X means drawing an
element uniformly at random from the set X .

Our solutions introduce optimizations that fit within this
general structure. For example, in the case of horizontally
split data Bob can locally determine the neighbors of tα
among his tuples and interactive computation is only needed
to compare Alice’s tuples to Bob’s tα. In the case of
vertically partitioned data, Alice and Bob can determine
local neighbors among all records using partial attributes
known to each if Alice gets the value of α from Bob. This
reduces the size of the joint computation and consequently
the indicator vector that the parties need to maintain.



6. Horizontally Split Data

In the horizontally split case, Bob has a tuple tα with
a missing value for attribute β – i.e., xα,β has no value –
which he would like to impute. Bob can find neighbors of
tα among his tuples using local computation, while Alice
needs to identify tα’s neighbors among her tuples using
secure comparisons. Note that in the context of the ideal
functionality in Figure 1, the parties need to determine the
indicator vector only for Alice’s tuples, as Bob can locally
determine the neighbor status of his tuples (and enter them
directly into the computaion that follows).

6.1. Determining Neighbor Tuples

Let IA and IB be the set of neighbors among Alice’s
and Bob’s tuples, respectively. As the first component of the
solution, the parties need to jointly determine IA.

We can determine which records among Alice’s tuples
have identical quantized ranges using OPPRF as follows:
Bob locates a tuple tα which has a missing value for
attribute β, i.e., xα,β has no value. We could compare
Bob’s tα to each tω in Alice’s dataset by comparing their
quantized values for each attribute. However, in that case we
would still need to perform a logical-OR operation between
compared pairs to obtain the final result. Instead, we reduce
the computation to one invocation of an OPPRF as described
next.

For each attribute j, let q′1(xi,j) be the closest to item
xi,j’s quantized range in the first quantization method that
is not the true range q1(xi,j). Similarly, let q′2(xi,j) be
the closest range ̸= q2(xi,j) using the second quantization
method. For each attribute j and each tuple index ω ∈ [nA],
Bob draws a random value σω,j and programs the OPPRF
as follows:

• OPPRF(q1(xα,j)||q2(xα,j)) = σω,j

• OPPRF(q1(xα,j)||q′2(xα,j)) = σω,j

• OPPRF(q′1(xα,j)||q2(xα,j)) = σω,j

• OPPRF(⊥) = σω,j

where || denotes concatenation.
For each tuple tω in Alice’s dataset, Alice uses both

quantizations of each of her xω,j (for j ̸= β) or ⊥ (if xω,j =
⊥) to query the OPPRF, i.e., Alice privately computes with
Bob:

• τω,j = OPPRF(⊥) if xω,j = ⊥
• τω,j = OPPRF(q1(xω,j)||q2(xω,j)) otherwise.

At this point, it holds that

tα ∼ tω ⇐⇒
∑

j∈{1,...,m}\{β}

σω,j =
∑

j∈{1,...,m}\{β}

τω,j

Note that Bob independently chooses a uniformly random
σω,j for each of the nA · (m−1) invocations of the OPPRF,
so that Alice cannot infer any information from observing
multiple invocations. That is, even if Alice queries the
OPPRF on the same inputs, the outputs she observes are
independent of each other.

Also note that the solution, as described above, can
handle missing values in Alice’s dataset, but not in Bob’s
tuple tα. In practice, in addition to missing xα,β in tα, Bob
may have a missing value, xα,γ , for another attribute γ
in tuple tα. Thus, we need to address this before we can
proceed. Our solution to mitigating the issue is to have Bob
program the OPPRF at γ to the same σω,γ for each possible
value of xω,γ in Alice’s dataset. This means that OPPRF
evaluation on Alice’s value xω,γ will always produce the
expected σω,γ regardless of its value xω,γ .

After evaluating the OPPRF on Alice’s tuples, the next
step is to compute which of Alice’s tuples are in IA.
A simple solution is for Bob to send her the expected
σω =

∑
j∈[m]\{β} σω,j for each ω ∈ [nA]. This allows

Alice to determine whether any given tω is a neighbor of
Bob’s tuple tα and thus compute IA. As we show below,
this variant leaks an undesirable amount of information;
however, we leave it for comparison purposes and denote
it as plain neighbor access.

A secure way of computing IA consists of Alice and Bob
privately comparing the computed τω =

∑
j∈[m]\{β} τω,j

and the expected σω =
∑

j∈[m]\{β} σω,j for equality for
each of Alice’s tuples ω ∈ [nA]. This variant results in a
secret-shared indicator vector, and we call it blind neighbor
access.

The next step is to use the results of neighbor compu-
tation to determine the imputation value.

6.2. Imputation Value for Numerical Data

In the case of numerical data, the imputation value
is computed as the mean of the βth attribute among the
neighboring records in IA ∪ IB .

6.2.1. Plain Neighbor Access. Computing the imputation
value from the set of neighbors IA ∪ IB is much easier
if Alice and Bob know their respective sets of neighbors
IA and IB . After Alice receives the expected σωs, she
determines IA and Bob knows IB .

Next, Alice and Bob will need to compute the sum of
βth attribute of their tuples in IA and IB and divide the sum
by |IA ∪ IB |. To achieve that, Bob computes a partial sum
sB of the values in IB , while Alice, respectively, computes
sA using her tuples IA. The remaining computation that we
need to perform privately is (sA + sB)/(|IA|+ |IB |), with
Alice possessing sA and |IA| and Bob possessing sB and
|IB |. This can be very efficiently evaluated using existing
secure two-party computation tools such as ABY.

6.2.2. Blind Neighbor Access. The above solution with
plain neighbor access reveals the set IA of neighbors to
Alice. This allows Alice to conduct a simple inference attack
on Bob’s tα by simply averaging her tuples in IA and
treating the result as an approximation of tα. To prevent
this attack, we should not reveal IA to Alice.

We thus can represent each tuple tω in Alice’s set by
two values: a private flag which is set iff tω ∈ IA (i.e., the
indicator vector) and the value of the βth attribute xω,β . This



will allow us to compute with Alice’s dataset by entering all
nA tuples into the computation and adding only the values
from the tuples where the flag is set.

This conditional addition can easily be implemented
using existing secure computation tools using a single pass
through Alice’s tuples. That is, after the OPPRF evaluation
in Section 6.1, Alice and Bob securely compare the ex-
pected σω and computed τω values for equality and add the
item xω,β to Alice’s sum sA if the values are equal. The
remaining computation to determine the mean proceeds as
specified in Section 6.2.1.

6.3. Imputation Value for Categorical Data

For categorical data, we randomly sample an element
from IA ∪ IB and extract its βth element.

6.3.1. Plain Neighbor Access. In this variant, Alice knows
the set of neighbors IA among her records and Bob has
neighbors IB in this records. Next, Alice and Bob will need
to securely sample one element from the union IA ∪ IB of
their neighbors to determine the imputation value.

Let Alice randomly sample one of the records in IA and
extract its βth attribute, which we denote by vA. (Note that
by the definition of neighbor relationship, Alice will only
consider the tuples with non-empty βth attribute and any
tuple in IA can be chosen as her sample.) Similarly, Bob
randomly samples one of the records in IB and extracts its
βth attribute, denoted by vB (similarly, it is guaranteed to
be non-empty). The parties now need to select vA or vB in
such a way that the sample is drawn uniformly at random
from the union IA ∪ IB .

To accomplish that, the parties could draw a random
integer R ∈ [0, |IA ∪ IB | − 1] and securely compare it
to |IA|. If R ≥ |IA|, Bob replaces xα,β with his value
vB ; otherwise, he learns Alice’s vA and replaces xα,β

with vA. More precisely, if c denotes the result of the
private comparison R ≥ |IA|, the parties privately compute
c · vB + (1 − c) · vA = c · (vB − vA) + vA using a single
multiplication.

A complication is that the parties do not know the sizes
of each other’s set IA or IB to draw R from the desired
range. Our solution is to draw a value from the fixed range
[0, 1) and scale it by a factor |IA| + |IB | using a single
multiplication. Individual sizes |IA| and |IB | can serve the
purpose of additive shares of |IA| + |IB |, making it very
efficient.

In our implementation, sampling random R from [0, 1)
is realized using p bits of precision, i.e., the parties draw
from the set [0, 2p − 1]. This is accomplished by Alice and
Bob each entering p private bits into the secure computation
and XORing them prior to scaling the result by |IA|+ |IB |.

Next, notice that with this solution Bob learns the result
of imputation v, which is either vA or vB and Bob knows
vB . This means that if the imputed value is v = vA while vB
differs, Bob knows that the sampled value came from Alice
and thus Alice has vA in her IA records. If vA also appears
in Bob’s records IB , this is the knowledge he would not be

able to deduce from the output alone. That is, if Bob learns
that v = vA and vA appears in his records, he should not
know whether the value came from his or Alice’s records.

To eliminate this leakage, we modify the solution so
that Bob does not learn vB sampled from his records. In
the scenario above, this would prevent him from knowing
that vA originated from Alice’s records. To achieve this,
we have Bob enter all of the β attributes from the records
in IB into secure computation, one of which is sampled
privately. Specifically, we draw a random value in the range
[0, |IB | − 1] inside secure two-party computation and scan
through Bob’s input to obliviously select the element at that
index. The remaining computation proceeds as before.

6.3.2. Blind Neighbor Access. This time, to prevent infer-
ence attacks, Alice does not learn which of her tuples are in
IA. Rather, Alice and Bob securely compare their σω and
τω sums for each of Alice’s tuples tω and secret share a
private flag that indicates whether the tuple is in IA.

Let there be ℓ neighbors in a set of nA tuples. If ℓ ≪
nA and Alice samples blindly from her set of tuples, the
probability that she samples a neighbor is low. This means
that many samples are needed to ensure that she samples
a neighbor at least once. To overcome this, our solution is
to combine c tuples together into a single value by adding
their neighbor flags and the βth attribute’s values. If the
combined neighbor count is exactly 1, then we can use the
corresponding value vA that contains the sum of the attribute
values in the sampling procedure above.

We can determine the optimal value of c as follows: If
the probability that each tuple is a neighbor is ℓ

nA
and the

probabilities are independent of each other, the probability
that exactly one flag will be set among c tuples is

q(c) = c · ℓ

nA

(
1− ℓ

nA

)c−1

.

That is, there are c disjoint combinations for one of the
draws to be a neighbor (with probability ℓ

nA
) and c − 1

other draws to be not a neighbor (with probability 1 − ℓ
nA

each). The value of c that maximizes the probability function
q(c) is c = −1

ln (1− ℓ
nA

)
and we set it based on the expected

number of neighbors among Alice’s tuples.
The next step is to pack the tuples into enough slots –

each with c tuples – so that the probability that at least one
of the slots will have exactly one neighboring tuple is above
a certain threshold 1 − ε. Given the desired bound on the
probability of failure ε, the number of sufficient slots d is
determined as the lowest d that satisfies

(1− q(c))
d ≤ ε.

When d · c ≥ nA, a single tuple can be packed more
than once, but the work to compute their neighbor status
is bounded by nA. When d · c < nA, on the other hand, we
only need to evaluate the OPPRF and compute the neighbor
flags for the d · c tuples chosen to be packed.

That is, Bob and Alice first compute c and d based on an
estimated number of neighbors in Alice’s dataset. If d · c ≥



nA, Alice and Bob compute OPPRF values σω and τω for
1 ≤ ω ≤ nA. Otherwise, they compute these values only for
the d · c tuples selected for this purpose. Comparison of the
OPPRF evaluations and all consecutive steps are performed
using secure computation. The parties then compute packed
representation of d samples with c tuples each. To achieve
random selection, tuples need to be selected and packed in
a randomized order. Each of the d slots now contains the
sum of c neighbor flags (the count) together with the sum
of the βth attributes of the corresponding tuples.

Sampling can be performed by scanning the slots and
obliviously grabbing the value in the first slot with its
count being 1. The chosen value will be a valid neighbor
with probability at least 1 − ε. That is, there is no valid
sample across all slots with probability at most ε. (Sample
validity can easily be checked and the computation aborted
otherwise). The rest proceeds as described in Section 6.3.1
by drawing a random sample from Bob’s neighbors and
selecting either Alice’s or Bob’s sample.

Choosing between Alice’s and Bob’s sample requires
using |IA| in the computation. However, if d·c < nA and we
do not perform OPPRF evaluation for all nA Alice’s tuples,
we cannot compute |IA|. In that case |IA| is approximated
as nA

d·c |I
′
A|, where |I ′A| is the number of neighbors among

the evaluated d · c tuples.

7. Vertically Split Data

In vertically split data, Bob also locates a tuple tα which
has a missing value for attribute β. This time, each party
has a partial set of attributes and neighbor computation has
a completely different structure.

7.1. Determining Neighbor Tuples

This time, Bob can determine tα’s neighbors in this
dataset by local comparisons using the attributes he pos-
sesses. This, however, is a superset of the actual neighbors,
since he does not have access to Alice’s attributes. Similarly,
Alice can determine her neighbors (assuming she knows α)
which are also a superset of the actual neighbors. Let IA
and IB be the sets of row indices of Alice’s and Bob’s local
neighbors, respectively.

Note that because the neighbor tuples are intended for
imputation, the parties need to select only those tuples
as neighbors where the βth attribute is not empty. With
vertically split data, this attribute resides with Bob and thus
he selects only those neighbors where the βth attribute is
not missing.

In the context of the ideal functionality of Figure 1,
we do not need to maintain the indicator vector for all
tuples, as the parties can locally filter out some of the
tuples as not being relevant. In particular, the tuples of
interest are only those in IA and IB as potential neighbors,
while the remaining tuples are automatically removed from
consideration as non-matching.

The set of global neighbors can be determined as IA ∩
IB . We therefore have Alice and Bob engage in a private set

intersection (PSI). To protect the number of local neighbors,
the parties can pad their inputs by a constant fraction of the
dataset size to remove any leakage about the number of local
neighbors.

A simpler version involves the parties engaging in a
conventional PSI, with the result being revealed to Bob. This
undeniably discloses additional information to Bob beyond
the indented output and we refer to it as plain neighbor
access. A version that properly protects the data, blind
neighbor access, involves the parties engaging in circuit-PSI
that produces a secret-shared vector of bits, i.e., the indicator
vector. That version will allow Alice and Bob to securely
compute an imputation value using global neighbors.

7.2. Imputation Value for Numerical Data

7.2.1. Plain Neighbor Access. Computing the imputation
value is easy with access to the neighboring tuples. That
is, after Bob obtains the set intersection IA ∩ IB , he can
simply compute the mean of the attribute values in the set
intersection since he has access to all values for attribute β.

7.2.2. Blind Neighbor Access. To reduce the information
leakage above, the parties utilize circuit-PSI to obtain secret-
shared output. We can use VOLE-PSI as our circuit-PSI
protocol, which relies on Cuckoo and standard hashing as
was described in Section 3.2. In that case, Alice and Bob
each obtain a vector of random values as the PSI output.
These random values are equal if Bob’s element is in Alice’s
set and otherwise they are different. After comparing those
random values using a two-party computation (ABY in our
implementation), Alice and Bob hold secret shares of the
indicator vector of neighboring elements.

What remains is to securely scan through the vector
adding the βth attributes of the tuples in the intersection,
after which the sum is divided by the size of the intersection.
This is performed using secure two-party computation.

7.3. Imputation Value for Categorical Data

This time instead of computing the mean we sample
one value from the intersection at random. The bulk of the
computation remains the same as in Section 7.2 and we need
to modify only the last step.

7.3.1. Plain Neighbor Access. As before, this variant is
easy: after Bob learns the intersection, he simply samples
one value from the βth attribute of the neighbor tuples.

7.3.2. Blind Neighbor Access. Similar to the solution in
Section 7.2.2, Alice and Bob engage in circuit-PSI and ob-
tain a vector of secret-shared bits that indicate which tuples
are global neighbors. The parties now randomly select one
of the global neighbors using secure two-party computation
as follows. They compute the size η of the set intersection
from the indicator vector and jointly sample a random value
µ ∈ [0, η − 1] with p bits of precision. That is, Alice and
Bob enter randomly chosen p-bit rA and rB , respectively,



TABLE 1: Complexity of proposed solutions.

Split method Sampling type Computation Communication

Horizontal

Plain, Mean (Sec. 6.2.1)
O(κ(m · nA + |IB |)) O(κ(m · nA + |IB |))Plain, Random (Sec. 6.3.1)

Blind, Mean(Sec. 6.2.2) O(κ((m+ κ)nA + |IB |)) O(κ((m+ κ)nA + |IB |))
Blind, Random (Sec. 6.3.2) O(κ((m+ κ)min(nA, c · d) + |IB |)) O(κ((m+ κ)min(nA, c · d) + |IB |))

Vertical

Plain, Mean (Sec. 7.2.1)
O(κ(|IA|+ |IB |)) O(κ(|IA|+ |IB |))Plain, Random (Sec. 7.3.1)

Blind, Mean (Sec. 7.2.2)
O(κ(|IA|+ |IB |)) O(κ(|IA|+ |IB |))Blind, Random (Sec. 7.3.2)

add them using secure computation r = rA + rB mod 2p,
scale the result by multiplying it by η, and truncate the
resulting η · r by p bits. Finally, they scan through the items
and privately select the µth element from the intersection
using the indicator vector and output its value to Bob.

8. Analysis

We next analyze performance of our solutions as a
function of the input size and security parameters, as well as
show that they achieve security under the standard security
definitions in the presence of semi-honest participants.

8.1. Complexity Analysis

Table 1 summarizes the computation and communication
complexity of the developed solutions. We discuss horizon-
tally and vertically partitioned constructions in turn.

Horizontally split data. The core of our solutions for
horizontal partitioning is OPPRF evaluation of quantized
tuple values for the purposes of determining nearest neigh-
bors among Alice’s records. This involves building and
evaluating an OPPRF on O(m · nA) inputs. Because each
evaluation involves cryptographic operations (although inex-
pensive) that depend on a security parameter κ, we express
the overall cost as O(κ ·m · nA). This is also the amount
of communication associated with OPPRF evaluation.

The imputation value computation contributes additional
cost. With plain neighbor access as described in Sections
6.2.1 and 6.3.1, computing the imputation value from the
nearest neighbors among Alice’s records is simple. Doing
so for Bob’s neighbors, on other other hand, involves work
linear in the number of neighbors, |IB |, performed using
secure two-party computation, which contributes O(κ · |IB |)
to both computation and communication.

Blind neighbor access, as described in Sections 6.2.2
and 6.3.2, has two significant differences. First, determining
the nearest neighbors among Alice’s records and sampling
one of them is now more complex. For the mean computa-
tion, the largest component involves performing nA equality
comparisons on κ-bit inputs. While it is possible to perform
this computation on 1-bit shares, e.g., using GMW [15]
combined with oblivious transfer for multiplication triple
generation [11], this will result in increasing the round
complexity of the construction. In our implementation, we
choose to proceed with garbled circuit evaluation [38] from

TABLE 2: Information disclosure summary.

Splitting Sampling Information disclosure
to Bob to Alice

Horizontal Plain β, IA
Blind β

Vertical Plain IA ∩ IB α
Blind α

ABY, which represents each bit as a κ-bit label. This means
that the work and communication asymptotically rise to
O(κ2 ·nA) in our implementation. Second, for random sam-
pling, Alice’s items are combined, which impacts the cost of
OPPRF evaluation. OPPRF construction and evaluation in
Section 6.3.2 involves O(κ ·m ·min(nA, c ·d)) computation
and communication.

Vertically split data. Our solutions for vertical partitioning
are fundamentally different and involve evaluating PSI as the
first step. This can be implemented using O(κ(|IA|+ |IB |))
computation and communication. This time, IA and IB
correspond to the nearest neighbors computed using partial
matching and thus are larger in size than the set of true
neighbors (and consequently larger than the corresponding
sets IA and IB from the horizontally split solutions).

Determining an imputation value with plain neighbor
access, as described in Sections 7.2.1 and 7.3.1 does not
have additional costs, while blind neighbor access from
Sections 7.2.2 and 7.3.2 requires us to protect the result
of set intersection and sample from the intersection using
secure two-party computation. This component is also linear
in the size of the local sets of nearest neighbors, where we
invoke circuit-PSI that uses a hash table of linear size and
scan through the result to determine the imputation value.

8.2. Security Analysis

We use a standard simulation-based formulation of se-
curity for two-party computation to demonstrate that the
proposed protocols provide the expected security guarantees.
Because the information disclosure with plain sampling or
mean computation allows for inferences, our focus is on
the blind variants of the protocols. Due to space limitations,
detailed security analysis is given in Appendix A, while
Table 2 summarizes information disclosure of different con-
structions.

In Appendix B, we propose modifications to our pro-
tocols which eliminate all leakage, but we leave whose



evaluation to future work due to their large expected run
time.

9. Evaluation

In this section, we present a thorough evaluation of
our private data imputation protocols, analyzing their per-
formance across varying datasets and configurations. Our
evaluation is centered on two main criteria: (i) accuracy,
demonstrating the quality of imputed data when leveraging
private inputs and (ii) efficiency, examining computational
and communication costs. We show the effectiveness of
combining private data in enhancing imputation accuracy
and demonstrate that our protocols are computationally ef-
ficient, completing imputation tasks on datasets with up to
100,000 records within seconds, even in constrained network
settings.

Before presenting our experimental results, we first de-
tail our methodology for selecting the radius parameter
referenced in Section 4, which is a critical component that
distinguishes our approach from traditional k-NN imputa-
tion and directly impacts both the accuracy and privacy
properties of our protocol.

9.1. Adaptive Radii Search

For each attribute j in our protocol, we determine an
optimal radius rj through a systematic optimization process
during the training phase. This section details our empirical
methodology for radius selection, which balances imputation
accuracy with computational efficiency requirements.

Radius Optimization. Our radius selection process follows
a data-driven approach:

• Initialization: We begin with an initial radius of 0.35
times the standard deviation of each attribute, providing
a starting point that accounts for the natural variability
of each feature.

• Adaptive search: We employ a convex optimization
procedure that systematically explores the radius pa-
rameter space. The search begins with small radii val-
ues and incrementally increases them while monitor-
ing imputation quality through RMSE on a validation
dataset.

• Stopping criteria: The search terminates after observ-
ing three consecutive performance declines, indicating
we have likely passed the optimal radius value. This
approach ensures we find a near-optimal radius without
exhaustively searching the entire parameter space.

• Parameter adaptation: We employ an adaptive step
size strategy with a decay rate of 0.9. It progressively
reduces the step size after performance declines to en-
able finer-grained exploration around promising values.

This optimization process occurs separately for each at-
tribute, resulting in attribute-specific radii that account for
their unique statistical properties and contribution to impu-
tation accuracy. The final selected radii are then used during
the testing phase to evaluate imputation performance.

Statistical Properties and Privacy Implications. Our
radius-based approach offers several important statistical
and privacy advantages:

1) Attribute-specific calibration: By optimizing each at-
tribute’s radius independently, our method adapts to dif-
ferent scales and distributions across features, avoiding
the one-size-fits-all limitation of traditional k-NN. This
is particularly important in heterogeneous datasets with
attributes of vastly different characteristics.

2) Density adaptation: Unlike k-NN which always se-
lects exactly k neighbors regardless of data density, our
approach naturally adapts to varying data densities by
considering all records within the optimized distance
threshold. This prevents forced inclusion of dissimilar
records in sparse regions.

3) Outlier robustness: The radius approach inherently
provides protection against outlier influence by exclud-
ing distant points regardless of the number of available
neighbors, maintaining relevance of the imputation ba-
sis.

4) Privacy-utility tradeoff management: The radius di-
rectly influences the privacy-utility tradeoff by control-
ling both the neighbor set size and the quantization
granularity. Smaller radii create finer-grained partitions
that yield better imputation accuracy but potentially
reveal more information about the underlying data
distribution. Larger radii increase the anonymity set
size for each comparison, enhancing privacy protection
but potentially reducing imputation accuracy. Our op-
timization process finds an effective balance point on
this privacy-utility curve.

5) Compatibility with secure computation: The quanti-
zation approach enabled by our fixed-radius method is
particularly well-suited for secure multi-party compu-
tation environments, as it transforms expensive range
comparisons into efficient equality checks that can be
implemented using protocols like PSI and OPPRF as
described in Section 3.2.

The empirical results that follow demonstrate that our
method consistently outperforms standard imputation tech-
niques across different missingness types while maintaining
practical computational efficiency, validating our approach
to radius selection and optimization.

9.2. Accuracy

For our accuracy experiments, we used twelve current
real-world datasets from OpenML [36], each containing
numeric columns. The datasets are summarized in Table 3.
Missing values are artificially introduced in both training
and testing data, allowing us to assess imputation accuracy
in a scenario where models are trained and evaluated on
corrupted data.

Our accuracy results focus on demonstrating how lever-
aging additional private data from Alice can improve the
imputation quality of Bob’s data. Since imputation generally
benefits from increased data availability, our secure multi-
party protocols allow Bob to impute missing values by



TABLE 3: Overview of the datasets used. Imp. is the
dataset’s column we used to evaluate the imputation meth-
ods, Att. is the number of attributes, and Feat. is the number
of numerical columns.

ID Name Imp. Att. Feat.

42636 Long x18 4477 20
287 wine equality sulphates 6497 12
189 kin8nm theta8 8192 9
197 cpu act pgin 8192 22
198 delta elevators curRoll 9517 7

23515 sulfur a3 10081 7
42183 dataset sales day 10738 15
216 elevators climbRate 16599 19
218 house 8L P3 22784 9
215 2dplanes x6 40768 11
1200 BNG(stock) company1 59049 10
23395 COMET MC SAMPLE wire id 89640 6

incorporating information about neighbors in Alice’s dataset.
We observed that the imputation quality is significantly
improved when using Alice’s data in comparison to im-
putation using only Bob’s local data. This improvement
is attributed to the inclusion of additional relevant data
from Alice’s dataset, which provides a more robust basis
for predicting missing values, particularly in vertically split
settings where Alice holds attributes that complement those
in Bob’s records.

We conducted experiments using three missingness pat-
terns: missing completely at random (MCAR), missing at
random (MAR), and missing not at random (MNAR). For
each pattern, we introduced 10% missing values to the
specified “to-be-imputed” column. The imputation quality
was then evaluated by comparing the discarded values in this
column, used as ground truth, with predictions generated by
the imputation model.

MCAR, the most widely used missingness pattern, in-
volves values missing in an entirely random fashion. In
this setup, missingness is independent of any observed (i.e.,
in the dataset) or unobserved (i.e., missing) data. In other
words, the likelihood of a data point being missing is not
influenced by the values of other variables in the dataset or
by the actual (but not observed) values in the column with
missing data. MCAR is typically implemented by drawing
a random number from a uniform distribution for each data
entry, discarding a value if the generated number falls below
a predefined missingness threshold.

In contrast, MAR and MNAR patterns are more complex
and less commonly addressed in the literature [3], [34],
[35]. MAR implies that missingness is related to observed
data but not to the missing data itself, while MNAR, the
most challenging case, involves missingness that depends
on unobserved or missing data values.

To model these patterns realistically, we follow ap-
proaches inspired by observations in large-scale, real-world
datasets. Using the method proposed by Schelter et al. [34],
[35], we select two random percentiles in the value range
of a column – defining upper and lower bounds. For MAR,
we discard values in a target column when an entry in a
different, randomly chosen column falls within the specified

percentile range. This method controls the missingness by
linking it to observed data in a related column. For MNAR,
values are discarded directly if they fall within the selected
percentile range of the target column itself, making the
missingness dependent on the values in the column being
imputed.

To ensure statistical robustness, each experiment was
conducted per dataset and missingness types, where we re-
sampled the missing data for each evaluation and repeated
the data splits between Alice and Bob 25 times each.
This setup helped us account for the variability inherent in
missingness patterns and data partitioning. To evaluate the
accuracy of our imputation, we used root mean square error
RMSE =

√
1
n

∑n
i=1(yi − ŷi)2, where n is the total number

of observations, yi is the actual (observed) value, and ŷi is
the predicted values.

Our findings show that utilizing Alice’s data in the com-
putation in a privacy-preserving manner provides significant
improvements in imputation accuracy over local imputation.
This is due to the additional context and data points provided
by Alice, which enables a more accurate imputation of
the missing values. Figure 3 shows the results for three
representative datasets, with a complete set of our results
provided in Figures 4–6 in Appendix C. Splitting repetitions
in each plot have been ordered by increasing vertical k-NN
RMSEs. The width of the bands in each plot illustrates the
95% confidence intervals for the RMSE values.

For MCAR, as illustrated in Figure 3a, the RMSE results
demonstrate the robustness of our protocols across different
datasets. When comparing our imputation method – denoted
r-NN – with the methods for vertically and horizontally
partition data (50%) using k-NN on a numerical column
(mean computation), we find that we perform on average
across all datasets and all splitting repetitions 20% better
than vertical k-NN, and 5% better than horizontal k-NN.
The scaled max for MCAR, shown in Table 4, indicates that
– for a specific (worse) splitting – our imputation method is
up to 5 times more accurate in comparison with vertical k-
NN and 4.2 times better than horizontal k-NN, highlighting
the challenge of accurate imputation in this scenario.

For MAR, as shown in Figure 3b, the RMSE trends
closely mirror those observed under MCAR, but with a
slight decrease in error margins due to the conditional
dependencies influencing the missing data mechanism. On
average, vertical k-NN is 10.6% worse than our imputa-
tion method, while horizontal splitting performs marginally
better, with an improvement of 0.7%. However, Table 4
highlights that in the worst splitting scenario, our imputation
method can be up to 4.1 times more accurate than vertical k-
NN and about 3 times more accurate than horizontal k-NN.
Thus, even though the MAR missigness type can introduce
additional complexity, our protocol remains robust.

The MNAR scenario, depicted in Figure 3c, presents
the most significant challenge for accurate imputation where
we experience a more pronounced decrease in RMSE due
to its inherent bias in missingness. Our method on average
outperforms vertical k-NN by 4%, while horizontal k-NN



(a) RMSE trends under MCAR missingness type.

(b) RMSE trends under MAR missingness type.

(c) RMSE trends under MNAR missingness type.

Figure 3: RMSE trends for datasets 189, 216, and 287 under MCAR, MAR, and MNAR missingness types. Splitting
repetitions in each plot have been ordered by increasing Vertical k-NN RMSE. The width of the bands in each plot
illustrates 95% confidence intervals.

exhibits an advantage of 7.6% over our imputation approach.
Despite this comparative disadvantage to horizontal k-NN
in the overall average, the worst splitting scenario reveals
that our method can be up to 37.2 times more accurate than
vertical k-NN and 3.4 times more accurate than horizon-
tal k-NN. Notably, this represents the largest performance
gap achieved in any missingness type – underscoring the
substantial disparity posed by biased missingness and the
randomness in the splitting.

The high-level summary of the error rates for vertical
and horizontal k-NN relative to our method is provided in
Table 4. The table consolidates the average and maximum
error rates, averaged across 25 runs with 25 splitting repeti-
tions per run. These results underline the variability in per-
formance across missingness types. Our approach’s overage
outperforms that of horizontal k-NN for typical missingness
type MCAR and consistently outperforms vertical k-NN un-
der all missingness types. Furthermore, the worst-case error
for both vertical and horizontal k-NN is several times higher

TABLE 4: Scaled RMSE results across MCAR, MAR, and
MNAR.

Metric MCAR MAR MNAR

Mean
(average)

error

r-NN (Full Data) 100.00 100.00 100.00
k-NN (Full Data) 101.5 95.6 91.5

Vertical k-NN 120.1 111.8 103.8
Horizontal k-NN 104.9 99.3 92.5

Mean
(worst)
error

r-NN (Full Data) 100.00 100.00 100.00
k-NN (Full Data) 117.06 96.88 306.75

Vertical k-NN 499.2 410.7 3715.75
Horizontal k-NN 426.1 299.9 341.71

for all missingness types than that of our solution. This
shows that our proposed r-NN-based method consistently
achieves strong performance relative to the vertically and
horizontally k-NN-based approaches. These findings high-
light the practical resilience of our method, and emphasize
the importance of selecting the appropriate splitting method
based on the missingness type and dataset characteristics.



TABLE 5: Performance evaluation of horizontal split protocols; the runtime is in seconds and communication in MB.

Sampling Network
Medium Dataset Large Dataset

OPPRF ABY Total Comm. OPPRF ABY Total Comm.Build Eval Build Eval

Plain, Mean
10 Gbps 6.874 0.001 3.503 10.378

28.25
11.178 0.002 11.194 22.374

55.461 Gbps 8.345 0.001 3.371 11.718 12.480 0.002 11.420 23.902
100 Mbps 12.601 0.001 4.114 16.717 19.869 0.002 12.211 32.082

Plain, Random
10 Gbps 6.919 0.038 3.397 10.354

31.37
11.060 0.065 11.568 22.693

62.351 Gbps 8.312 0.038 3.868 12.218 12.693 0.065 12.697 25.455
100 Mbps 12.622 0.038 5.671 18.331 19.290 0.065 14.508 33.863

Blind, Mean
10 Gbps 6.903 5.177 8.6294 20.709

561.93
11.120 10.216 16.682 38.018

1123.11 Gbps 8.037 5.159 10.546 23.742 12.976 10.214 19.673 42.863
100 Mbps 12.663 5.166 37.905 55.734 20.058 10.259 74.176 104.493

Blind, Random
10 Gbps 3.393 0.923 1.697 6.013

76.44
3.859 1.694 2.854 8.407

151.571 Gbps 4.116 0.947 2.716 7.779 4.702 1.718 4.122 10.542
100 Mbps 6.268 0.948 8.174 15.39 7.668 1.728 13.236 22.632

TABLE 6: Performance evaluation of vertical split protocols; the runtime is in seconds and communication in MB.

Sampling Network
Medium Dataset Large Dataset

PSI ABY Total Comm. PSI ABY Total Comm.Build Eval Build Eval

Plain
10 Gpbs 0.532 0.532

0.88
0.570 0.570

0.891 Gbps 0.949 0.949 1.156 1.156
100 Mbps 2.979 2.979 2.984 2.984

Blind, Mean
10 Gbps 1.116 0.154 0.613 1.883

7.23
1.198 0.229 0.814 2.241

15.131 Gbps 1.936 0.164 1.387 3.487 2.173 0.290 1.496 3.959
100 Mbps 5.209 0.151 2.839 8.199 5.116 0.263 3.687 9.066

Blind, Random
10 Gbps 1.143 0.189 0.642 1.974

8.35
1.255 0.291 0.811 2.357

17.471 Gbps 1.951 0.195 1.113 3.259 2.174 0.318 1.527 4.019
100 Mbps 5.355 0.170 2.945 8.471 5.770 0.328 3.644 9.742

9.3. Performance

We provide performance results of our protocols for hor-
izontally and vertically split data, showing their efficiency
under realistic settings.

Implementation and Experimental Setup. Our implemen-
tation [2] is written in C++ utilizing ABY [11] for secure
two-party computation and VOLE-PSI [32] for private set
intersection. Experiments were conducted on a machine with
an Intel Xeon E-2374G CPU @ 3.70GHz, 128 GB RAM,
and Ubuntu 22.04.4 LTS. All times were averaged over 25
runs.

We used two synthetic datasets and varied (i) the dataset
size to reflect typical real-world datasets and (ii) the per-
centage of neighbors of a tuple. The latter allows us to
compute parameters c and d when performing blind random
sampling on horizontally partitioned data and is also used
as the number of local neighbors with vertically partitioned
data.

Our medium dataset has 50,000 tuples with 10 attributes
and 1% probability of a tuple being a neighbor. For a desired
probability of failure ε ≤ 2−40, we set c = 100 and d = 28.
Our large dataset has 100,000 tuples with 10 attributes and
0.5% neighbor probability. For the same ε, we obtain c =
200 and d = 28.

To emulate network settings for range of typical use
cases, we used the Linux Netem and Traffic Control (TC)

tools. These allowed us to precisely vary the bandwidth and
latency as follows:

• 10 Gbps with 2 ms round trip time (RTT),
• 1 Gbps with 15 ms RTT,
• 100 Mbps with 100 ms RTT.

We note that the VOLE-OPPRF implementation we use
from [32] significantly influenced our performance evalua-
tion setup. Currently, VOLE-OPPRF requires datasets to be
sized as powers of 2 and restricts each set to a maximum of
about two million blocks. To accommodate these limitations,
we could not test our protocols on larger datasets and padded
the input size in the horizontal partitioning solutions to the
nearest power of 2. For instance, in the plain and blind mean
solutions, padding expanded Alice’s dataset from 500K to
over 524K entries for the large dataset and from 250K to
over 262K in the medium dataset (5% increase for both). In
the blind random sampling solutions, Alice’s dataset grew
from 56K to over 65K for the large data and from 28K to
almost 33K for the medium dataset (17% increase for both).
This inflates both the computation and communication over-
head of OPPRF evaluation.

Horizontally Split Data. The performance of horizontally
split data imputation methods is given in Table 5. We
subdivide the runtime into OPPRF building and evaluation
and ABY offline (Build) and online (Eval) time. The Build
time is primarily from Yao’s circuit garbling in ABY and is
nearly absent when the majority of ABY computation uses



arithmetic representation. Four protocols were evaluated:
plain mean computation, plain random sampling, blind mean
computation, and blind random sampling, with the last two
being more attractive based on their security properties.

Blind random sampling consistently delivers the fastest
imputation times across all network settings for both datasets
because of its lower complexity dependent on parameters c
and d as opposed to the number of items in Alice’s dataset
for all other solutions. It is followed by plain imputation
methods (which also have the lowest communication), but
we do not consider those as providing high security guar-
antees. Overall, secure imputation (blind methods) can be
achieved for our datasets on the order of a few to tens of
seconds.

Vertically Split Data. The performance of vertically split
data imputation methods is shown in Table 6. Plain impu-
tation (the same for mean and random sampling) achieves
the lowest runtime and communication overhead across all
settings, but of course is not as secure. Among the secure
methods, blind mean computation slightly outperforms blind
random sampling in both runtime and communication. Over-
all, these protocols are noticeably faster, performing on the
order of seconds, which is due to their dependency only on
the number of neighbors in Alice’s and Bob’s datasets.

10. Conclusions

In this work, we study data imputation as a necessary
prerequisite to data analysis in practical scenarios when
certain values in a dataset are missing and need to be filled
in using values in similar records. We consider a dataset
with sensitive data partitioned among two different entities,
Alice and Bob, and construct privacy-preserving imputation
solutions for both horizontally and vertically split data.

Our solution uses a variant of nearest neighbor computa-
tion that determines similar records, where we quantize the
attributes in a novel approach that can be efficiently realized
using cryptographic building blocks. Our construction of
minimal leakage for horizontally partitioned data is a com-
bination of OPPRF evaluation and optimized sampling from
or aggregation of Alice’s and Bob’s neighbor records. Our
construction of minimal leakage for vertically partitioned
data relies on efficient private set intersection followed by
private sampling from or aggregation of the result.

Our empirical evaluations demonstrate that collaborative
imputation, on average, improves the accuracy of the results
over locally determined imputed values. On some data splits,
it improves accuracy dramatically. This is despite quantiza-
tion that we employ to boost efficiency of the algorithms.
Furthermore, imputing an item in a dataset with 100,000
tuples and 10 attributes can be realized within seconds on a
fast network and within 10–20 seconds on a slow network
with high latency.
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Appendix A.
Security Analysis

Recall that in the ideal case Bob learns only the im-
puted value xα,β (which is necessarily a function of Alice’s
data) and no other information about Alice’s dataset, while
Alice learns nothing. The solutions proposed in this work,
however, may disclose additional information. Thus, in this
section we analyze the protection offered by our construc-
tions.

Horizontally partitioned data. As mentioned earlier, the
solution where Alice learns the set of tα’s neighboring
tuples among her items, IA, discloses a significant amount
of information because it allows Alice to approximate Bob’s
tuple tα. For that reason, we consider the initial solutions
with plain mean computation or sampling in Sections 6.2.1
and 6.3.1 as too revealing and treat the final solutions in
Sections 6.2.2 and 6.3.2 as our main construction.

In our solutions, Alice learns the value of β that corre-
sponds to the missing attribute in one of Bob’s tuples. This is
a small amount of information to learn and this information
may not be secret to Alice: given that Alice possesses tuples
with the same attribute, she may already know based on her
own dataset that some of the records have their βth attribute
missing. However, hiding β will inevitably increase the cost
of the computation.

We consider a standard simulation-based definition of
security, where all a party’s view can be simulated solely
from their input and output. If such a simulated view is
shown to be indistinguishable from their view during a real
protocol execution, the protocol execution does not reveal
any private information. A view is formed by all of the
information a party possesses, including its inputs, messages
received during the protocol execution, randomness used
during the protocol, and the output obtained as a result of
the protocol. We sketch security proofs for Alice and Bob
for our construction.

Bob has his private input dataset and initially engages
in OPPRF evaluations with Alice. OPPRF’s properties are
such that Bob does not learn any new information as part
of that interaction. Next, Alice and Bob engage in private
sampling or mean calculation by means of secure two-
party computation. Bob inputs (among other values) the β
attribute from all of the neighbor records IB among his
tuples and learns a value to use for xα,β . Because the
secure two-party protocol has the desired properties (i.e.,
the computation can be simulated without the other party’s
input and the simulated view is indistinguishable from the
real execution) and because Bob uses all of his neighbors, he
is unable to learn any information beyond the final outcome.

As far as Alice’s view goes, she initially learns β and the
result of OPPRF evaluation on each attribute in her tuples.
Due to the properties of an OPPRF, any evaluation on a new
point is indistinguishable from a randomly generated string.
We program the OPPRF differently for each tuple and for
each attribute, which ensures that all values Alice obtains

are independent of each other and indistinguishable from
uniformly chosen random values.

Alice and Bob consequently engage in secure two-party
computation. Alice enters the results of OPPRF evaluations
for all of her tuples and receives no output as a result of that
computation. Due to the properties of the secure two-party
computation protocols, Alice’s view during the computation
is indistinguishable from a simulation that does not use
any Bob’s inputs and Alice does not learn any information,
including which of her records were identified as neighbors
of Bob’s tuple tα.

Vertically partitioned data. In the case of vertically par-
titioned data, the computation involves PSI or circuit-PSI
followed by secure two-party computation.

Consider Alice’s view. In our solution Alice learns the
index α, i.e., that Bob is imputing a value in his tuple tα.
This is a small amount of information that allows us to
achieve performance with communication and the number
of cryptographic operations being sub-linear in the size of
Alice’s dataset. Given that knowledge, Alice computes the
set of neighbors of tuple tα in her dataset and does not learn
any other information throughout protocol execution.

Specifically, when engaging in a PSI protocol, either
Bob learns the resulting set intersection or the parties obtain
secret shares of the indicator vector. In both of those cases,
security of our solution relies on the security of the under-
lying PSI protocols and the view can be simulated using
PSI’s simulator.

With plain access in Sections 7.2.1 and 7.3.1, no addi-
tional computation with private values is needed, but Bob
learns the tuples in the intersection, i.e., global neighbors,
which is undesirable. Thus, we next analyze enhanced so-
lutions, with blind access in Sections 7.2.2 and 7.3.2, that
do not have this drawback.

In that case, we combine circuit-PSI with secure two-
party computation, neither of which provide any information
to Alice. That is, both the PSI and secure two-party com-
putation techniques come with simulators that will allow
us to create Alice’s view without Bob’s data which will
be indistinguishable from the protocol execution. Similarly,
Bob’s view can be simulated from his output alone by
relying on the security of the building blocks we invoke.

Table 2 summarizes information disclosure of different
constructions.

Appendix B.
Extensions

Recall that our previously described solutions have a
small amount of information leakage beyond the function
output. In particular, in the horizontally split case, Alice
learns the attribute β Bob wants to impute in his tuple; in
the vertically split case, Alice learns the index α of the tuple
in which Bob wants to impute a value. In this section, we
comment on extensions to our protocols that eliminate that
information disclosure.



B.1. Hiding β with Horizontally Partitioned Data

In Section 6, we have assumed that both Alice and Bob
know β, but it is actually not necessary for Bob to reveal β
to Alice. Remedying this requires Alice and Bob to perform
an imputation for each possible value of β and then Bob
privately selecting the correct one. This is very inefficient,
yet there is an opportunity for Alice and Bob to reduce
the cost in case of multiple imputations. Alice and Bob
can first partition their data using a locality-sensitive hash
function (LSH) [1] and then operate over each partition.
LSHs are a family of hash functions satisfying the following
property: for any given pair of vectors in space, if the vectors
are close, the probability of their hashes colliding is high,
else the probability of their hashes colliding is low. Note
that Alice and Bob need to compute the same number of
imputations for each bucket of the LSH to not reveal those
that have missing values. Hence, this method only provides
a performance gain in case there are multiple imputations.

B.2. Hiding α with Vertically Partitioned Data

So far, we have assumed in Section 7 Alice computes
her neighbors locally knowing α. However, we can also
hide α from Alice. For this, we use a technique called
private information retrieval (PIR) and combine it with
Diffie-Hellman based PSI. In Diffie-Hellman PSI, for each
tuple index mi ∈ IA, Alice computes and sends H(mi)

a

to Bob. Similarly, for each index mj ∈ IB , Bob computes
and sends H(mj)

b to Alice. Alice computes (H(mi)
b)a in

G and Bob computes H((mj)
a)b. It holds that

mi = mj ⇔ H(mi)
ab = H(mj)

ba.

PIR achieves privacy by ensuring that no single server or
group of colluding servers can infer the query’s target,
thereby preserving the client’s data access patterns. In PIR,
Alice has a database and Bob accesses an element at an
index in the database without revealing which index it is,
which naturally generalizes to retrieving buckets from a hash
table [7], [8], [13].

We construct the database as follows. For each tuple tk,
Alice computes her set of neighbors IA,k. For each mi ∈
IA,k Alice computes the first step in Diffie-Hellman based
PSI H(mi)

a. The element at index k in the database is set
{H(mi)

a | mi ∈ IA,k}.
We continue the PSI protocol as follows. Instead of Alice

sending H(mi)
a, Bob retrieves H(mi)

a for index α using
PIR. The protocol then proceeds as standard Diffie-Hellman
based PSI (Bob computes and returns H(mi)

ab) and if we
stop after Alice’s step (of exponentiating with a−1) we can
use it to build circuit-PSI.

Appendix C.
Additional Accuracy Evaluation Results

We report comprehensive accuracy results for all evalu-
ated datasets under MCAR, MAR, and MNAR missingness
types in Figures 4–6.

Each figure represents the performance of the imputation
for a specific dataset as detailed in Table 3. Splitting repeti-
tions in each plot have been ordered by increasing Vertical
k-NN RMSE. The width of the bands in each plot illustrates
95% confidence intervals.



Figure 4: Detailed RMSE trends for all evaluated datasets under the MCAR missingness type.



Figure 5: Detailed RMSE trends for all evaluated datasets under the MAR missingness type.



Figure 6: Detailed RMSE trends for all evaluated datasets under the MNAR missingness type.
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