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Abstract—With the widespread adoption of deep neural net-
works (DNNs), protecting intellectual property and detecting
unauthorized tampering of models have become pressing chal-
lenges. Recently, Perceptual hashing has emerged as an effec-
tive approach for identifying pirated models. However, existing
methods either rely on neural networks for feature extraction,
demanding substantial training resources, or suffer from limited
applicability and cannot be universally applied to all convolu-
tional neural networks (CNNs). To address these limitations,
we propose a lightweight CNN model hashing technique that
integrates higher-order statistics (HOS) features with a chaotic
mapping mechanism. Without requiring any auxiliary neural
network training, our method enables efficient piracy detec-
tion and precise tampering localization. Specifically, we extract
skewness, kurtosis, and structural features from the parameters
of each network layer to construct a model hash that is both
robust and discriminative. Additionally, we introduce chaotic
mapping to amplify minor changes in model parameters by
exploiting the sensitivity of chaotic systems to initial conditions,
thereby facilitating accurate localization of tampered regions.
Experimental results validate the effectiveness and practical value
of the proposed method for model copyright protection and
integrity verification.

Index Terms—Chaotic mapping, higher-order statistics(HOS),
model hash, piracy identification, tamper localization.

I. INTRODUCTION

N recent years, deep neural networks (DNNs), particularly

convolutional neural networks (CNNSs), have achieved re-
markable success across a wide range of fields, including
agriculture [1], [2], industrial inspection [3]-[5], and natural
language processing [6], [7]. The training of such models
typically relies on substantial computational resources, large-
scale labeled datasets, and extensive iterative optimization.
As a result, a high-performing neural network model often
encapsulates valuable intellectual property (IP) and carries
significant competitive advantages. However, during the de-
ployment and distribution phases, models are highly suscepti-
ble to unauthorized duplication, dissemination, and malicious
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tampering. Unauthorized copying and distribution can directly
infringe upon the IP rights of model owners, while deliberate
manipulation of model parameters may lead to degraded
performance in critical applications or even introduce hidden
backdoors.

These challenges highlight the urgent need for effective
techniques in model piracy detection and tampering localiza-
tion. Robust model hash and tamper detection mechanisms are
not only essential for safeguarding the IP of deep learning
models, but also for ensuring the integrity and trustwor-
thiness of artificial intelligence systems in security-sensitive
scenarios. Currently, research on neural networks copyright
protection and integrity verification primarily falls into three
categories: model watermarking, model fingerprinting, and
perceptual hashing. Model watermarking techniques [8], [9]
embed specific ownership information into model parameters,
allowing legitimate owners to extract this information as proof
of ownership. However, such approaches often rely on directly
modifying model weights or retraining the models, which may
risk performance degradation or disrupt existing deployment
pipelines.

To avoid directly modifying model parameters, researchers
have proposed model fingerprinting techniques [10], [11].
These approaches typically verify model ownership by con-
structing adversarial queries or utilizing auxiliary data to probe
the model’s behavior. Although such methods provide an
effective verification mechanism without altering the model’s
structure, they share a common limitation with watermarking
approaches in practical applications: when faced with a large-
scale model repository, each candidate model must be verified
individually, resulting in inefficiencies that make large-scale
retrieval infeasible.

Over the past few years, perceptual hashing has gained rapid
traction in the field of deep learning model protection. Its
core concept is inspired by feature retrieval techniques used
in multimedia content security [12]-[14], and it offers distinct
advantages. By encoding a model’s essential features into
compact hash representations and storing them centrally, this
method enables fast similarity comparisons against suspicious
models, thereby facilitating rapid piracy detection and integrity
verification. For example, the method proposed by Chen et al.
[15] employs normal test statistics (NTS) to extract model
features and generate hash codes. However, this method as-
sumes the model is trained with L2 regularization and specific
initialization schemes. When such assumptions are violated,
the method’s generalizability is significantly compromised.
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Fig. 1: An illustration of limitations inherent to NTS-based
method.

Furthermore, this approach does not support tampering local-
ization. Fig. 1 illustrates the limitations of NTS-based method.

In contrast, hashing frameworks based on DNNs exhibit
stronger adaptability, such as those proposed by Xiong et al.
[16] and Chen et al. [17]. These methods not only identify
model ownership but also localize specific regions where pa-
rameters have been tampered with. Nevertheless, they require
extensive training on large numbers of labeled model pairs
(e.g., “pirated vs. original”), incurring substantial time and
computational overhead.

To address the limitations of existing techniques in terms
of scalability and resource demands, we propose a lightweight
CNN model hashing method that combines higher-order statis-
tics (HOS) features with the chaotic mapping mechanism.
Unlike prior approaches, our method does not rely on ad-
ditional deep learning model training nor on assumptions
about parameter distributions, making it highly efficient for
piracy detection and accurate tampering localization. The core
idea is to extract discriminative features such as skewness,
kurtosis, and structural information from each network layer,
so as to generate a hash representation that is both robust
and distinctive. In addition, we innovatively introduce chaotic
mapping, which exploits the extreme sensitivity of chaotic
systems to initial conditions. This allows for the amplification
of minor perturbations in model parameters, enabling precise
localization of tampered regions.

Experimental results demonstrate that the proposed method
can reliably identify protected models under various modifi-
cations, including pruning, fine-tuning, and knowledge distil-
lation, while effectively distinguishing them from unrelated
models. In tampering detection tasks, the method achieves an

average localization accuracy of up to 99.9%, confirming its
strong potential for applications in CNNs copyright protection
and integrity verification.

The main contributions of this study are as follows:

(1) We propose a feature extraction framework that inte-
grates HOS features with model structural information, thereby
broadening the applicability of model hashing techniques. This
framework enables effective identification of pirated models
and precise discrimination from unrelated ones.

(2) We introduce the chaotic mapping mechanism for model
tampering detection, along with a chaotic enhancement strat-
egy that substantially improves sensitivity to subtle parameter
manipulations. The method achieves an average localization
accuracy exceeding 99.9% across various tampering ratios.

(3) Without relying on any neural network training, we
develop a lightweight solution for model piracy detection and
tampering localization using only interpretable features such
as HOS and model structure.

II. RELATED WORK
A. Model Hashing

Research on copyright protection for DNN models can be
traced back to the model watermarking method proposed by
Uchida et al. [8] This approach embeds ownership-identifiable
watermarks into model weights by incorporating a parameter
regularization mechanism during training, enabling verifiable
ownership claims without significantly degrading model per-
formance. To avoid directly modifying model parameters,
Zhao et al. [10] further introduced the adversarial fingerprint-
ing authentication method. This technique verifies ownership
by generating carefully crafted queries that probe the model’s
inherent features. However, fingerprinting techniques typically
rely on targeted testing and are highly model-dependent, which
makes them difficult to apply in large-scale retrieval or fast
matching scenarios. To balance retrieval efficiency and method
generalizability, Chen et al. [15] proposed a model hashing
method for CNNs inspired by perceptual hashing techniques
from image processing. Their method extracts features from
network weights and maps them into a fixed-length binary
hash code. This hash remains consistent under lightweight
model modifications, such as pruning or fine-tuning, thus
allowing fast similarity comparison based on hash distance.

However, the NTS-based method is built upon a crucial
assumption: the model must be trained using L2 regulariza-
tion and a specific initialization scheme, which together are
expected to yield approximately Gaussian-distributed weights
[18], [19]. Under this assumption, the deviation of the model
weights from a Gaussian distribution is used as the basis for
hash construction. In practice, however, such assumptions do
not always hold, especially when alternative regularization
strategies or initialization methods are employed, which may
lead to markedly non-Gaussian parameter distributions that can
undermine the method’s stability and applicability.

Subsequently, Xiong et al. [16] introduced a dual-branch
network architecture to replace traditional statistical feature
extraction and manual quantization processes. They also in-
corporated a tampering localization mechanism to detect and



indicate specific regions of the model parameters that had
been modified. However, the high false positive rate of this
approach poses challenges for practical applications. To further
enhance robustness and applicability, Chen et al. [17] proposed
a method that converts various neural network architectures
into graph representations and utilizes graph neural networks
(GNNs) for feature learning. This method reduced the false
positive rate for non-pirated models to 3%, while achieving a
detection accuracy of over 98% for pirated models.

Despite these advances in model hashing, particularly in
automating feature extraction and supporting tampering de-
tection, these approaches share a common limitation: their re-
liance on DNNs, which requires large datasets and substantial
training resources. This significantly increases the deployment
threshold and limits their practicality in resource-constrained
environments, such as embedded systems and edge computing
scenarios.

To address these issues, we propose a lightweight model
hashing method based on HOS features, capable of efficiently
detecting model piracy without requiring additional neural net-
work training. In addition, we incorporate a chaotic mapping
mechanism, which, due to its sensitivity to initial conditions,
amplifies minor variations in model weights. This significantly
improves the detection and localization of tampering behavior.

B. Higher-order Statistics

HOS originated from the study of signal distribution char-
acteristics and are primarily used to describe features of
probability distributions beyond the mean and variance. Clas-
sical statistics typically relies on lower-order moments, such
as the first-order moment (mean) and second-order moment
(variance), to describe the central tendency and dispersion of
data. In contrast, HOS include skewness, kurtosis, and higher-
order cumulants, which can further reveal the asymmetry,
peakedness, and higher-order dependencies within probability
distributions.

HOS has been widely applied in fields such as radar signal
processing, speech recognition, and seismic data analysis,
largely due to its inherent robustness against Gaussian noise.
Unlike lower-order features that depend solely on variance,
HOS can detect non-Gaussian characteristics in signals under
Gaussian interference, thereby enabling the extraction of richer
and more robust feature information.

For instance, Barreira et al. [20] addressed the pronounced
non-Gaussianity in the distribution of cosmic matter by em-
ploying HOS, thereby overcoming the limitation of the power
spectrum, which is derived from second-order statistics, in
capturing the full range of cosmological information. This
methodology enabled tighter constraints on key cosmological
parameters, including the dark energy density and neutrino
mass. Similarly, Khoshnevis et al. [21] applied HOS anal-
ysis to resting-state electroencephalography (EEG) data and
demonstrated that HOS-derived metrics can reliably distin-
guish patients with Parkinson’s disease from healthy controls.
Their findings provide compelling evidence that HOS are
well-suited to characterizing the nonlinear and non-Gaussian
features of brain activity. Collectively, these studies highlight

the broad utility of HOS as a powerful tool for feature
extraction across diverse scientific domains.

C. Chaotic Mapping

Chaotic mapping refers to a class of discrete-time nonlinear
dynamical systems characterized by extreme sensitivity to
initial conditions. Specifically, even a minute perturbation in
the initial state of a chaotic system can be exponentially
amplified during the iterative evolution process, leading to
drastically different output sequences. This property results in
highly random and unpredictable behavior.

Since the 1980s, chaos theory has been widely applied in
fields such as secure communications, pseudo-random number
generation, information encryption, and digital watermarking.
Typical forms of chaotic maps include the Logistic map, Tent
map, and Henon map. These systems exhibit complex dynam-
ical behavior, strong ergodicity, and inherent irreversibility,
providing a solid theoretical foundation for security-critical
applications.

In the context of information security, chaotic mapping
has been shown to enhance the concealment and tamper
resistance of sensitive data. For instance, chaotic sequences
are commonly used for key stream generation and image
encryption. In this work, we apply chaotic systems to model
tampering detection by leveraging their sensitivity to initial
conditions. This allows for the amplification of subtle changes
in model parameters during the hashing process, thereby
enabling accurate localization and effective identification of
tampering behavior.

In particular, we adopt a second-order memristive chaotic
map [22] as the core chaotic mechanism in our framework.
This system is structurally simple yet exhibits high chaotic
complexity and hyperchaotic behavior, making it well-suited
for precise tampering localization and protection of neural
network models.

III. PROBLEM FORMULATION

Let us consider a CNN model M, the core objective of
model hashing is to design a function f that generates a fixed-
length binary hash code for model M, which can be used for
piracy detection and tampering localization:

f(M,key) = H,H € {0,1}' (1)

where H is a binary hash sequence of length ¢, and key is a
secret key.

The hash function constructed in this work is expected to
satisfy the following three properties:

(1) Discriminability: Hash codes corresponding to different
models should exhibit significant differences.

(2) Robustness: Hash codes should remain relatively stable
when the model undergoes typical benign modifications such
as pruning, fine-tuning, or knowledge distillation.

(3) Sensitivity: When a model is maliciously tampered with,
even minimal changes to its parameters should be reflected in
the hash code, allowing accurate localization.

Formally: If M, is a pirated copy of M;, then D(H,, Hp) <

T.



If M, and M, do not belong to the same IP, then
D(H,, Hy) > .

If M, is a tampered version of My, then D(H,, Hy) > 0.

Here, M, and M, represent two models to be tested, D
represents the hash distance, and the threshold 7 represents
the tolerance range for slight modifications to the model (such
as fine-tuning, pruning, and knowledge distillation).

IV. PROPOSED METHOD

In this section, we systematically elaborate on the overall
framework of the proposed perceptual hashing algorithm. Our
piracy identification hash first selects important weights based
on L1 pruning to reduce redundancy and enhance feature
stability. Subsequently, the filtered weight sequence is parti-
tioned into several non-overlapping segments. The skewness
and kurtosis of each segment are computed respectively to
generate a fixed-length HOS feature sequence. Following this,
we generate a fixed-length network structural feature sequence
based on the model’s architectural characteristics. Finally,
through processes such as quantization and encryption, these
HOS features and structural feature sequences are mapped into
a compact binary hash code. By comparing the hash similarity
between the target query model and candidate models, poten-
tial model copies can be efficiently identified. For the tamper
localization hash, model parameters are first divided into a
predetermined number of parameter blocks. The mean value of
each block is computed and then processed through the chaotic
mapping system. The system’s output is finally converted into
the tamper localization hash via a custom binary encoding
rule. The following subsections provide detailed explanations
of each component of the proposed method.

A. Piracy Identification Hash

1) HOS Feature Sequence: (1) Weight Selection. Given the
significant redundancy in CNNs weights, inspired by model
compression theory, we employ the L1 norm of weights to
measure their importance, thereby implementing L1-norm-
based weight selection. Specifically, the hash code is con-
structed from weights with larger absolute values. Formally,
let v be the list of absolute values of all weights in model M,
and ¢ be the target proportion of weights to retain (referred
to as the weight selection ratio in this work). We calculate a
threshold th, such that the proportion of weight magnitudes
below this threshold equals ¢ =1 — c:

thy = quantile(v, q) )

where quantile(-, q) denotes the function computing the g-th
quantile of a list.

For the list v = [v1, vo, ..
order to obtain v’ = [v(1, v(2), . . -
can be calculated as:

Qq=(1—d) vt1) +dvt2) 3)

where ), represents the g-th quantile of list v, d = r — k,
k = |r], and r = ¢ - (n — 1). Subsequently, weights with
magnitudes smaller than th, are excluded from hash code
computation.

., Up], we first sort it in ascending
, U(n)], then its g-th quantile

Distribution of layer3.1.left.0.weight

1750 ¢

1500

1250

Frequency
<)
o
o
:

~

[$2)

o
T

0.00 0.05 0.15 0.20

Value

-0.15  -0.10  -0.05 0.10

(a) L2 regularization and Kaiming initialization
Distribution of layer3.1.left.0.weight

700 [

600 -

B (o))

o o

o o
T T

Frequency

w

o

o
T

0.00 0.25 0.50 0.75

Value

-1.00 -0.76 -050 -0.25 1.00

(b) Uniform initialization without regularization

Fig. 2: Comparison of parameter distributions between
ResNet32 models trained with L2 regularization and Kaiming
initialization versus uniform initialization without regulariza-
tion.

(2)Fixed-length Feature Generation. In this subsection, we
compute the kurtosis and skewness of pruned weight segments
to obtain robust features. Skewness measures the asymmetry
of a random variable’s probability distribution, while kurtosis
quantifies the distribution’s peakedness.

As previously discussed, to ensure the robustness of hash
features, key characteristics should be extracted from weights
that significantly impact the overall performance of DNNs.
The scheme proposed in [15] assumes that “weight importance
can be measured by its distance from a Gaussian distribution”
[19]. This assumption primarily stems from the common
use of L2-norm regularization during deep learning training
to prevent overfitting, which tends to make CNNs filter
parameters approximately Gaussian-distributed [5]. However,
when uniform initialization replaces Kaiming initialization,
or when L2 regularization is omitted during training, model
parameters typically deviate from Gaussian distribution. In
such cases, feature extraction methods based on normality tests
lose effectiveness.

For example, Fig. 2 presents a comparison of the parameter



distributions derived from models trained using L2 regulariza-
tion in conjunction with Kaiming initialization versus those
trained with uniform initialization without regularization. As
can be observed, the use of uniform initialization results in
parameter distributions across the network layers that deviate
from a Gaussian distribution. This deviation is inconsistent
with the prerequisite of “weight parameters following an
approximately Gaussian distribution,” which is necessary for
employing the NTS-based method to extract model parameters
features.

In contrast, our proposed method does not rely on any
Gaussian distribution prior. Instead, it directly utilizes HOS
like skewness and kurtosis to characterize weight distribution
properties. This approach ensures stable extraction of discrimi-
native features even when parameter distributions deviate from
Gaussian assumptions, thereby enhancing the generalizability
and robustness of model hashing.

Specifically, for model M, whose set of parameters is
denoted as W = {W,}t |, where L represents the total
number of layers, and W; denotes the weight tensor of the
I — th layer, we flatten the weights of each layer into a
1D array r;, resulting in a flattened weight sequence R =
{r1,r2,...,r} after processing all layers. We then equally
divide the concatenated vector R into N non-overlapping seg-
ments R’ = {r{,r4, ...,7 }. For each segment r;, we calculate
its skewness s; and kurtosis k; as features representing the
model’s perceptual content. This yields an HOS sequence
a={s1,$2,...,5N, k1, k2, ..., ky } for the N segments. Given
ri = [z1,...,x,] Where x; represents weights, skewness (S)
and kurtosis (K) are computed as:

§= L3Ry @

PRE=E ®)

where o represents standard deviation and . denotes the mean.

2) Network Structure Feature Sequence: HOS demonstrate
clear advantages in robustness compared to NTS, but its
discriminative capability for distinguishing different network
architectures remains relatively limited. Therefore, we pro-
poses incorporating model structure-aware features alongside
HOS to construct a composite hash, thereby achieving both
robustness and discriminability simultaneously.

Specifically, we first calculate the total trainable parameters
for each convolutional layer and count the total number of con-
volutional layers. This count serves as a coarse-grained struc-
tural descriptor representing network depth and complexity.
Next, we normalize the parameter count of each convolutional
layer by dividing each layer’s parameter quantity by the sum
of all convolutional layer parameters, yielding a proportional
vector that reflects each layer’s contribution to the overall
model capacity. To ensure dimensional consistency across
different network architectures, we apply uniform processing
to the normalized proportional vector: when the number of
convolutional layers exceeds a preset hyperparameter K=20,

we retain the first K features; when the count is insufficient,
we perform zero-padding to complete the dimensionality.

Finally, we use the normalized layer count (i.e., the ratio of
actual convolutional layers to K, capped at 1.0) as the first
element, concatenated with the normalized parameter propor-
tion vector, to generate the final structural feature sequence
with dimensionality 1+

Mathematically, if a model contains P < K convolutional
layers with parameter counts {pi, p2, ..., pp} and total param-
eter count Py, = Zi:1 p;, the structural feature sequence
b is defined as:

. (P D1 PP
b= |min|—,1.0), Sy ,0,...,0 6)
|: <K ) PNum PNunL (

This sequence compactly encodes key architectural infor-
mation, including the total convolutional layer count and each
layer’s parameter proportion.

3) Encoding: In the encoding stage, the HOS feature se-
quence and network structure feature sequence are trans-
formed into a compact binary representation. Specifically,
the sequence is first stabilized by offsetting and applying
a logarithmic scaling to compress its dynamic range. The
log-transformed values are then normalized to the interval
[0,1], ensuring consistency across different sequences. Each
normalized statistic is uniformly quantized into 2° discrete
levels, where b denotes the number of bits assigned per
statistic. Finally, the quantized values are converted into fixed-
length binary strings and concatenated to form the binary
vector ~. This process effectively maps HOS and network
structure features into a discriminative and storage-efficient bi-
nary space, facilitating subsequent fast similarity measurement
and feature matching. By combining the HOS features with
the network structure features, we obtain the binary vector,
where structural features enhance discriminability while HOS
features maintains robustness.

Security requirements dictate that hash codes must be
unestimable without knowledge of the secret key. Otherwise,
adversaries could potentially estimate hash codes to fine-tune
duplicated models, creating adjusted models that maintain
similar performance to the original but exhibit significantly dif-
ferent hash values, thereby evading copy detection. Therefore,
the final piracy identification hash H,, is encrypted using a
secret key through the following formula to prevent malicious
circumvention:

H, =~ ®key (7

where key represents pseudorandom bits generated from the
secret key, and @ denotes the bitwise XOR operation.

B. Tampering Localization Hash

To accomplish the model tampering localization task,
we first load the trained model parameters and transform
the multi-dimensional weight tensors into a consistent one-
dimensional vector representation through flattening and nor-
malization. Subsequently, we partition the normalized weights
into a predetermined number of parameter blocks and compute
the mean value of weights within each block as local features.
Finally, we feed these N extracted local features into the
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Fig. 3: For the two-dimensional system, the bifurcation dia-
grams of the LEs (top) and the state variables = and ¢ (bottom)
as functions of the parameter k.

discrete second-order memristive chaotic system in (8), run it
for a fixed number of iterations (100 iterations in this work),
and convert the resulting /N chaotic feature values into tamper
detection hash codes using a custom binary encoding scheme.
These codes are then concatenated to form the final tamper
localization hash.

Tnt1 = UTn (1 - an) + kcos gy - Ty

dn+1 = Qn +x,

®)

For each parameter block, x is initialized as the mean value
of weights within the block, with gy = z¢/2, p = 0.2, and
k = 2. As shown in the Fig. 3, both Lyapunov Exponents
(LEs) of the chaotic system are positive under these param-
eters, indicating the system operates in a hyperchaotic state
with high complexity.

To enable efficient storage and comparison of chaotic
values, this study designs a customized fixed-length binary
encoding scheme. This approach combines the extraction of
significant decimal digits with fixed-width per-digit binary
encoding for model integrity verification.

Specifically, the encoding process first separates the sign
component and truncated magnitude from each chaotic feature
value generated by the chaotic system. The sign component
is encoded using a single-bit binary indicator (0/1) to rep-
resent the positivity/negativity of the feature value, while
the truncated magnitude is obtained by preserving only the
first few significant digits (the first 4 digits in our imple-
mentation) of the decimal value. Each digit of the truncated
magnitude is then converted into a fixed-width (4 bits in our
implementation) binary representation. These binary segments
are concatenated with the sign bit to form the final tamper
localization hash code with uniform length after undergoing
the same encryption process as the piracy identification hash.

This encoding strategy achieves both compactness and high
discriminability. Even minimal perturbations in input fea-
ture values produce substantially different binary encodings,
thereby providing precise support for model integrity verifica-
tion and tamper detection tasks. Ultimately, by comparing the
tamper localization hashes generated before and after model

modification, we can accurately identify and locate the specific
parameter blocks that have been tampered with.

V. EXPERIMENTS
A. Setting

This section first details the experimental setup, then sys-
tematically evaluates the proposed perceptual hashing algo-
rithm across four key dimensions: discrimination capability,
robustness, tamper localization accuracy, and computational
cost.

1) Model: To comprehensively assess the adaptability
and effectiveness of our method under various condi-
tions—particularly its robustness and discriminative power
when model parameters deviate from Gaussian distributions,
We compared our approach with existing NTS-based percep-
tual hashing methods in [15], employing a “uniform initial-
ization + no regularization” training strategy to generate test
models.

As specified in Table I, we select eight widely-used convolu-
tional neural network architectures for evaluation. Specifically,
the first six models were trained on the CIFAR-10 dataset
[23], while MNIST-Net and LeNet were trained on the MNIST
dataset [24].

2) Metric: To quantify the similarity between hash codes,
we employ the Hamming distance as our evaluation metric:

t
D(Hy, Hs) = 1;|H1(z'> — Hy(i)] )

To balance the robustness contributed by HOS hashes and
the discriminability from network structural hashes, we intro-
duce control parameters k; and ko (In this work, k; = 0.8 and
ko = 0.2 are adopted.) to weight their respective contributions:

D(Hl,HQ) :kjl *D(hl,h2)+k2*D(h3,h4) (10)

where hq and hy represent HOS hash codes, while k3 and hy
denote network structure hash codes. H; and H, are piracy
identification hash codes derived from the concatenation of
the aforementioned two types of hash codes. In the event
that D(H;, Hs) is less than a predefined threshold, the CNNs
corresponding to the input hash codes are deemed to be similar
models.

For evaluating tamper localization performance, we com-
pare the tamper localization hashes between original and
modified models. The localization accuracy R; is formally
defined as:

Ry =1'/n (11)

where 7 represents actual number of tampered parameter
blocks and 7’ denotes the number of correctly detected tam-
pered blocks.

3) Implementation Details: To ensure fair comparability
with the NTS-based method in [15], our implementation
strictly adheres to its parameter settings: the hash threshold
7 is maintained at 0.32 and the weight selection ratio ¢ at
1/16. Since we have modified the generation method of hash
codes, the length of the hash code for piracy identification in
this study is set to 1" = 484. To control variables, the length
of the NTS-based hash sequence generated in this section is
also 484.



TABLE I: The structure of models and datasets.

Model name ResNet18 [26] ResNet32 [26] ResNet56 [26] | ResNetl110 [26] DenseNet121 [25] VGGI16 [27] MNIST-Net [28] LeNet [29]
Dataset CIFAR-10 CIFAR-10 CIFAR-10 CIFAR-10 CIFAR-10 CIFAR-10 MNIST MNIST
Accuracy (%) 91.8 92.6 92.7 93.3 92.0 91.4 94.7 89.6

B. Discrimination

This evaluation examines the method’s capacity to generate
structurally discriminative hash representations when model
parameters violate Gaussian distribution assumptions. We con-
duct comprehensive testing across all eight CNN architectures
in Table I, generating unique hash codes for each model and
computing pairwise Hamming distances.

Table II reveals two fundamental characteristics: all di-
agonal entries representing self-comparisons exhibit values
approaching zero, while off-diagonal entries reflecting cross-
model comparisons consistently exceed the 0.32 decision
threshold. This distinct separation between near-zero intra-
model distances and substantially higher inter-model distances
demonstrates robust discrimination capability in non-Gaussian
parameter environments. The consistent pattern across all
tested architectures confirms the method’s effectiveness in
distinguishing fundamentally different models regardless of
distributional assumptions.

C. Robustness

It should be pointed out that a large distance between hash
codes extracted from irrelevant models does not necessarily
mean that the hashing system is reliable. If the system cannot
effectively identify the identity between the original model and
its versions after common modifications, it may lead to an ex-
cessively high false positive rate, affecting the discrimination
accuracy in practical applications.

To systematically evaluate the robustness and applicability
of the proposed method in the face of model perturbations,
this study constructs a series of typical perturbation scenarios,
including model fine-tuning, pruning, and knowledge distil-
lation, and compares the original model with the versions
modified through the above methods respectively. Specifically,
we use the three mentioned methods to generate these modified
CNNs versions. The verification process starts with extracting
the hash codes of the original CNNs and their similar versions,
and calculates the similarity between each pair of hash codes
through the normalized Hamming distance. Theoretically, the
normalized Hamming distance between the original model and
its similar versions should be less than the threshold of the
hash codes.

1) Fine-tuning: Model fine-tuning is a common evasive at-
tack method, where attackers attempt to evade hash retrieval by
adjusting model weights. In the experiments of this work, the
SVHN dataset is used to retrain the model trained on CIFAR-
10, so as to alter the parameter distribution. Since MNIST-Net
and LeNet are not applicable to the SVHN dataset, these two
models are excluded from the fine-tuning experiments.

Fig. 4 shows the normalized Hamming distances between
the models and their fine-tuned versions under different num-
bers of fine-tuning epochs, with the horizontal axis represent-
ing the number of fine-tuning iterations and the vertical axis
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Fig. 4: Normalized hamming distances of hash codes between

the original models and the fine-tuned versions using NTS and

HOS methods.

representing the normalized distance. From the results, it can
be observed that all normalized Hamming distances obtained
by the HOS-based method are below the set threshold, indicat-
ing that this method can stably generate consistent hash codes
and effectively identify similar models under the condition
that the parameter distribution is non-Gaussian. In contrast, the
distances of the NTS-based method are all above the threshold,
indicating that it lacks robustness against fine-tuning.

2) Pruning: It is assumed that attackers sparsify the model
through a magnitude-based pruning strategy to avoid retrieval.
In the experiment, for each target layer, parameters with
smaller weight magnitudes are set to zero according to the
preset pruning rate, and 10 epochs of fine-tuning are performed
on the original dataset to recover the performance degradation
caused by pruning.

Fig. 5 shows the distribution of normalized Hamming
distances between the model and its pruned versions under
different pruning rates. The experimental results indicate that
with the HOS-based method, when the pruning rate is lower
than 70%, all normalized Hamming distances are significantly
below the threshold, demonstrating that the method has good
robustness against moderate-intensity pruning under the con-
dition of non-Gaussian parameter distribution. In contrast,
the normalized distances of the NTS-based method increase
significantly when the pruning rate reaches 30%, indicating
that its discriminative ability is limited in this scenario.

3) Knowledge Distillation: It is assumed that adversaries
employ knowledge distillation techniques to construct student
models that approximate the functionality of teacher models,
with the objective of evading hash-based detection. In this
process, a student model sharing the same architecture as the
teacher model is trained. The optimization is performed by
simultaneously minimizing the discrepancy with the softened
outputs of the teacher model, using a temperature parameter
of 4.0, and incorporating the ground-truth labels with a mixing
weight of 0.7.



TABLE II: Discrimination on models with different structures.

ResNet32 VGG16 ResNet18 ResNet56 ResNetl110 DenseNet121 LeNet MNIST-Net
ResNet32 0 0.3876 0.4521 0.3885 0.3906 0.4006 0.4416 0.4184
VGGl16 0.3876 0 0.4795 0.3908 0.3631 0.3937 0.3485 0.3622
ResNet18 0.4521 0.4795 0 0.4417 0.4309 0.4534 0.4815 0.5015
ResNet56 0.3885 0.3908 0.4417 0.3731 0.3692 0.3960 0.4528
ResNet110 0.3906 0.3631 0.4309 0.3731 0 0.3696 0.3684 0.3651
DenseNet121 0.4006 0.3937 0.4534 0.3692 0.3696 0 0.5085 0.3925
LeNet 0.4416 0.3485 0.4815 0.3960 0.3684 0.5085 0 0.3923
MNIST-Net 0.4184 0.3622 0.5015 0.4528 0.3651 0.3925 0.3923 0
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Fig. 5: Normalized hamming distances of hash codes between
the original models and the pruned versions using NTS and
HOS methods.
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Fig. 6: Normalized hamming distances of hash codes between
the original models and the distilled versions using NTS and
HOS methods.

Fig. 6 presents the normalized Hamming distances between
the original model and its distilled versions under different
training epochs. The results show that the distances obtained
by the HOS-based method are always distinctly below the
threshold, indicating that the hash representations maintain
good stability even though distillation introduces large distri-
bution differences. In contrast, the distances of the NTS-based
method exceed the threshold in all epochs, which suggests that
it is highly sensitive to the distillation process under the given
settings and thus difficult to maintain reliable identification.

In summary, our HOS-based method not only maintains
the discriminability for models with different structures and
exhibits good robustness against fine-tuning, pruning, and
distillation, but also avoids the reliance of the NTS-based
method on the assumption of Gaussian distribution, thus being
applicable to a wider range of scenarios.

D. Tamper Detection

To evaluate the necessity of integrating the chaotic map-
ping system into the proposed model tampering detection
framework, we conducted comprehensive experiments on the
eight representative models in Table I. Under predefined
tampering rates, model parameters were randomly perturbed
using Gaussian noise. The tampered models were subsequently
examined by two detection schemes: (i) the proposed method
incorporating the chaotic mapping system (denoted as Pro-
posed), (ii) a baseline counterpart without the chaotic mapping
system (denoted as Baseline). As described in Section III,
parameter partitioning was first performed prior to detection.
In particular, for the ResNet family, DenseNet121 and VGG16,
parameters were divided into 450 blocks, whereas, due to
their relatively smaller parameter scale, MNIST-Net and LeNet
were partitioned into 100 blocks.

The detection results are shown in Tables IV, V, and
VI. It is evident that, across all values of ¢, the proposed
chaotic method consistently achieved localization accuracy R;
greater than 99%. Such performance strongly indicates that
this approach is capable of accurately localizing tampering
under both weak and strong perturbations. By contrast, the
baseline exhibited considerably inferior performance across
all tampering rates. Notably, this deficiency became more
pronounced when applied to complex architectures such as
models in Tables IV and V, as compared to simpler models
such as MNIST-Net and LeNet in Table VI. These findings
highlight the indispensable role of the chaotic mapping system,
and further substantiate its contribution to enhancing the
robustness of the proposed tampering detection framework.

TABLE III: Statistics of tampering detection accuracy for
ResNet models under malicious attacks. In this paper, «
denotes the tampering ratio, 0=0.1 is the standard deviation of
the Gaussian noise, and R; indicates the tamper recognition
accuracy.

Localization accuracy rate R

a 10% 20% 30% 40% 50%

Proposed | 100% 100% 100% 100% 100%
ResNet18

Baseline | 51.1% 489% 482% 47.8%  48.0%

Proposed | 100% 100% 100% 100% 100%
ResNet32

Baseline | 88.9% 922% 92.6% 87.8% 88.4%

Proposed | 100% 100% 100% 100% 100%
ResNet56

Baseline | 80.0% 844% 852% 86.1% 86.2%

Proposed | 100% 100% 100% 100%  99.6%
ResNet110

Baseline | 77.8% 789% 77.0% 75.0%  76.0%




TABLE V: Statistics of tampering detection accuracy for
MNIST-Net and LeNet under malicious attacks.

Localization accuracy rate Ry

«a 10% 20% 30% 40% 50%
Proposed | 100% 100% 100% 100% 100%
MNIST-Net
Baseline | 80.0% 95.0% 86.7% 87.5% 82.0%
LeNet Proposed | 100% 100% 100% 100% 100%
eNe
Baseline | 90.0% 90.0% 86.7% 80.0% 86.0%

TABLE IV: Statistics of tampering detection accuracy for
DenseNet121 and VGG16 under malicious attacks.

Localization accuracy rate R;

« 10% 20% 30% 40% 50%
Proposed | 100% 100% 100% 100% 100%
DenseNet121
Baseline | 53.3% 544% 49.6% 51.7% 53.3%
Proposed | 100% 100% 100% 100% 100%
VGG16
Baseline | 33.3% 37.8% 32.6% 328% 30.7%

E. Computational Cost

The feasibility of the proposed scheme was validated by
evaluating the computational overhead, i.e., the average exe-
cution time for hash generation. Specifically, the total time for
extracting hashes was measured across 200 models, including
8 original models and 192 derivative models obtained through
fine-tuning, pruning, and distillation. The average extraction
time per hash was then recorded, and the qualitative compar-
ison is given in Table VL.

When implemented on a single AMD Ryzen 5 5600 6-
Core CPU using the PyTorch framework, the proposed method
achieved an average computational time of only 1.052 s. In
particular, the weight selection stage and the feature generation
stage required 1.007 s and 0.045 s on average, respectively.
Compared with existing methods, our approach not only
enables simultaneous model piracy identification and model
tampering localization, but also avoids the reliance on DNNs
that require substantial training time, thereby demonstrating
its superiority.

TABLE VI: Comparison of model hashing between the meth-
ods [15], [16], [17] and the proposed method.

Our Method  [15] [16] [17]

Lightweight Solution Yes Yes No No
Model Piracy Identification Yes Yes  Yes  Yes
Model Tampering Localization Yes No Yes  Yes
Applicability Yes No Yes  Yes

VI. CONCLUSION

In this paper, we propose a lightweight CNN hashing
method that integrates HOS features with the chaotic mapping
mechanism. Without relying on additional neural network
training or Gaussian distribution assumptions, this approach
extracts skewness, kurtosis, and structural information to
generate robust and discriminative hash codes. The chaotic

mapping further amplifies subtle variations in parameters,
enabling precise tamper localization.

Comprehensive experiments demonstrate that the proposed
method exhibits excellent discriminative capability across dif-
ferent models and strong robustness against common modifica-
tions such as fine-tuning, pruning, and knowledge distillation.
The tampering detection mechanism can accurately identify
and localize modified parameter blocks. Compared to existing
methods, our technique offers greater adaptability and lower
computational cost, making it highly suitable for practical
model copyright protection and integrity verification scenarios.
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