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Object detection and range finding using a weak light source is vulnerable to jamming and spoofing
attacks by an intruder. Quantum illumination with nonsimultaneous, phase-insensitive coincidence
measurements can provide jamming resilience compared to identical measurements for classical
illumination. We extend an experimentally-feasible object detection and range finding quantum
illumination-based protocol to include spoofing resilience. This approach allows the system to be
characterised by its experimental parameters and quantum states, rather than just its detector data.
Therefore we can scope the parameter-space which provides some spoofing resilience without relying
upon the prohibitive method of acquiring detector data for all combinations of the experimental
parameters. We demonstrate that in certain regimes the intruder has an optimal relative detection
basis angle to minimise the induced error. We also show that there are spoofing-vulnerable regimes
where excessive background noise prevents any induced error, while it is still possible to perform
object detection, i.e. our detectors have not been fully blinded. The sensing protocol which we
describe can allow for the recognition of intrusion and the possible detection of our trustworthy
return signal. Our results reinforce that quantum illumination is advantageous for spoofing resilience

compared to a classical illumination-based protocol.

I. INTRODUCTION

Passive remote-sensing is fundamentally insecure as it
relies upon uncontrolled incident light scattered from an
object to form the image. An adversary can deploy coun-
termeasures to attempt to hide this object by jamming
(denial of sensing by excessive noise injection) or spoof-
ing (attempting to fool the sensor operator into believ-
ing false information). An active remote sensing system,
such as LIDAR, is more secure than passive remote sens-
ing as control of the light beam provides more knowledge
about the expected return signal imprinted by the pres-
ence and distance of the possible target object. Never-
theless, an active remote sensing system can still suffer
from jamming and spoofing attempts that it would be
useful to mitigate against. Active remote sensing is not
used in some situations because the extra light directed
to the target object can be seen, again allowing coun-
termeasures to the sensing to be deployed. One possible
solution to this is to extract the most information from
the minimum amount of active sensing light, which im-
plies exploiting its quantum properties.

Much theoretical and experimental work has been done
on object detection and range finding protocols which
use twin beam quantum illumination (QI) to improve
performance in comparison to a suitable classical bench-
mark @—Iﬂ] It has been shown that simple-detection
QI (that uses Geiger-mode click /no-click photodetectors)
can provide jamming resilience from stationary or dy-
namic background noise when undertaking object detec-
tion and range finding HE] The strong non-classical
inter-beam photon number correlations of the light allow

simple-detection QI to facilitate effective noise-filtering.

Various quantum-secure imaging (QSI) protocols with
spoofing resilience capabilities have been proposed and
implemented Moreover, in Ref [29] they con-
sider the security of a quantum range finding protocol
where the target object has an active role in verifying
their position. The security of these protocols is en-
hanced by the laws of quantum mechanics and they are
in effect modified quantum cryptography schemes @]
Initial work used a modified BB84-inspired prepare-and-
measure scheme for imaging, whereby the transmitter
(conventionally Alice) randomly chooses a basis for which
there are two quantum states to randomly choose from
to use as the signal HE] The receiver (conventionally
Bob) measures this light in the same basis chosen by Al-
ice. As Alice and Bob are co-located, we refer to them
both as Alice henceforth. This co-location means an in-
secure public channel is not required and it is easy to
ensure that the measurement is in the correct basis. The
intruder (conventionally known as Eve) attempts spoof-
ing via an intercept-resend strategy: she (partially or
fully) intercepts the signal, measures it and then resends
it according to how she wishes to spoof Alice M] For
example, Eve can attempt to spoof target object spatial
or range information by sending light towards Alice in
a different spatial mode or time-bin, respectively. The
security of this system is derived from the information
advantage (the choice of basis) that Alice enjoys. This
information advantage ensures that Eve introduces errors
on average, as she is unable to know perfectly the quan-
tum state being sent from just a measurement; there-
fore, her resent quantum state may differ @] QST dif-



fers from quantum cryptography, as Eve’s strategy is to
deceive Alice rather than to obtain a supposed secret
key. Here we extend the simple-detection QI-based ob-
ject detection and range finding protocol from Ref. ﬂﬂ]
to include spoofing resilience. We also build on work
pertaining to non-classical correlation based quantum-
secured imaging (QSI) [23, 26]. Furthermore, we choose
non-classical correlation based-QSI instead of prepare-
and-measure (BB84-inspired) QST with a weak coherent-
state pulse due to its noise-resilience (for improved SNR)
and intrinsic timing-correlation for range finding.

The paper is organized as follows. In Section [T Al we
describe an overview of the system. This includes de-
tails about the states of light involved and how we model
the system measurements. Section gives the details
about the security of this system. Section [IC] gives an
analysis of the errors involved in this system. In Sect.
we explain how Alice can recognise a spoofing attack by
Eve. In Sect. [TE] we demonstrate how Alice can re-
move untrustworthy detector data due to the intrusion
of Eve. Performance analysis of the different systems
we consider is given in Sect. [TEl In Sect. [IGl we give
thresholds for erroneous conclusions about the detector
data when restricted to limited number of samples. We
present simulation results of a spoofing attack in a range
finding problem in Sect. [[IIl. We conclude this paper with
a discussion of the contents of this paper, the results and
the outlook for future research in Sect. [Vl

II. SPOOFING RESILIENCE
A. System overview

We want to be able to detect the presence of an in-
truder ﬂﬁ, @], to determine the whereabouts of any
trustworthy real signal (which may contain information
about a target object) and to subtract any false informa-
tion from detection statistics m, @, @, ﬁ] This section
gives a theoretical analysis and overview of a system that
does this. The system is based on a simple-detection
object detection and range finding protocol with non-
classically correlated quantum states. The quantum
states have two sets of non-classically correlated modes:
the idler modes and the signal modes. The idler light field
is measured locally at the idler detectors and does not in-
teract with a possible target object, whereas the signal
light field is sent towards the possible target object (as-
suming the signal light field is in a path untampered by
Eve). Reflection of this light field from the target object
is recorded by Alice’s signal detectors. Measurement of
the idler modes conditions the signal modes due to the
signal-idler correlations. These correlations can be used
to enhance the sensitivity of the signal mode measure-
ment. As the system uses simple detection the detectors
can only register a click or no-click. Therefore, from our
theoretical model of the system, we calculate detector
click probabilities. It is these click probabilities that al-

low us both to recognise the presence of an intruder and
to detect the presence or absence of a target object.

We assume that our source produces polarisation-
correlated pairs of photons and we use this degree of
freedom in our protocol. We could equally-well choose
another type of encoding, one which is fully preserved on
scattering from an object, but the theory described here
is independent of this choice. The state of light used is
written in the Fock basis as

p = ¢0]0,0,0,0)(0,0,0,0]+ 1

+¢(]0,1,0,1)(1,0,1,0] +|1,0,1,0)(0,1,0,1]), (1)
where the mode labelling is in the order (idler: horizon-
tal, ..., signal: antidiagonal) : I:H, I:V, S:V, S:H or I:D,
I:A, S:D, S:A, for a rectilinear or diagonal basis choice re-
spectively and Alice randomly chooses whether the state
is in the rectilinear or diagonal basis. We refer to the
system that uses the state described in Eq. 0 as the QI
system and this could be produced from Type-IT SPDC,
for example. Also, we omit the off-diagonal parts of the
density operator as the detectors are only sensitive tlo its

diagonal elements. The coeflicients are ¢y = (GESYERY

and ¢1 = G5y, Where Mg = ﬁ + (ﬁi—"l)g is a nor-
malisation factor necessitated by the truncation of multi-
photon contributions. From the mode labelling of Alice’s
state of light, we can see that the correlated polarisations

for the idler and signal modes are as follows

I:H—>S:V,
I1:V—>S:H,
I:D—S:D,
I:A—S:A.

These mode label mappings inform what we describe as
correct and wrong coincidence clicks.

In order to consider the impact of a spoofing attempt
we imagine that there are two channels at Alice’s signal
detector which we dub the real channel 98 and the false
channel §. These channels can be separated spatially
and/or temporally, for example, if Eve wishes to spoof
the spatial and/or temporal information. The real chan-
nel possibly includes Alice’s light, some of Eve’s light and
background light, whereas the false channel possibly in-
cludes some of Eve’s light and background light. These
channels are what Alice measures. Appendix [A]] de-
scribes the parameters for the system and Appendix [A2]
onwards derives the click probabilities for the system.

We characterise the strength of intrusion by its propor-
tion p, the probability that Eve intercepts Alice’s light,
with p = 1 meaning that all of Alice’s light is intercepted
and p = 0 meaning that there is no interception. The
proportion of intrusion p can be partitioned into the in-
truded light resent towards the real channel pg; and false
channel pz, where p = psy + pg. For our system we con-
sider that Alice has a choice of two measurement bases.
Following from this, Eve has a choice of which basis (out
of the two options) she measures with. The fact that Eve



must make a choice of basis implies that she does not
know which basis Alice used, i.e. this is the information
disadvantage that Eve has. Furthermore, Eve’s choice of
which basis could be biased or random and we signify
this biasing with the parameter r. For example, r = %
signifies random basis selection, r = 0 signifies that she
only measures in one basis and r = 1 signifies that she
only measures in the other basis. There could be a set of
system parameters such that a particular proportion of
basis choice r for Eve would minimise the induced error.
Eve could optimise this scenario by biasing a proportion
of basis choice if she knows the geometry of the prob-
lem and Alice’s experimental conditions. Otherwise, she
would just randomly guess the basis angle choice and set
r = % However, Alice could detect Eve’s basis biasing
by inspecting the detection statistics of the conjugate ba-
sis to Eve’s biased basis, as this would have an elevated
error in comparison to the reduced error detection statis-
tics which has the closest match to her biased basis. Her
basis-biasing strategy would instruct Alice to adjust her
proportion of basis choice accordingly, thereby undoing
any advantage Eve gained from biasing. An example sce-
nario is that Alice has highly attenuated H/V detection
statistics compared to D/A, if Eve was to only choose the
D/A basis the total induced error would be reduced, as it
is rare that Eve induces errors by measuring Alice’s H/V
photons in the wrong basis. However, for Alice’s H/V
statistics the error is increased beyond what is expected
from random basis selection by Eve. As there is a viable
counter-attack to Eve’s basis biasing this ensures 1that

Eve is best to randomly select a basis instead (r = 3).

For each click probability, the particular polarisations
involved signify which parameters we use, as detailed
in Appendix [AJ] and Appendix The idler de-
tector click probability (which corresponds to polarisa-
tion X) is Prry. Where X € {X;, X}, with X, €
{H,V} and Xx € {D,A}. For light untampered by
Eve, Alice’s signal detector click probability (which cor-
responds to polarisation Z) conditioned by an idler
click (for polarisation X) is Prg.zjnxy. Where Z €
{Z4, 24}, with 2, € {H,V}and Z, € {D,A}.
Whether this click probability corresponds to a correct
or wrong coincidence click is determined by which X and
Z is measured. A polarisation state for Eve ) is part of
the set YV € {4, Vx}, with V4 € {h,v} and Yy € {d,a}.
Section [[IBl provides more details about the polarisation
basis elements for Eve, where we define Ot which relates
Eve’s basis elements to Alice’s basis elements. Eve’s sig-
nal detector click probability (which corresponds to po-
larisation )) conditioned by an idler click (for polarisa-
tion X) is Prg,y|r.x(01). Eve does not have knowledge of
the idler measurement, but the state she receives is still
influenced by it. Alice’s signal detector click probabil-
ity when Eve’s resent light is incident is Prstz‘E:y(HT),
this is where Alice records a click at her signal detec-
tor corresponding to polarisation Z and Eve had sent
out a single-photon with polarisation ). Whether Alice
registers the light that Eve resent as a correct or wrong

coincidence click is determined by which idler click (X)
and signal click (Z) is measured.

Figure[lis a beamsplitter diagram that shows how Al-
ice’s light (when the H/V basis is chosen) is spatially
separated according to polarisation and measured at the
idler detectors. It also shows that Alice’s signal mode
light is intercepted by Eve, where she decides upon her
measurement basis (whether it is the h/¥ basis as ex-
panded upon in the figure, or the &/é basis). Eve then
spatially separates the light field corresponding to the
basis eigenstates. For the polarisation degree of free-
dom this spatial separation can be done with a polar-
ising beamsplitter (PBS). Figure [l does not visualise the
full real/false channel system, which is what Alice ac-
tually measures. As specified by Eq. Bl and Eq. [ the
real/false channel click probabilities can comprise of con-
tributions from Alice, Eve and background noise. There-
fore, Fig. [l visualises a component of Eve’s contribution.
In particular, Fig. [l visualises the beamsplitter model for
the click probabilities for the idler detectors Prr.x, and
the click probabilities for Eve’s detectors Prg.y, r.x, (01).
The system structure shown in Fig.[Ilis equivalent to the
scenario where the signal mode light is not intercepted
by Eve if her detectors are replaced by Alice’s signal H/V
detectors and the correct basis decision is always made.
In that situation Fig. [l instead visualises the beamsplit-
ter model for the click probabilities for the idler detectors
Pry.x, and the click probabilities for Alice’s signal detec-
tors when her untampered light is incident Prg.z, r.x, -
Moreover, Fig. [[l shows that background noise is mod-
elled by mixing Alice’s light state and the background
noise state at a beamsplitter and where the signal loss is
encoded by the transmission parameter of the beamsplit-
ters.

Figure 2] is a beamsplitter diagram which shows Alice’s
signal detectors when Eve’s light is incident. Here, Al-
ice’s basis choice is predetermined from her idler mea-
surement. Figure[2is similar to Fig.[dlin that it visualises
a sub-system of Eve’s contribution to the real/false chan-
nel click probabilities. In particular, Fig. 2l visualises the
beamsplitter model which we use to calculate the click
probabilities for Alice’s signal detectors which has Eve’s
light incident Prg.z, |g.y(f1). Appendix [ATl details and
groups the parameters relevant to the system, as visu-
alised in both Fig. [l and Fig.

The attenuation of Alice’s untampered light from the
interaction with a target object is encoded by the sig-
nal attenuation factor &, with £ = 1 signifying no at-
tenuation. This is because the (possible) target object
is situated in the direct pathway between Alice’s light
source and Alice’s signal detectors: a route untampered
by Eve. Whereas, the signal attenuation factor ¢ is set
by Eve and does not involve the target object. This is
because, for our system, the target object is not situated
in-between Alice light source and Eve or in-between Eve
and Alice’s signal detectors. The geometry of this object
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FIG. 1. Beamsplitter diagram of the intrusion of Eve upon
Alice’s signal mode light, if Alice measures in the H/V basis
and Eve measures in her ﬁ/\? basis. This figure visualises the
beamsplitter model which we use to calculate the click proba-
bilities for the idler detectors Prr.x a and the click probabilities
for Eve’s detectors Prs.y, r.a, (6t). The beamsplitter trans-
mission parameter relevant to Alice’s idler detectors or Eve’s
signal detectors is set by the corresponding detector quantum
efficiency n1/e.

detection and range finding system is depicted in Fig.
Moreover, as shown in Appendix [AT] there could be a
different signal attenuation factor £g for the light Eve
resends towards the real and/or false channel from the
signal attenuation factor of Alice’s untampered light &.

For simplicity, we assume that the idler and Eve’s detec-
tors have minimal background noise incident. Therefore,
we can disregard double coincidence clicks at each idler
or each of Eve’s detector. This assumption is justified
if the idler detector system is shielded from the environ-
ment and if Eve’s detector system is not subject to a
jamming-attack which Alice’s signal detectors may suffer
from. Moreover, the inclusion of substantial background
noise at Eve’s detectors does not qualitatively affect how
this protocol functions as Eve’s policy of resending any
light she measures means it will simply increase the back-
ground noise Alice experiences. We refer to a double
(coincidence) click as an event in which both detectors
corresponding to the eigenstates of the basis register a
click. However, unlike for the idler and Eve’s detectors,
we cannot disregard the influence of double clicks for Al-
ice’s signal detectors: which can have substantial back-
ground noise incident. The double clicks include both
correct and wrong coincidence clicks. The signal detec-
tor double click probability conditioned by an idler click
(for polarisation &) is Prg.z, z,.x and the signal detec-
tor double click probability resulting from the light sent
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FIG. 2. Beamsplitter diagram of Alice’s H/V signal detectors
when Eve’s light is incident. This choice of basis is predeter-
mined from Alice’s idler detector system not pictured. In this
figure, the click probabilities for Alice’s signal detectors re-
lates to Prg.z, |g.y(fT). Here, the beamsplitter transmission
parameter relevant to Alice’s signal detectors is the product
of the detector quantum efficiency 7 and signal attenuation
(set by Eve) e.

6@778:\/

by Eve (for polarisation V) is Prg.z, z,:y(01). Where
21,2, e{Z; or {Z24}.

We now denote the Eve and Alice contribu-
tion click probabilities as follows.  The Alice/Eve
(/&) correct/wrong/double coincidence click probabil-

ity is Pr?/f/wc(ﬁ), where 0 is the relative basis an-

gle as detailed in Sect. [IBl The background noise
correct/wrong/double coincidence click probability is
PrCB/W Jwe- These are fully defined in Appendix[A2l The
background noise click probabilities for the real and false
channels in principle could be different; however, we shall
assume that they are equal for each channel.

However, it is the real or false channel that Alice mea-
sures, as the exact contribution of Alice and Eve are in
practice unknown. Hence, we define the real/false chan-
nel R/F correct/wrong/double coincidence click proba-

bility as Pri%/s/wc (0). We are able to state the detection
channel click probabilities in terms of the Alice and Eve
contributions (and vice-versa). It is these click probabil-
ities that we use to analyse the system henceforth. The
correct/wrong/double click probabilities for the real and
false channels, in terms of Alice, Eve and noise contribu-

tions are respectively

Pric)%/w/wc(e) = (1 _p)Przl/w/wc +pmprg/w/wc(6)+
+p3Pch/w/wca

(2)

Prf/w/wc(o) - pS’PrS/w/wc(o) + (1 _pS)Pr?/w/wc' (3)



From the above equations, it is apparent that we have as-
sumed that Eve’s set of system parameters do not differ
whether she sends light towards the real or false chan-
nel. It would be straightforward to adjust our defini-
tions of the real and false channel click probabilities if
the background noise and Eve system parameters dif-
fered between channels; however, this would complicate
the following error analysis. Appendix [A 1] details that
each polarisation mode has its own set of parameters,
such as background noise and detector quantum effi-
ciency. Hence, unless stated otherwise, for the remainder
of this paper we assume that all of Alice’s polarisation
modes share the same set of parameters. Similarly, all of
Eve’s polarisation modes share a different set of param-
eters. Due to this assumption, the relative basis angle
0 is redundant as there is no difference in the detection
statistics with varying the relative basis angle.

B. System security

In this section we describe how security is provided
in our spoofing-resilient QI-based object detection and
range finding protocol. As stated in the introduction,
the security of our detection protocol is provided by the
information advantage over Eve. The basis choice infor-
mation advantage that Alice has is derived from the prop-
erty of a basis set being mutually unbiased. For example,
if Alice encodes a single-photon in an eigenstate in one
basis of the set of mutually unbiased bases (MUB), then
the measurement result in another basis within the set
of MUB is randomly (and equally) distributed between
the eigenstates of the measurement basis. Therefore, the
information disadvantage that Eve has is due to her lack
of knowledge of the selected basis. Eve’s intercept-resend
strategy can (on average) introduce errors to Alice’s cor-
relation measurements due to her wrong basis selection
for the intercepted light. The consequent induced error
in Alice’s correlation measurements is the signature of
the presence of Eve. It is in Eve’s interest to minimise
these wrong correlations. It is also implicit that Alice
has to randomly change her basis, otherwise her secu-
rity is based upon obscurity: which is highly vulnerable
to becoming compromised if Eve was to discover that
constant basis choice. We also assume that Eve is not
technologically limited, that is they are able to produce
a single-photon on demand in the degree of freedom of
choice and that her measure and resend system can be
effectively immediate.

Weaknesses in the security of our protocol can arise
from the presence of multi-photons in Alice’s source light.
Eve can exploit this weakness with attacks such as de-
scribed by Curty et. al M] However, as it is well-known
that the benefit of QI-based protocols is more pronounced
in the weak source mean photon number regime n < 1.
Hence, we assume that Alice’s light is weak enough such
that multi-photon contributions are negligible. Conse-
quently, Alice’s signal light only contains vacuum and

single-photon contributions and is immune from multi-
photon-based attacks from Eve.

We will focus on the polarisation degree of freedom
to realise the photonic encoding. In this paper, for Al-
ice’s MUB she uses the rectilinear basis and the diagonal
basis. In terms of the bosonic creation operator a the
elements of Alice’s rectilinear basis consists of the hori-
zontal dL and vertical &i, polarisations and the elements

of Alice’s diagonal basis consists of the diagonal dTD =
% (dL + di,) and anti-diagonal dTA = % (—dL + di,)
polarisations. We focus on polarisation as a degree of
freedom as it is easy for Alice to produce a light source
which has equal weighting between the elements of each
basis for polarisation. However, in practice, polarisation
could be unsuitable for object detection and range find-
ing as the reflection coefficient of the target object for dif-
ferent polarisations may be different, depolarisation dur-
ing transmission through an intermediate medium could
occur or more significantly polarisation may not be pre-
served on reflection, even for normal incidence. However,
if the target is a cooperative one then this may not be
such an issue. Otherwise we could move to alternative
degrees of freedom such as frequency or time-bin encod-
ing.

Eve has her own MUB, the rectilinear (h and ¥) basis
and diagonal (a and a) basis. However, her bases can
differ from Alice’s by a relative angle . For example,
the relation of her MUB to Alice’s is

d% = cos(@)dL + sin(@)d{,,

= cos (%—9) d};—sin (2—6‘) d};, (4)
d]; = —sin(@)d}; + cos(@)di,,

= sin (2—6‘) dTD—I—cos (2—6‘) d};, (5)
dg = cos(6‘)d]T3 + sin(@)dTA,

= cos (%—9) dI,—i—Sin (2—6‘) dL, (6)
d; = —sin(@)dTD + cos(@)dTA,

= sin (2—6‘) d{,—cos (2—6‘) dL. (7)

We refer to the argument of the trigonometric functions
as the total angle 6. This allows for both a possible 7
shift and the relative basis angle 6 to be considered when
mapping from one basis to another. For example, if the
relative basis angle § = 0, then the total angle 01 = 7
is used to relate Eve’s basis element a to Alice’s basis
elements H and V. Conversely, the total angle 1 = 0
is used to relate Eve’s basis element & to Alice’s basis
elements D and A. The relations of her MUB to Alice’s

is also visualised in Fig.



FIG. 3. Visual comparison of Alice’s MUB to the MUB of
Eve, for a relative basis angle 0 < 0 < 7.

C. Error analysis

The intrusion of Eve can introduce errors on average in
Alice’s detection statistics. If Eve only partially attacks
(p < 1) then this reduces Alice’s ability to recognise Eve’s
intrusion and hence counter her spoofing attempt. This
section quantifies the error that Eve induces. In essence,
for successful spoofing, Eve should make Alice believe
that the false channel represents the true scene, instead
of the real channel. In doing so she must ensure that the
number of correct coincidence counts for the false channel
is equal to or surpasses that for the real channel. How-
ever, in regimes without much double click influence, an
increase of correct coincidence counts also increases the
signature of her intrusion: wrong coincidence counts. A
wise strategy for Eve is to resend some light towards the
real channel to artificially raise the wrong coincidences;
doing such will complicate Alice’s attempts to exclude
the false channel as it is no longer the sole channel con-
taining the signature of Eve’s intrusion.

We find a factor k£ which relates the correct coincidence
click probability induced by Eve to the wrong coincidence
probability. We also show that double click contributions
can modify this relation. Moreover, we assume that the
background noise is sufficiently static such that there can
be accurate knowledge of it. We define k as

pr¢ —prP
_ r‘é r%' (8)
Pr, — Pry,

For the following analysis, we assume that & > 1 and
Pré — Pro > 0. As mentioned earlier, in general Alice
does not know the Eve contribution click probabilities,
but she can do a validity check that Pré(¢) — Pr2 > 0 is
true for any 0 < ¢ < 1. Instead, if Prs(¢) — Pro < 0 for
any 0 < & <1, Alice is particularly vulnerable to spoofing
as double clicks contributions have caused the signature

(f;rfv —PrB) + (PAr%

of Eve’s intrusion to be obscured by reducing the wrong
coincidence click probability below what is expected from
noise only.

Once the k-factor is calculated, the error (pertaining
to Eve’s noise-reduced contributions only) is

1
=T ©)

The minimum of Eve’s contribution error in previous lit-
erature is e¢ = 0.25 ﬂ&_ﬂ] Our analysis demonstrates this
result for negligible double click regimes. However, we
demonstrate that the influence of double clicks means
that it is possible for e¢ < 0.25. J. Heo et. al provide a
threshold error rate et which instructs the minimal error
to recognise spoofing in a partial attack ﬂﬁ, ] If Eve’s
interception is complete (p = 1) then er = eg, otherwise
for a partial spoofing attack (p < 1) the threshold error is
lower e < ee. We define the (noise-reduced) threshold
error as

p(Pr® — Pr?)
—Pr®) + (1 - p)(Pr? — PrB)’

e = €¢ (10)

p(Pre

where Pr® = Pré + Pr%, Pr® = Pr? + Pr? and Pr® =
Pr2+Pr2. As Alice does not know the click probabilities,
she instead must estimate the threshold error et from her
detection statistics of the channels that she investigates.
For unknown click probabilities and proportions of in-
trusion, estimation of the threshold error is not straight-
forward as Alice cannot isolate the contributions from
Eve and herself from the total detection statistics of the
real and false channels. Due to this, there is an off-set
between what Alice can measure and the threshold error;
hence, we define the offset threshold error et og as

eroft = et + offset, (11)
where

(1 —p)(Pry — Pry)

offset = .
p(Pr® — Pr®) 4 (1 — p)(Pr™ — PrP)

(12)

If the idler detector background noise mean photon num-
ber ng 1 ~ 0, then this ensures that Alice’s noise-reduced
wrong coincidence probability is Pr% — Prv% < 0, where
less than zero is due to the influence of double clicks.
Alice estimates the off-set threshold error from her de-
tection statistics as

EToff = — x

(Pri - Pr‘};\j’,) + (f;rw

R/

where Iﬁrw/C is the measured

real/false channel

—PrB

—_pB
T (13)
)+ (Prc _Prc)+ (Prc _Prc)

wrong/correct coincidence click probability. Estimation



of k is straight-forward if there is a channel which has
none of Alice’s light, i.e. the false channel. However, Al-
ice does not know a priori which (or if a) channel only
contains light from Eve, therefore for both channels Al-
ice estimates the respective k-factors, if possible. When
pg > 0 Alice estimates k as

~ T B
“ Pr, —P
s = % (14)
5 B
Pr, — Pr,
Granted accurate estimation, from our definition of the
false channel it is clear that kg = k, hence its suitability.
If psy > 1 Alice estimates the real channel k-factor as

-~ IﬁlriK — PrCB
R = R B’ (15)
Pr, — Prg,

where we assume kgy > 1 and PArﬁ —Pr2 > 0. Later,
we shall show how Alice can decide which channel (if
any) contains light only from Eve and which channel (if
any) contains her own light, which is possibly mixed with
Eve’s light.

However, if p; = 0 accurate estimation of £ must follow
from an alternative method. Alice can estimate k by
calculating

Pr

B
C
B’

Pry,

¢
B0 < ge < 1) = De(0<Ce

S Pri(0<ée 1)

<1)-
<1)-
for range of values found by 0 < ¢ < 1. If there is a
small relative error between k(e Z 0) and k(e = 1),
then Alice is able to estimate Eve’s contribution error
ee. Although this method depends upon Alice knowing
the system parameters (except for {¢) for Eve’s detection
system.

D. Recognition of Eve

In general, Alice does not know the signal detector click
probabilities due to a lack of knowledge of the target ob-
ject properties and/or the parameters used by Eve, there-
fore Alice depends upon what she measures for recog-
nition of Eve’s intrusion. By convention, we continue
to refer to the channels as real and false, even if Alice
does not know which is which a priori, or even if the
real channel contains any of Alice’s untampered light.
This is because we define them from Eq. Bl and Eq. B}
where the real channel has the possibility of Alice’s un-
tampered light whereas the false channel does not. Prior
to any decision-making about the presence of Eve and/or
Alice’s light, Alice checks if a channel & has both noise-
reduced wrong and correct coincidence click expectation

L ®
values Pry, . — 131“‘5/C = 0. If this is true, then this ab-
sence of (additional) light infers that there is no target

present there and/or Eve’s light is entirely sent towards
another channel.

Estimation of error values can help Alice recognise the
presence of Eve. Alice initiates her attempt to recog-
nise Eve’s intrusion by checking if Eq. [[3] (the measured
offset threshold error) is greater than zero. If this is
satisfied Alice has recognised the presence of Eve, but
she has not said which channel(s) contains light from
Eve. If the offset threshold error is et og < 0 it is not
as easy to recognise Eve’s intrusion; Alice must instead
look for discrepancies in the measured statistics. This
approach is weaker for successful decision-making as it
relies upon two layers of estimation. The discrepancy
check method goes as follows. First, Alice checks if any
channel has a positive noise-reduced wrong coincidence
click expectation value: this infers the intrusion of Eve
in that channel. If it is ruled out that any channel has
a positive noise-reduced wrong coincidence click expec-
tation value Alice uses the discrepancy method to check
a channel which has a negative or approximately zero
noise-reduced wrong coincidence click expectation value.
For a channel & which has a negative or approximately
zero noise-reduced wrong coincidence click expectation

e
value Pr_, — Pr2 < 0 we assume that the correct coin-
cidence click probability only contains Alice and noise
contributions

&
Pr, = (1-p®)Pr(£%) + p®Prg, (17)

Alice now calculates the set of solutions with probability
of channel & intrusion p® and signal attenuation factor
£® which satisfies Eq. [ If there was no intrusion from
Eve then the set of solutions (p®, £%) will also satisfy (1—

Ny
p@)Pr(£®) + p®Pr® = Pr_ and if there was intrusion

from Eve then (1 — p®)Pr(¢®) 4+ p®Pr2 # 15rVQ:. This
discrepancy check method requires that Prs — Prf > 0.

Once Alice has confirmed the intrusion or lack of in-
trusion from Eve on a channel she proceeds to determine
whether or not there is a channel which contains her
light (or not). It is this decision-making process which
gives Alice a more potent form of spoofing resilience, the
knowledge of which channel her trustworthy signal dwells
in.

We begin with situations where the intrusion is com-
plete p = 1, therefore éog 1 = ee and Alice can con-
clude no channel contains her light. If 0 < piy < 1 and
0 < pg < 1, then the real and false channel k-factors are
equal ko = l%g and both only include Eve’s light. Al-
ice can conclude that no channel contains her own light.
If p = pg = 1, then the real channel contains no ad-
ditional light and the false channel only contains Eve’s
light, which leads Alice to the conclusion that no chan-
nel contains her light as éo¢ T = e¢. The same situation
follows if p = py = 1, but instead the real channel con-
tains Eve’s light only. If an object is absent and there is
complete intrusion p = 1 or incomplete intrusion p < 1,
the same conclusions apply as the previous three exam-
ples, correspondingly. In other words, Alice is unable
to distinguish between complete intrusion with an object



present and complete/incomplete intrusion when an ob-
ject is absent. Alice can recognise the presence of Eve,
but is unable to access any trustworthy signal. The re-
mainder of our discussion about what conclusions Alice
can make for different scenarios is only for when a target
object is present.

Alice has the chance to decide which or if a channel
contains her own light when the intrusion by Eve is in-
complete p < 1 and hence the offset threshold error is
éofi,T < ee. When pg # p,0 and pgy # p, 0 then both the

real channel and false channel contains light from Eve. If

PAlri/S — Pr2 > 0 is true for both real and false channels

then Alice decides that her light dwells in the channel
with the larger k-factor, as ket > kg, as proven in Ap-

LR
pendix [Bl Otherwise, if one channel has Pr,, — Pr2 < 0,
then Alice knows automatically that this channel con-

tains her own light, due to the IﬁlrfV — Pr2 > 0 condition
(implicitly) made earlier. If the intrusion is focused en-
tirely on the false channel pz = p it is easy to conclude
that the real channel has Alice’s light as it is undisturbed,
i.e. there is no discrepancy when Alice tests that channel
for its wrong coincidence click probability. If the intru-
sion is focused entirely on the real channel py = p Alice
can see that the false channel has no additional light and
she can exclude it. If there is a negative noise-reduced
wrong coincidence click expectation value Alice knows
that the real channel contains her own light. If there is a
positive noise-reduced wrong coincidence click expecta-
tion value and Alice knows Eve’s contribution error eg,
Alice concludes that the real channel contains her own
light as éopr, T < ee.

The above analysis depends upon the requirement that
Pré(0 < & < 1) — Pr® > 0, otherwise Alice is vul-
nerable to spoofing. We now describe a scenario where
this requirement is not satisfied (due to excessive back-
ground noise). The background noise in this scenario is
not strong enough to constitute jamming as in theory
Alice could detect the object if she knew which chan-
nel was real. Less background noise is required to en-
sure successful spoofing than successful jamming as the
wrong coincidence count is smaller (and hence more vul-
nerable to being siphoned off by double clicks) than the
correct coincidence clicks which enable object detection
(the complete siphoning of correct coincidence clicks to
double clicks would mean Eve has jammed us). For the
parameter regimes such that Pr — Prl < Prl — pr8
and Pr¥ — Pr2? > Pr2' — PrP this would mean that Alice
would be more inclined to believe that the false channel
contains her own light rather than the real channel. In
other words, Alice has been spoofed.

E. Removal of false information

Alice can remove false information if she knows which
channel is false and that there is corresponding positive k-
factor. For example, the noise-reduced trustworthy false
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channel § correct coincidence click expectation value is

Prd b5 — (PrS — PrB) — kz(PrS — PrB), (18)
where from the above definitions it is clear that Prd ks =
0, i.e. all of Eve’s contribution has been removed and
the background noise accounted for. If the real channel
wrong noise-reduced coincidence click expectation value
is Pr2 —Pr2 > 0 (because psx > 0) Alice can attempt to
remove untrustworthy information from this channel too.

The noise-reduced trustworthy real channel R correct
coincidence click expectation value is

pr ks — (Pr? — Pr?) — kg(Prvgj — Prg),
=(1- p)(Prg1 — Pr}f) — e(Prm Ikg), (19)
where there is an erroneous term
e(Prm Ikg) =kz(1 —p)(Per1 — Prg). (20)

Information removal using the false channel k-factor kg
results in Eq. I8 and Eq. 9 for the false and real chan-
nel, respectively. This results in the correct coincidence
click expectation value of the (noise-reduced) false chan-
nel correctly being zero, it also results in the removal of
Eve’s contribution from the (noise-reduced) real channel
correct coincidence click expectation value, albeit per-

turbed by e(Pr™ ¥5). Here, we have assumed that there
is a target object present and p < 1.

F. Performance analysis

For a set of parameters described in Appendix [A 1] we
show in Fig. @ that there is an optimal choice of relative
basis angle for Eve, whereby the optimal choice is the one
which which minimises the error rate of Eve’s contribu-
tions eg (). For this example, the optimal relative basis
angle is # = 0. Eve could enact this optimisation granted
she knows the entire set of parameters relevant to this
system and its geometry. However, in general she does
not have this information and shall randomly choose a
relative basis angle.

We now compare Alice’s QI light source with a weak-
coherent state scenario. The weak-coherent state sce-
nario uses a BB84-inspired prepare-and-measure scheme
as described by Malik et. al. ﬂﬁ] Appendix details
the click probabilities used for the analysis with a weak-
coherent state as Alice’s source light. We define signal to
noise (SNR) for the real/false channel as

PrV/S PB4 P2/ B
PrCB + Prg '

Figure Bl shows the QI and BB84 SNR for the real and
false channels as a function of probability of interception

SNR™/S =

(21)
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FIG. 4. The error rate of Eve’s (isolated) contribution to
Alice’s detection statistics as a function of relative basis an-
gle . For the parameter regime detailed in Appendix [AT]
there is a minimal error for a particular relative basis angle 6.
The quantum efficiencies of Eve’s and Alice’s signal detectors
are all different, which causes the variation of the error rate
shown.

p, where p = pz. When p ~ 0.684 the QI real and false
channels have the same probability of correct coincidence
click, this choice of p is wise for Eve as she does not
unnecessarily induce extra wrong coincidence clicks. It is
also apparent that the BB84-inspired system is inferior
due to the low SNR compared to the QI system. Figure[d]
shows the offset threshold error e.g, 1 for QI and BB84.
The QI system is marginally better at the recognition of
Eve’s intrusion via her induced error. However, the noise-
reduced technique is less realistic for BB84, as due to its
high level of noise it would take far longer to sample an
accurate estimate of the noise than it would for QI. Due
to the advantage of the QI system over the BB84 one, we
continue to focus on the QI one for the remainder of this

paper.

G. Spoofing error thresholding

The above analysis depends upon accurate estimation
of the underlying click probabilities from the detection
statistics. However, Alice may be in a situation where
such an accurate estimation is unavailable due to con-
strained integration times. In this section we describe the
underlying distributions that Alice samples from. At the
limit of many samples, our earlier approach for making
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FIG. 5. SNR for the real and false channels as a function
of probability of interception p. The parameter regime is de-
tailed in Appendix [A]]
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FIG. 6. Noise-reduced wrong coincidence click expectation
value distributions for the real and false channels, for the
parameter regime detailed in Appendix [AT]

conclusions about Eve’s intrusion and for which channel
Alice’s signal data lies applies. Whereas from just one
sample we show that such conclusions could be invalid
due to the variances of the underlying distributions. In
particular, the discrepancy check method is infeasible as
it requires two accurate estimations.

For non-zero coincidence counts in both channels and
when the requirement Prs — Pr2 > 0 is satisfied, an ex-



ample case of spoofing-vulnerability from limited sam-
pling is that when the estimated false channel noise-
reduced wrong coincidence expectancy is negative while
the real channel is positive, Alice would be spoofed. From
analysis of these distributions Alice can set thresholds on
how much the possibility of spoofing is tolerable. If cer-
tain parameter regimes are within these spoofing thresh-
olds for any value of the unknown signal attenuation fac-
tor, Alice can then ascertain that this parameter regime
is spoofing-resilient even from a limited sample size of
just one.

The object present distribution for the real and false
channel is Poissonian, as is the background noise. The
difference of these Poisson distributions is known as the
Skellam distribution @, @] There is a covariance for
the two distributions (as the object present number of
clicks is dependent upon the random variable for the
number of background noise clicks). This covariance C
is not trivial to find and we shall use our Monte-Carlo
(M.C.) simulation for its calculation: the details of our
simulation are in Appendix [Cl Hence, the noise-reduced
real channel wrong coincidence click expectation value
distribution is defined as

%
P(x, py, po) = e #1712 (%) Lo (2y/ip2),  (22)

where x is the expected number of wrong coincidence
clicks, g1 = N Pr2 — C and iz = N Pr2 — O, with N as
the number of shots. Also I}, is the modified Bessel func-
tion of the first kind. Figure [ shows the real and false
channel noise-reduced wrong coincidence click expecta-
tion value distributions when Eve only intrudes upon the
false channel. Even when have made the assumption that
Plrfv1 — Pr2 < 0 we can sce that there is the possibility of
positive values for the real channel noise-reduced wrong
coincidence click expectation value, which is at odds with
the probability analysis section prior.

We can calculate the probability that some conclusions
Alice makes about Eve’s intrusion and the whereabouts
of her own light are erroneous when sampling from
a distribution rather than from the accurate expecta-
tion values as described in Sect. An example con-
clusion Alice can threshold for is the probability that
the noise-reduced false channel wrong coincidence ex-
pectation value is negative when the noise-reduced real
channel wrong coincidence expectation value is positive

Pr (Prvgv - Prg <0 Prgj - Prg > O). Another example

of an erroneous conclusion is when both Prg/ R_Prl >0
Alice measures that k3 > ko. The probability of this is
stated as Pr(kz > ks > 0). Therefore, in both of these
scenarios Alice erroneously concludes that the false chan-
nel contains her own light instead of the real channel.
As explained earlier the discrepancy check is not feasi-
ble in this limited sampling situation, therefore Alice is
unable to make decisions about the presence of Eve or
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FIG. 7. Noise-reduced wrong coincidence click expectation
value distributions for the real and false channels, for the pa-
rameter regime detailed in Appendix[ATl The noise-reduced
wrong coincidence click expectation value is on the x-axis and
the probability according to the expectation value is on the
y-axis.

the whereabouts of her own light when she measures the
off-set threshold error as éogm < 0.

When Alice measures that ér.g < 0 she
does not recognise any intrusion by Eve. Er-
roneous conclusions can be made here with

two possibilities. There is the probability that
Pr (Pﬁ ~PrB > 0and Pr¥ — PrP < 0fépop < o).
There is also the probability that
Pr (Prff, —PB < P% - PrB < Ofépon < 0).

III. RANGE FINDING CASE EXAMPLE

We simulate a situation where Eve attempts to tempo-
rally spoof Alice, i.e. spoof Alice’s range finding decision-
making. For simplicity, we assume that the real chan-
nel only includes Alice’s untampered light and the signal
detector background noise and the false channel only in-
cludes the tampered light and signal detector background
noise. In other words we set pszy = 0 and pz = p. We
also assume that Alice effectively sends out the vacuum
state to Eve for when Alice registers an idler no-click
event. This is valid if the idler detector background noise
g1 ~ 0 and the idler detector quantum efficiency n; ~ 1.

Figure [8 shows how Alice’s light is redirected and de-
layed when Eve attempts temporal spoofing. The as-
sumption that Eve is not technologically limited implies
that the quantum efficiency of Eve’s detectors are ne ~ 1.
The delay in time is §, where we have discretised time in
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FIG. 8. Diagram of the pathways (and resulting delays) Al-
ice’s light can take when in the presence of Eve undertaking
a temporal spoofing attempt. The delay in time is ¢ time-
bins. The temporal spoofing by Eve delays the light incident
upon Alice’s signal detector by one time-bin. The influence
of a possible target object lies in the direct pathway of Alice’s
light source and the signal detectors.

terms of time-bins which have the duration of a shot of
the system. We can define the duration of a shot either
artificially by the coincidence window size of Alice’s co-
incidence counting hardware, or the repetition rate of a
pulsed source, for example. Figure [§] shows that Eve is
attempting to temporally spoof Alice by delaying the re-
turn light for the signal detectors by one time-bin (6 = 1).
Figure 8 also shows that the possible target object lies in
the direct pathway of Alice’s light source and the signal
detectors. In our simulation we discard situations where
a subsequent idler click initiates a real channel at time-
bin z which already has a false channel initiated by a
previous idler click. We refer to such events as polluted
time-bins: these events are limited granted that n < 1.

Figure [@ shows the noise-reduced wrong/correct coin-
cidence click expectations for real and false channels.
These distributions have been generated from 5000 runs
of the M.C. simulation described in Appendix[Cl Inspect-
ing the simulation data we can calculate the probabilities
of erroneous conclusions with respect to the number
of simulation runs. Alice does not recognise Eve’s
intrusion with the probability Pr(ér s < 0) = 0.5104.
If Alice does not recognise spoofing she could pro-
ceed without realising the risk of being spoofed. Our
simulation results for the probability of erroneous
conclusions, given that spoofing is not recognised, is

Pr (Prgj —Pr8 > 0and Pr¥ — Pr® < 0éron < O) =

0.0346 and Pr (Prf — Prl} < Prf — Prf} < 0érop <0) =
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FIG. 9. a) Shows the noise-reduced wrong coincidence clicks
expectation distributions for the real and false channels. The
noise-reduced wrong coincidence click expectation value is on
the x-axis and probability of that expectation value is on the
y-axis. b) Shows the noise-reduced correct coincidence click
expectation distributions for real and false. The noise-reduced
correct coincidence click expectation value is on the x-axis and
probability of that expectation value is on the y-axis. The
parameter regime for this figure is detailed in Appendix [A1l

0.1668.
Even if  Alice recognises Eve’s  intrusion
there is probability that she 1is spoofed via

Pr (Pri “PB <Pl o PiB > 0) — 0.0222. Lastly,
the probability that Alice is spoofed via k-factor analysis
is Pl”(kf; > kg > 0) = 0.07.

IV. DISCUSSION

In this paper a theory for recognising and accounting
for an intercept-resend spoofing attack by an intruder
within the context of a simple-detection QI-based LI-
DAR protocol has been provided. Our model is writ-
ten in terms of the Fock state formalism for the states
of light and detectors involved and we include realistic
features such as background noise and signal loss. We
also benchmark our system performance with a classi-
cal illumination based protocol. This model extends the
capabilities of our pre-existing jamming-resilient simple-
detection QI-based LIDAR protocol ﬂﬁ]

Security when performing object detection and range
finding can be provided when an imager sends their signal
light in a degree of freedom which has the property of be-
ing an eigenstate of a basis in a set of mutually unbiased



bases. There is an information disadvantage that an in-
truder has as they do not know which basis was chosen by
the imager. On average, the intruder will introduce errors
in the light they resend (for certain parameter regimes)
if they measure the imager’s light that they intercept in
the wrong basis. As we consider twin beam light - which
is highly temporally-correlated - for our object detection
and range finding system, the imager inspect the coin-
cidence clicks of their locally sent light (idler) and the
light sent towards the possible target object (signal). The
imager can recognise that an intruder has attempted a
spoofing attack by inspecting their detection statistics for
wrong coincidence clicks. Where we define a wrong co-
incidence click as when the imager measures signal light
in an eigenstate which was not correlated with their con-
current (to their chosen delay) idler light. We show that
there are sets of system parameters which cause there to
be an optimal relative basis angle an intruder can select
for a minimised induced error. From the click probabil-
ities that we calculate, we define error rates and signal-
to-noise ratios. Analysis with these click probabilities
can allow for the recognition of the spoofing attack. This
analysis can also allow for finding the whereabouts of the
imager’s untampered light (if any) and the intruder light
(if any). It can also allow for the removal of untrustwor-
thy detector data. Furthermore, we compare the system
performance of the QI- and classical illumination- based
systems: the results of which reinforce the advantage of
QI-based systems in the low signal strength and high
background noise parameter regimes that we focus on.

Certain regimes can allow for a successful spoofing at-
tack without also causing jamming to our object detec-
tion protocol. Such spoofing attacks will not be recog-
nised by the conventional error analysis. However, this
protocol provides an alternative method for recognising
an attack by investigating if there is a discrepancy in the
measured click probabilities against our expected click
probabilities under the assumption there is no intruder
present. In practice, accurate estimation of the system
parameters is often impractical and hence the imager
is constrained to limited sampling to make conclusions
about the object detection and range finding situation.
This analysis involves the difference of our object present
and the noise-only click-count distributions, which in-
vokes the use of the Skellam distribution. From analysing
these distributions we provide thresholds for erroneous
conclusions when constrained to limited sampling. This
analysis allows for certain parameter regimes to be de-
clared spoofing-resilient, as even from a limited sample
the imager is able to ensure that the detector data con-
clusions are trustworthy.

As QI-based protocols are most advantageous in con-
strained signal strength regimes we need not worry about
protocol weaknesses that arise from multi-photon contri-
butions: assuming that we are in the weak signal strength
limit. However, S. Johnson et. al. describe a potential
attack where the imager’s idler beam is compromised and
an intruder can intercept it m] This attack would alter
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the arrival time of the imager’s idler photon while leaving
its polarisation state unmeasured: therefore avoiding in-
ducing any errors. This could lead to temporal spoofing
which would be unrecognisable via the error or discrep-
ancy methods. Although, current technology means that
the success of this attack is low and would cause a drastic
reduction of the imager’s coincidence counting.

Further work could involve maximising the number of
bases used for photonic encoding. For example, three
is the maximum number of MUB for our 2-dimensional
system ﬂ@] For the polarisation degree-of-freedom the
additional basis that we have not considered comprises
of the left /right circular polarisation states. Beyond this,
we could extend the dimensionality of our protocol’s pho-
tonic encoding, which in turn would increase the max-
imum number of MUB. An increase of the number of
MUB could reduce the likelihood that an intruder would
successfully spoof the imager, as they would have a rela-
tively larger information disadvantage. Furthermore, this
protocol could be modified to have a non-adversarial ap-
plication in the resilience to self-interference when per-
forming object detection and range finding in compli-
cated scenarios involving multiple targets (with corre-
spondingly multiple signal echos). This could improve
range finding as it would be harder for the imager’s own
return signals from previous time-bins to accidentally
overlay with the imager’s return signal at a desired delay,
as their previous pulse in another basis has reflected from
a more distant scatterer, for example. Lastly, in par-
ticular, single-photon underwater object detection and
range finding could benefit from this resilience to self-
interference due to the high level of backscattering by
the medium [39].

ACKNOWLEDGEMENTS

The data presented in this work are available at [?].
The authors thank Jonathan D. Pritchard for useful
discussions. The authors would also like to thank the
UK Engineering and Physical Sciences Research Coun-
cil for the partial funding of this work via the UK Na-
tional Quantum Technology Programme and the Quan-
tIC Imaging Hub (Grant No. EP/T00097X/1).

Appendix A: Spoofing click probability
1. Parameters

This subsection groups and describes the many pa-
rameters in this system. It also states how the param-
eters are set for each non-schematic figure. As there
is a detector for each basis element (polarisation), we
can write the idler detector quantum efficiency as a vec-
tor n1 = {nr.u, N.v, Mo, M. } and if all four polarisation
channels have the same detector quantum efficiency then
we can signify this as 7y = 0.001, for example. This



style of formatting will follow for the other applicable
parameters.

There is also the Eve detector quantum efficiency
Ne = {Ne.f>New,Ne.q-Ne:at and Alice’s signal detector
quantum efficiency ng = {ns.s, 7s:v, 7:0s 7is:a } The sig-
nal attenuation factor for Alice’s untampered light is £
and the signal attenuation factor which Eve sets for the
resent light towards Alice is £g. The signal strength of
the BB84 system is the mean photon number n,. The
mean photon number of the QI system is n. To keep
the comparison between the BB84 and QI system fair,
the BB84 mean photon number relates to the QI mean
photon number, under the condition of equal idler de-
tector quantum efficiency over all polarisation channels,
isn = 2*771[0]77:?#[0]77&’ where n1[0] is the first element
from the idler detector quantum efficiency vector.

As per our beamsplitter model for incorporating noise
and loss, we must rescale the background noise mean
photon number by the reflection parameter of the beam-
splitter in question. We define the idler detector back-
ground noise mean photon number vector as np; =
{IZB;;I:I:I7 17”3’;711:\\//, 17113;711:1;7 1n B;;I:A The background noise
mean photon number vector for Eve’s detectors is ng ¢ =
{ nB.e:v  'Bed B¢

1-— mgf’ 1-new’ 1-me.q7 1— "7s.
mean photon number vector for Alice’s signal detec-
tors when her untampered light is incident is fips =
{1250 T Tompe Tomag): Lastly, the back-
ground noise mean photon number vector for Alice’s
signal detectors when Eve’s resent light is incident is
nps(e) = {1 2:;2@ ’ 1117?s-sv\fésf ’ 111282%@ 71 n??ssAAfe }

There are also the parameters which specify the de-
lays (in time-bins) for the temporal spoofing scenario we
consider, as detailed in Sect. [TIl There is the delay from
idler detectors to Alice’s signal detectors d;_,g, the delay
from idler detectors to Eve’s detectors d;_¢ and the de-
lay from Eve’s detectors to Alice’s signal detectors d¢_,s.
However, as Alice does not know the specific delays which
underlie the system we must define the delays they use
for the two channels which they monitor. The real chan-
nel delay, from an idler click, is dg3 and the false channel
delay, from an idler click is §5. For the system considered
here this relates to the aforementioned delay parameters
as such o, = d15 and 9z = dre¢ + deos.

We can reduce the complexity of the event tree in our
system by making some reasonable parameter assump-
tions. The possible combination of measurements from,
for example, idler to Eve to Alice is a branch of the
event tree. We assume that the idler background noise is
np1 < 1, as the idler arm can easily be shielded. This as-
sumption means that the branch of the system event tree
where Alice measures a double idler click (both detectors
for a basis registering a click) is negligible and so this
branch can be neglected. We place a stronger assump-
tion on the idler detector background noise in Sect. [TC|
as this avoids the possibility of registering a wrong coin-
cidence click due to a false measurement at the idler arm.
Another assumption is that Alice’s signal mean photon

=21 The background noise
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number is 7 < 1 due to the desire to avoid multi-photon
contributions. This assumption means the rate of idler
clicks is low and hence reduces the likelihood of polluted
time-bins which complicate Alice’s detection statistics.
We define a polluted time-bin as when Eve resends light
from a prior pulse of Alice’s light or noise that they mea-
sure onto a channel which is populated by a subsequent
pulse of Alice’s light. For example, if Alice’s first pulse
defines a (first) real and false channel. Where Eve sends
light to the first false channel. Then, Alice’s second pulse
defines a (second) real and false channel. If the second
real channel overlaps with the first false channel we would
refer to this as a polluted time-bin. The assumption that
there is a limited number of polluted time-bins reduces
the event tree complexity, as it means the statistics for
Alice’s two signal channels (real and false) are not depen-
dent upon previous pulses of Alice’s light or noise (that
Eve measured) from earlier. We also assume that the
background noise mean photon numbers for Eve’s signal
detectors are ig,¢ < 1, to ensure that double clicks are
negligible for Eve’s detectors. The number of polluted
time-bins is also limited thanks to this assumption.

The parameters used in Fig. M are as follows n =
0.99999, ne = {0.799,0.099,0.009,0.989}, ns =
{0.201,0.56,0.07,0.28}, 7 = 4.975 x 1073, & = 0.1,
£ =0.05 pr =0, pg =p, i1 = 0.001, ng,e = 0.001,
np,s = {0.025,0.0257,0.0251,0.0253} and npge) =
{0.0255,0.0265, 0.0252, 0.0257}.

The parameters used in Fig. [fland Fig. [6] are as follows
nm = 0.99999, ne = 0.99999, ns = 0.9, n = 4.975 x
1073, fiq, = 0.01, & = 0.4, € = 0.7, py = 0, pg =
p, np1 = 0.0001, np ¢ = 0.0001, ngs = 0.375 and
ng S(e) = 0.648.

The parameters used in Fig. [ and Fig.[@ are as follows.
nm = 0.99999, ne = 0.99999, ns = 0.7, n = 4.975 x
1073, i, = 0.01 Le =04, & =0.05, pr =0, pg = p,
ng,1 = 0.0001, ng ¢ = 0.0001, ng s = 0.259, np s(e) =
0.347, 61_>S = 2, 61_>@ = 1, and 5@—>S = 2.

2. Components

This subsection defines some components of the click
probabilities for the QI system. The single-mode thermal
state (which we use to model the background noise) is

= ZP(TL,?’LB)|”><”|Q,
n=0

72 n +1 n+1 |n><n|Qa (Al)

where n is the photon number, Q is the mode and np is
the corresponding mean photon number.

The following components are stated in general terms,
such that they can have the relevant parameters substi-
tuted in for the click probability derivations. For exam-
ple, we know which parameters to substitute in based off
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the mode labelling and the particular click probability rameter is related to the reflectivity parameter as such
we are calculating. The beamsplitter transmission pa-  [¢t|*> = 1 — |r|?. The first component is

. _ by q . -
Bn.a. ol mow. lowl?) = Y- Pla. ) Y- () ral o)«
q=0

q
z=0
x (|tg|2<z+1>|z+1><z+1|g+ |rg|2<q—z+1>|z><z|g) ® i (rwl?ia),  (A2)

where Q and W are mode labellings for the two elements in the chosen basis. This component (Eq.[A2]) describes the
mixing of a single-photon with a thermal state in a tensor product with a thermal state in another mode. Throughout
these appendices, the order of the mode labelling in the argument signifies which contains signal light mixed with
background noise and which only contains background noise. In Eq.[A2] we can see that mode Q contains signal light
mixed with background noise and mode W only contains background noise.

We define the normalisation factor required due to the inclusion of loss and noise on the idler beam (derived from

Eq. ) as

Nt =Tr (Coﬁg(|TQ|2ﬁB,Q) ® pyy(Jrw|*RBw) + ¢ (é(ﬁBzgv 10, B, W) + G(TiBw, 1w B0, 779)))- (A3)
As Q and W signifies the idler beam basis elements here, then J and K signifies the signal mode basis elements. By
convention J is the correlated mode to @ when 1 = 0. In general, however, the correlation of idler mode to signal

mode is a function of 1 according to Eq.[ll Hence, we can write Alice’s state of light after the inclusion of noise and
loss on the idler beam as

promss = (cOpg<|rQ|2ﬁB,Q> ® 58 (Irw|?mw) @ 0)(0] 7 ® [0) O]+
+ 1 (d(B:0, o, NBw, W) ® (cos(01)|1) (1] 7 @ [0)(0]x + sin®(61)|0)(0] 7 @ |1)(1]xc)+
BB, 1w s 1@) © (sin(6r)[1){1] 7 ® [0){0]x + cos?(62)[0) 0] 7 @ |1><1|,c>)> | (Ad)

If there is a click for the @ mode and no-click for the W mode the vacuum contribution component (the sub-state
associated with coefficient ¢g) is

1 1
vac(Q) = (1 1+ |TQ|2nB:Q> <1 + |rw|2n13:w) ' o

If there is a click for the @ mode and no-click for the YW mode the single-photon contribution components (associated
with coefficient ¢1) are

agn = Tr (d(7m.; [tol®, fimaw, [twl*) (1o = 0) (0]0) @ [0)(0lw) .

00 q
_ q z —z
=3 Plane) |3 (*)irePlrol s (ItaP( + 1)+ Iral (o~ 2+ 1)) = tellral(a-+ 1) x
q=0 0

z=

y ;> , (A6)

1+ |rwl?nBw

and

ayyjo = Tr (QZ)(T_LB:Wa ltw*, im0, [to*) (1o — 10)(0]o) ® |0><0|W) :

- gmq,ﬁw) oo+ 1) % (1 ). (A7)

If there is a click for both Q@ and W the vacuum contribution is

1 1
@ W)= (1= ) (1 ) Y
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If there is a click for both @ and W the single-photon contribution component is
agwin = Tr (3o, ltal?. mmaw. [bwl?) (Lo — [0)(0]0) @ (iw — [0)(0lw))

e} q
_ q z —z
=Sl 3 (1) Hal e (1t + 1)+ Irola - =+ 1)) ~ lrallraP(a-+ 1) x

q=0 z2=0

1
1— . A9
8 ( 1+ |7°w|2n13:w) (A9)

We can see that these components are in terms of the two elements of a certain basis. These component definitions
are useful for the sake of brevity in our derivations. The no-click component (when both mode Q and W does not
register a click) for the noise-only contribution is

1 1
p— . Al
vaco(Q W) (1 + |7“Q|2nB,Q> <1 + |Tw|2nB,w> (A10)

The no-click component for the single-photon contribution, where mode Q contains Alice’s single photon and noise
and mode W contains only noise is

1 — (o) 5 2
= : tol“™ 1). All
90 = T B mZ: gt el Irelfm+1) (AL1)
I
3. Idler If there is a click for Q and no-click for W the idler

detector sub-system click probability is
In the regime where the signal mean photon number ) N
7 < 1 and the idler detector background noise mean Pri.o = Tr (norm(le — [0)(0]) @ [0)(0w) ,
photon number fig 1 < 1 double coincidence idler clicks — 9 (vac 0)) + o +a _ Al2
are negligible and so we focus only on events where there M (vac(Q) N ( <l WIO) ( )
is a click for one mode and no-click for another.

Measurement of the idler modes conditions the state which will be sent towards Eve or Alice. Of course, Eve does
not have access to the idler mode measurement, but she could still receive this idler conditioned state. The idler click
(click for @ and no-click for W) conditioned state is

Trr (pnvorm(1o — [0)(0]o) ® |0)(0]w)

ﬁI:Q|1 - PrI-Q 5
1 c c
= (—0 (vac(Q)[0)(0]7 @ [0)(0]x) + = (g2(01)1){(1] 7 ® [0)(0]xc + a1 (61)0)(0] 7 © |1><1|/c)>, (A13)
PrI:Q j\/I j\/I
where we define

q1(01) = agpsin®(01) + ayy|pcos®(Or), (A14)
q2 (QT) = CLQHCOSQ(HT) + aW|Osin2(9T). (A15)

[
4. Signal arated and noise for each basis element mode included,
we denote this state as ﬁg‘lﬁgORM. We normalise this

When the idler conditioned state (Eq. [AT3) is at the  State with normalisation factor Ng1.o = Tr (ﬁg&ORM)-

signal detector sub-system it has its basis elements sep- Where this normalisation factor is



16

1
PrI:Qj\/I

+c1 (QQ(HT)(Z;(ﬁB:Ja lts|? Apx, ltl?) + QI(HT)é('ﬁ/B:ICa It |?, 7.7, |tj|2))>- (A16)

NS\I:Q =

<covac<9>ﬁ%<|w|2ﬁm> ® B (I )+

The normalised state incident upon the signal detector sub-system is

~B 2 B 9_
T N PN~ 7)) ® )+
NiPrr.oNsjr.o <COV&C(Q)pJ(|TJ| np.7) ® pr(|rel ne.x)

+ c1(q2(01)d(An.7, |tr | imc, tx|?) + ¢1(07)(Tim.xc, tx|?, Aim:g, |tJ|2)))- (A17)

The following click probabilities can apply to Eve’s signal detector or Alice’s signal detector (if it is her untampered
light incident). Hence, the click probability when signal detector for mode J clicks and K does not, when conditioned
by an idler detector for mode Q click is

Prs.71.0(01) = Tr (psjr.o(17 —0)(0]7) @ |0)(0]x)

1
= m (covac(Q)vac(j) +c (qQ(eT)QJII + ql(OT)aKO)>. (A18)

The click probability when signal detector for mode K clicks and J does not, when conditioned by an idler detector
for mode QO click is

Prs.co(fr) = Tr (psio(1x — 10)(0[x) @ [0)(0]7)

1
= m (covac(Q)Vac(lC) + c1(g2(01)agzi0 + @1 (HT)a,Cl)) . (A19)

The click probability when both the signal detector for mode K and J clicks, when conditioned by an idler detector
for mode QO click is

Prg.7 cno(fr) = Tr (Psio(1y — 10)(0]7) ® (1x — [0)(0]x)) ,

1
= m (COVaC(Q)VaC(ja K)+ea (Q2(9T)GJ,IC|1 +q (HT)GIC,JM)) . (A20)

The click probability for Eve when neither signal detector for the modes in the set £ € {7, K} clicks is
Prso.gio(fr) = Tr (psi1:0/0)(0]7 ® [0){0[x) ,

1
— m (covac(Q)Vaco(J, K)+a (Q2(9T)Gj,lc|o + ¢ (HT)a,CJO)> . (A21)

The corresponding click probability for Alice is not considered, as Alice does not include her signal detector no-click
events for her detection statistics, whereas the situation of Eve not resending a photon is relevant to what Alice (does
and does not) receive.

As described earlier in this paper, Eve generates a single- cluded at Alice’s signal detector sub-system ﬁg\l\ﬁ%_RM,

photon corresponding to what she measures and she then which is normalised by Ne = Tr [ pYUNNORM) = YWhere
. R y Ne PS.7)Te .
sends this single-photon to Alice’s signal detectors. We

. . . thi lisation factor is defined
denote this as Je. There is the unnormalised state af- 15 NOTMAlsation factor 1s delmed as
ter the basis elements have been separated and noise in-

Ne = cos?(01)p (.7, [t *, imx, [tx|?) + sin®(01)d(Tipic, x|, iz, [t7|?)- (A22)
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The resultant normalised state (where we have once again excluded off-diagonal terms) is

~UNNORM

b _ PSTIE:Te
TJNE:JTe — — Ar
TIE:Je N@ ’

1 - . ~o _
= 7 (oS O)d(m.. 15 s 1) 510 Or) s, |t P A [t P)) - (A23)

The state (Eq. [A23]) thus depends on the relative basis angle and basis choice of Eve, where Jg corresponds to the
mode J (as seen by Alice) when 61 = 0. The following click probabilities are for when Eve’s resent light is incident
upon Alice’s signal detector subsystem. Hence, the click probability when the signal detector for mode J clicks and
K does not click (when a single-photon Je¢ is sent) is

Prg. 7157, (01) = Tr (ps. 715:7. (17 — 10)(0]7) ® 0)(0]x) ,

1 .
= j\TG (COSQ(QT)CLJH + SIHQ(GT)CLK:‘Q) . (A24)
The click probability when the signal detector for I clicks and J does not click is

Prs.icig.7e (01) = Tr (Ps: 7187 (1 — [0)(0[x) @ |0)(0] ) ,

1
- Ne (cos*(Or)azo + sin®(Or)ax) - (A25)

The click probability when the signal detector for both J and K clicks is
Prs. 7 kjp:ge (01) = Tr (fs. 107 (1 = [0){0]x) @ (17 = [0)(0] 7)) ,

1
A (cos®(6r)ag i1 +sin®(Or)ax 7p1) - (A26)

5. Alice these contributions as there is no relative basis angle and
Alice always chooses the correct basis (therefore there

We define the untampered correct coincidence, wrong will not be a 7 shift). Therefore, we omit the 61 notation
coincidence and double coincidence contributions from for the contributions from Alice. The Alice contribution

Alice in this section. The total angle is zero fp = 0 for ~ correct coincidence probability is

2 2
1
Pré = 2 <Z Prix, Prsx, jrag; + Z PI‘I:XX,;PI'S:XX,;H:XXJ) . (A27)
7
The Alice contribution wrong coincidence probability is
172 2
Pry = 2 (Z Prra, Prsx, jra,; + Z Prr.x, ;Prs.x, ,j|LXX,i) : (A28)
i=1 i=1
' i#]
The Alice contribution double coincidence probability is
172 2
Pryc = 2 <Z Pria, Prsx, a, rag, + Z PrI:XX,;PrS:XXJ,XXJI:XXJ>- (A29)
i=1 i=1
%;éj %75]-
[
6. Eve nal detector. The Eve contribution correct coincidence

probability is
In this section we define the correct, wrong and dou-
ble coincidence contributions from Eve upon Alice’s sig-
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2
1
=3 Z Prr.a, {7“ (Pfs:x+,j|E:y+,i(9T)Prs:y+,i1:X+,i(9T) + Prs.x, B, (9T)Pfs;y+,j|1:2(+,i(9T)) +
i#

+(1-r) <PFS;X+,J-E:yx,i(eT)Pfs:yX,i1;X+,i(9T) + Prs.x, j|E:ay (9T)Pfs:yx,j1;X+,i(9T))]+

2
1
+3 Z Prrx, [T <PFS:XXJ|E:y+,i(9T)Prs:y+,i|1;xx,i(9T) +Prs.x, By, (9T)Prs;y+,j1:xx,i(9T)) +
7 (A30)

+(1—r) <PYS:XXJ|E:)1X (01)Prs.y, ijray ., (01) + Prs.x, By (01)Prs.y, jjrx, ,(GT))} +

2
+ Z [Prl x, ;vac(Xy ;) (TPrSO:y+|I:X+,i(9T> + (1 = r)Prso.y, |I;X+,i(9T)> +
=1

+ Prry, vac(Xx ) <TPrso;y+I:XX,i(9T) + (1 = 7)Prso:y, xy (&r))} .

N =
e
[y

The Eve contribution wrong coincidence probability is

1
Pré(h) = 5 Prra, [7‘ (Prs;/n,iE;y+,i(9T)Prs;y+,i|1;x+,i(9T) +Prs.x, BV, (9T)Prs;y+,j1:x+,i(9T))+

<.
Ryl
S

.M~

+(1-7) (Pfs:/n,im:yx,i (01)Prs.y, qra, ;(01) + Pre.x, |, | (9T)P1‘s:yx,j1:x+,i(9T)) ] +

2
1
+ ) Z Prr.a, [T (Prst/"fx SEY L 07)Prsy nay  (01) + Prsx, ey, (0T)Prsiy, (. ; (9T)> +
= (A31)

+(1=7) (Prs:xx SEY.(0T)Prsy, e, (01) + Prs.x, e, (9T)Pfs:yx,jchx,i(eT))]Jr

2
+ Z [PI"I Xy vac(Xy ;) (TPYSO:y+|1:X+,i(9T) + (1 = r)Prgo.y, I:X+,;(9T)) +
1

+ Prrx, ;vac(Xx ;) (TPYSOMI:XX,;WT) + (1 = 7)Prgo.y, I:XX,i(9T))}

N | =

S,
S

The Eve contribution double coincidence probability is

Z Pri.x, [ (Prs;x+,i,x+,j|}3:y+,i (01)Prs.y, jra,,(01) + Prsiv,  x, ey, (01)Prsiy, ra, (9T)> +
l#]

+(1-r7) <Prs:x+,j,x+,i|}a:yx,i(9T)Prs:yx,iI:X+,i(9T) +Pro.x, x|y (9T)Prs:yx,j|1;x+,i(9T)>} +

2
1
+ 2 Z P {T <PFS:XX’“XX BV (QT)PrS:yﬂ\I:XXJ (01) + Prs.x, BRI SR (HT)PrS:y+J‘I:X><,i (GT)) *
i#j

+(1=r) <Prs;xx,ixx,j|}3:yx,i (01)Prs.y, iray ., (01) + Prs.x, v, By (9T)Prs:yx,j|1;xx,i(9T)>]+

2
+ Z [PI“I -y vac(Xy i, Xy ) (TPrso;ym;/n,i(oT) + (1 = 7)Prso.y, I:Xﬂ(@T)) +
=1
i#]

+ Prry, vac(Xyx i, Xx ;) <TPrso:y+1:XX,i(9T) + (1 —7)Prgo.y, 1:2@;(%))]

l\DI)—l

(A32)



7. Noise-only

As mentioned earlier, we assume that both channels
have the same background noise. This section details the
click probabilities when there is no object present. I.e.
the background noise click probabilities. The background
noise contribution correct coincidence click probability is

2
1
pPrP = 3 Z Prra, vac(Xy ;)+
i=1
]
1
+35 > Prix, vac(Xx.i). (A33)

i=1

The background noise contribution wrong coincidence
click probability is

2
1
Pl = 3 ZPrI;Xﬂvac(X%i)—i-
i=1
12
+ 5 ZPI‘I:XXJV&C(XX,J')'

i=1
i#]

(A34)

The background noise contribution double coincidence
click probability is

2
1
Pryc = 2 Z Prix, jvac(Xy j, Xy i)+
1=1
i#j
1 2
T3 Z} Pri.x, vac(Xx i, X 5)-
i#j

(A35)
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8. BBB84-inspired system

We compare our QI system with similar system which
has a single-mode coherent state

fa —|a? Z |a|

as its light source, where we exclude off-diagonal terms
due to the detectors we consider. The use of a weak
coherent state is commonplace in a prepare-and-measure
BB84 QKD system, therefore we refer to this QSI system
as the BB84-inspired system. The architecture of this
system is identical for the light Eve sends towards Alice
and is similar to Fig.[Ilsans the idler detector sub-system.
This state of light has Poissonian photon statistics and
we assume that the mean photon number i, = |a|? is
small enough to ensure that there are no multi-photon
contributions, where « is the amplitude of the coherent
state. Therefore, the probability of the BB84-inspired
system light source with 2-photons is negligible

(A36)

5 4
P(2) = ¢ lo loff <o, (A37)

We truncate the single-mode coherent state such that
it only has vacuum and single-photon contributions,
therefore we must renormalise with the factor N, =
Tr(e'o“2 Zizo la‘ |n)<n|) The resulting state for the
BB84-inspired system is

P = €310) (0@ + ¢ [1)(1] o, (A38)

elol?
where ¢f = <g— and ¢f = and as this is a

prepare-and-measure scheme we have selected Q as the
mode Alice sends her photon in. Alice’s truncated state
in terms of the basis (7, K) of the signal detectors (where
once again O = 0 if it is for the untampered light path-

way) is

\a\z |a‘2

P = c§10)(0]7 ® [0)(0]xc + ¢ (cos® (B1)|1){1] 7 @ [0) (O] + sin® (67)[0}(0l7 @ [1){1]x)- (A39)
This (unnormalised) state after the inclusion of noise and loss at the signal detector sub-system is
P M = p5 (Irg [*m,g) ® P (Irxcl s i) +
ot (0o B e P, mw e o) 4 s On) P ig)) . (A0)
after which we normalise this state, which results in ps., = AUNNORM/NS o, where Ng.o, = Tr( UNNORM). The

following click probabilities apply for Eve or Alice’s signal detectors (if it is untampered light incident at Alice’s
detectors). The click probability where the signal detector for mode J clicks and K does not is

PrS:J\a:Q = Tr(pAS:a(ij -

10)(0]7) ®10)(Olxc),

1
= Voo <cg‘vac(J) + ¢ (cos®(Or)azrp + sin2(0T)aK0)>.

(A41)
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The click probability where the signal detector for mode I clicks and J does not is

Prs.kcja:0 = Tr(ps:a (1 — [0)(0[x) ® |0)(0] ),

= ./\/L (cS‘vac(lC) + ¢ (cos®(O)a o + sinQ(HT)a,ql)) . (A42)
S:a

The click probability where the signal detector for both mode J and K clicks is

Prs.7 cjaro = Tr(ps.a(ls — |0)(0]7) ® (1x —0)(0]x)),

(cS‘vac(J, K) + ¢ (cos®(0)a.r xpn + sin® (9T)G1c,J|1)) . (A43)

1
NS:O(
For click probability when neither of Eve’s signal detectors for the modes in a set £ € {J,K} clicks is

PYSO:£|a:Q(9T) =Tr (ﬁS:a|0><0|\7 ® |0><0|’C) )

1
— /\T <cg‘vaco(j, K)+cf (qg(GT)aquO + ql(GT)a,C)jo)) (A44)

The Alice’s signal detector click probabilities when Eve’s resent light is incident are the same for the BB84-inspired
system as the QI system, as Alice’s state of light does not affect the fact that Eve sends out a single photon in a mode
instructed by her measurement. However, the click probabilities of contributions from Eve, Alice and noise will differ
from the QI system. To note, the mode we prepare o : X/, ; is correlated with the signal detector mode S : X /. ;,
for example. Hence, starting with Alice (and omitting the 61 term), the Alice contribution correct coincidence click
probability is

2
PI‘?:Q = Z(PrS:X+,i|a:X+,i =+ PrS:XX,i|oz:X><,¢)- (A45)
i=1

RNy

The Alice contribution wrong coincidence click probability is

1 2

Pri® = 1 Z(Pfs:zq,ﬂa:)q,i + Pro.x, jlary;)- (A46)
i=1
i#]

Furthermore, the Alice contribution double coincidence click probability is

2
o1
PI‘%C - Z Z(PrSIX+,i,X+,J“Ot:X+J + PrS:XX,i,XX,jIOz:XX,i)- (A47)

S
S

We now move onto Eve, and the Eve contribution correct coincidence click probability is

2
Prf“(@) = % Z (T (PYS:X+,i|E:y+,i(HT)PFS:Y+,i\Oc:X+,i (GT) + PrS:X+,i|E:y+,j (HT)Pr5¢y+,j|a¢X+,i(HT))+
=4
+ (1= 7)(Pra.a, gy, s (07)Prsy, jac,  (07) + Praca, gy, (07)Prsiy, jjax, . (61))+
+7(Prs.x my,  (07)Prs.y, jax,  (01) + Prs.x, gy, (07)Prs.y, jja:x, (O1))+ (A48)
+ (1= 7)(Pro.a, gy, (07)Prs:y, jace,  (01) + Prs.x, gy, (07)Prs.y, jja:x, (1)) +

+ V&C(X+7»L') (T PrSO:y+|a:X+,i (9"1‘) + (1 — ’I”) PI‘SO:)}X ‘OUXJr,i(oT))—i_

+ vac(Xx i) (r Prso.y, jasa, ., (01) + (1 — ) Prgo.y, Ia:XX,i(eT)))'
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The Eve contribution wrong coincidence click probability is

2
. 1
Pri(0) = 1 Z<T(PrS:X+J|E:y+,i(QT)PYS:J}JMa:XJr,i(eT) + Prs.x, ey, (07)Prsy, jax,, (01))+
z
+ (1= 7)(Prs.x, gy s (07)Prsy, s, . (07) + Prs.x, ey, (01)Prsy, e, (01))+

+ 7 (Prs.x, By (01)Prsiy, jawxy, (01) + Prsix, By, (01)Prsay, e, (01))+ (A49)
+ (1 =) (Prs.x, e, (01)Prs.y, o (07) + Prsia, ey (07)Prsy, jjax,, (01))+
+ Va,C(X+7j)(T Prso.y, ja:a,, (01) + (1 —7) Prgo.y, ‘Q,XH(GT))—F
+vac(Xx ;) (r Prso.y, ja,, (01) + (1= 1) Prsoy, |a:XX,i(9T))) :
The Eve contribution double coincidence click probability is
Cia 1o
Proc*(0) = 4 Z(T(Pr51x+,i=x+,j|E¢y+,i(QT)Pr513’+,i041X+,i(9T) + Pro.v, s xymyy (HT)Pr51y+,j\041X+,i(HT))+

i=1
1#]

+ (1= 7)(Praca, j xp s mvs s (O7)Prs:y, acr,  (07) + Prsix, v, ey (01)Prs.y, e, (01))+

+7(Prs.v, s x, By, (07)Prsy, jax, (07) + Prs.x, | v ey, (07)Prsy, e, (01))+ (A50)

+ (1= 7)(Praca, a5 [Eve s (0T)Prsiy, oty (01) + Prscx, | ay s By (0T)Prsiy, oy, (01))+

+ vac(Xy i, Xy ;) (r Prso.y, jasa, . (01) + (1 = 7) Prso.y, jasx, , (01))+

+ vac(X i; X j) (r Prso.y, jasay . (1) + (1 — 1) Pfso:yx|acxx,i(9T)))-

The background noise contribution for BB84-inspired
differs from QI also. The background noise correct coinci-
dence click probability is equal to the wrong coincidence
click probability and it is

2
pyBio _ pyBia _ % Z(vac(XJﬁi) n vac(xx,i)). (A51)
=1

The background noise double coincidence click probabil-
ity is

B:a
Pr, " =

2
Z <V&C(X+7i, X+7j)+
=1
i

—+ V&C(XX_’Z', XX.,j)) .

> =
<.

(A52)

The real and false channel for the BB84 system is de-
J

(Pr2 — Pr2)(Pré — PrB) — (Pr& — PrB)(Pr? — P8

fined as the QI system is, albeit with an appropriate
substitution of the Alice/Eve/noise coincidence proba-
bilities.

Appendix B: Proof

If Alice measures that both Iﬁri/g — Pr2 > 0, then

she chooses the channel with the larger k-factor to be the
one which contains her own light kez > k3. By definition,
Alice’s measurement of the false channel infers that Pr& —
Pr2 > Pr& — P18 > 0.

We prove that ks > kg is true by contradiction. As-
sume that kg > ko, using the k-factor definitions we can
restate this as kg > kg + g, where g is a constant defined
as

g:

w w

we can prove by contradiction as kg ¥ kg + g if g >

(Pré — PrB) ((Prgl — Pry) + £ (Pry, — Pr“B,)>

(B1)

0, which can be done by showing that the numerator



and denominator of g are both positive. If we show that
Pr2(0 < & < 1) — Pt > 0, then the numerator of g
is guaranteed to be positive as Pr¥* — PrS < 0. The
denominator of g equals the product of the denominators
of kg and kg, and if Pr2*(0 < € < 1)—Pr? > 0 was shown,
then the denominator of g must be positive, as kogy > 0
and kz > 0.

Appendix C: Monte-Carlo

We have a M.C. simulation for the system we describe.
This numerical approach means we can find the covari-
ance of the noise contribution and the object present dis-
tribution which allows us to analyse the noise-reduced
distributions. Instead of relying upon analysis with the
expectation values only.

The number of idler clicks is a Poisson random variable

22

dictated by the idler click probability. The rest of the
random variables in our simulation are conditionally de-
pendent upon the number of idler clicks. If there has been
enough simulation runs our resultant statistics matches
with the analytic approach for the noise-reduced distri-
butions to use the expected number of idler clicks. We
do not consider the probability of interception p or prob-
ability of pg/; false/real channel interception as a ran-
dom variable, as the dependence between the real and
false channel is negligible when the background noise is
much greater than the signal (from Alice and Eve) con-
tribution 7 <« np. We simulate the dependence of the
random variable for the noise distribution and the object
present distribution by using the same seed random num-
ber when sampling for both of these random variables. It
is from this simulated dependence we can calculate the
covariance. However, in practice, the clicks that orig-
inate from Alice/Eve or noise cannot be distinguished
and so this dependence can only be calculated via our
M.C. simulation.
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