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In this work, we experimentally demonstrate that it is possible
to generate true random numbers at high throughput and low
latency in commercial off-the-shelf (COTS) DRAM chips by
leveraging simultaneous multiple-row activation (SIMRA) via
an extensive characterization of 96 DDR4 DRAM chips. We
rigorously analyze SIMRA'’s true random generation potential in
terms of entropy, latency, and throughput for varying numbers
of simultaneously activated DRAM rows (i.e., 2, 4, 8, 16, and
32), data patterns, temperature levels, and spatial variations.
Among our 11 key experimental observations, we highlight
four key results. First, we evaluate the quality of our TRNG
designs using the commonly-used NIST statistical test suite
for randomness and find that all SiMRA-based TRNG designs
successfully pass each test. Second, 2-, 8-, 16-, and 32-row
activation-based TRNG designs outperform the state-of-the-
art DRAM-based TRNG in throughput by up to 1.15%, 1.99x,
1.82%, and 1.39%, respectively. Third, SIMRA’s entropy tends
to increase with the number of simultaneously activated DRAM
rows. For example, for most of the tested modules, the average
entropy of 32-row activation is 2.51x higher than that of 2-row
activation. Fourth, operational parameters and conditions (e.g.,
data pattern and temperature) significantly affect entropy. For
example, increasing temperature from 50°C to 90°C decreases
SiMRA’s entropy by 1.53x for 32-row activation. To aid future
research and development, we open-source our infrastructure
at https://github.com/CMU- SAFARI/SiMRA- TRNG.

1. Introduction

True random number generators (TRNGs) harness entropy
from random physical phenomena (e.g., electrical and ther-
mal noise [1-3]) to generate unpredictable and irreproducible
random bitstreams (i.e., true random numbers). True random
numbers are crucial in many applications, including cryptogra-
phy, scientific simulations, machine learning, and recreational
entertainment [4-24]. These applications often require a high-
throughput TRNG [24-27]. A dedicated hardware TRNG (i.e.,
an integrated circuit dedicated to true random number genera-
tion) can satisfy the throughput requirements of such applica-
tions. Unfortunately, not all computing systems have dedicated
hardware TRNGs.

To alleviate the need for dedicated TRNG hardware, using
DRAM [28] as the entropy source for generating true random
numbers (i.e., DRAM-based TRNG) is a promising approach
due to the prevalence of DRAM throughout almost all modern
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computing systems, ranging from microcontrollers to super-
computers, and systems that employ Processing-in-Memory
(PIM) [29-46]. Several prior works [47-53] demonstrate that
by leveraging the analog operational properties of DRAM, it
is possible to generate true random numbers in commercial
off-the-shelf (COTS) DRAM chips.

Recent works [35,53-57] experimentally demonstrate a new
phenomenon in COTS DRAM chips that could potentially be
used as a source of entropy: simultaneous multiple-row acti-
vation (SiMRA). These works [35, 53-57] carefully engineer
a sequence of DRAM commands that allows the DRAM chip
to activate (i.e., open) multiple (i.e., up to 32) DRAM rows
simultaneously [56,57]), which is fundamentally different from
the conventional single-row DRAM activation.

We hypothesize that SIMRA could be used as the entropy
source of DRAM-based TRNGs. This is because manufactur-
ing process variations could introduce high unpredictability in
the charge-sharing process when multiple rows are activated
simultaneously. Therefore, SIMRA could potentially provide
high entropy and thereby be leveraged for high-throughput and
low-latency true random number generation. To design efficient
and high-throughput DRAM-based TRNG:s, it is important to
develop a better understanding of the entropy that SIMRA can
provide.

In this work, our goal is to experimentally study and under-
stand the potential of SIMRA as a TRNG substrate in COTS
DRAM chips. To this end, we provide two main analyses in our
study. First, we experimentally characterize the randomness
(quantitatively measured using Shannon entropy [58], described
in §3.2) that SiMRA provides in 96 COTS DDR4 DRAM chips
while varying a large number of parameters: the number of
simultaneously activated rows, DRAM chip density & revision,
data pattern, temperature, and spatial variation across DRAM
subarrays. Second, we evaluate the quality (using the standard
NIST statistical test suite for randomness [59]), throughput, and
latency of new TRNG designs that leverage SIMRA for varying
numbers of simultaneously activated rows.

Based on our real DRAM chip experiments, we make 11 new
empirical observations and share 5 key takeaway lessons. We
summarize four major results from our analyses. First, we ob-
serve that a TRNG that leverages SIMRA (SiMRA-TRNG) is a
high-quality TRNG. We show that the random bitstreams gener-
ated by SIMRA-TRNG pass all the standard NIST statistical test
suite randomness tests [59]. Second, we observe that SIMRA-
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TRNG generates true random numbers at high throughput and
low latency. Our results show that across all tested DRAM
chips, 2-, 8-, 16-, and 32-row activation-based SIMRA-TRNGs
achieve up to 1.15%, 1.99%, 1.82x, and 1.39x (and on average
0.72x, 1.16x, 1.00x, and 0.78 x) higher throughput than the
state-of-the-art DRAM-based TRNG [53], respectively. Third,
the number of activated rows has a significant effect on entropy,
and entropy increases with the number of activated rows in most
of the tested DRAM chips. We observe that in 64 DRAM chips,
increasing the number of activated rows from 2 to 32 increases
the entropy by 2.51 x on average. However, in the remaining 32
DRAM chips, we do not observe a clear trend (i.e., the entropy
can either increase or decrease with the number of activated
rows). Fourth, operating parameters and conditions (i.e., data
pattern, temperature, and spatial variation) significantly affect
the entropy of SIMRA. For example, our results for 32-row
activation show that increasing the temperature from 50°C to
90°C decreases the entropy on average across all tested DRAM
chips by 1.53x. Our work is openly and freely available at
https://github.com/CMU-SAFARI/SiMRA-TRNG.
We make the following key contributions:

* We provide the first experimental characterization of the abil-
ity of COTS DRAM chips to generate true random numbers
via simultaneous multiple-row activation (SiMRA) for vary-
ing numbers of simultaneously activated rows.

* We rigorously characterize 96 COTS DDR4 chips under vari-
ous parameters and conditionsin terms the entropy provided
by SiMRA: the number of simultaneously activated rows,
DRAM chip density & die revision, data pattern, temperature,
and spatial variation across DRAM subarrays.

* We demonstrate that i) SIMRA-TRNG generates high-quality
and high throughput true random numbers; and ii) 2-,
8-, 16-, and 32-row activation-based SIMRA-TRNG im-
proves throughput over the state-of-the-art DRAM-based
TRNG [53].

2. Background

We provide a brief background on DRAM, simultaneous
multiple-row activation, and true random number generators.

2.1. Dynamic Random Access Memory (DRAM)

DRAM Organization. Fig. 1 depicts the hierarchical organi-
zation of DRAM-based main memory. The memory controller
in a system is connected to multiple DRAM modules via mul-
tiple DRAM channels. A DRAM module has one or more
ranks, each of which consists of multiple DRAM chips that
operate in lock-step. The memory controller can interface with
multiple DRAM ranks by time-multiplexing the channel’s I/O
bus between the ranks. Each chip has multiple DRAM banks,
each consisting of multiple DRAM cell arrays (called subar-
rays [60—63]). Within a subarray, DRAM cells are organized
as a two-dimensional array of DRAM rows and columns. A
DRAM cell stores one bit of data in the form of an electrical
charge in a capacitor, which can be accessed through an access
transistor. A wire called wordline drives the gates of all DRAM
cells’ access transistors in a DRAM row. A wire called bitline

connects all DRAM cells in a DRAM column to a common
differential sense amplifier. Therefore, when a wordline is as-
serted, each DRAM cell in the DRAM row is connected to its
corresponding sense amplifier. The sense amplifier compares
the voltage level of the activated cell’s bitline and the reference
voltage (VDD/2) and amplifies the voltage difference as logic-1
or logic-0.
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Figure 1: DRAM organization. Adapted from [64].
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DRAM Commands. To serve main memory requests and to
maintain data integrity, the memory controller issues DRAM
commands, e.g., row activation (ACT), bank precharge (PRE),
data read (RD), data write (W R), and refresh (REF'). To perform
aread or write operation, the memory controller first needs to
open a row, i.e., copy the data of the cells in the row to the sense
amplifiers. To open a row, the memory controller issues an ACT
command to a bank by specifying the address of the row to
open. After row activation completes, the memory controller
issues either a RD or a WR command to read or write a DRAM
word within the activated row. To access data from another
DRAM row in the same bank, the memory controller must first
close the currently open row by issuing a PRE command. The
memory controller also periodically issues REF commands to
prevent data loss due to charge leakage.

DRAM Cell Operation & Timing. We describe DRAM cell
operations and DRAM timing by explaining the steps in acti-
vating a cell.! First, to activate the cell, the memory controller
issues an ACT command. The row decoder asserts the wordline
and thus connects the cell capacitor to the bitline. Second, the
cell capacitor charge begins to perturb the bitline, known as
the charge-sharing process. Charge sharing continues until the
bitline voltages reach a level that the sense amplifier can safely
amplify (e.g., VDD/2+€ or VDD/2-¢). Third, the sense ampli-
fier then kicks in to amplify the difference between the bitline
voltage and the reference voltage (VDD/2). Depending on the
cell’s charge, the bitline becomes either VDD or GND. To return
a cell to its precharged state (i.e., to restore the cell’s charge),
the voltage in the cell must first be fully restored, which requires
waiting for fg4s timing parameter (i.e., the timing parameter
between ACT and PRE commands). Fourth, once the cell is
restored, the memory controller can issue a PRE command. The
cell returns to the precharged state, where the memory con-
troller can reliably issue an ACT command after waiting for
timing parameter 7gp (i.e., the timing parameter between PRE
and ACT commands).

'We describe DRAM cell operation, but all the described operations happen
at row granularity (i.e., to all cells in the activated row).
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2.2. Multiple-Row Activation in DRAM

Activating multiple DRAM rows (i.e., multiple-row activation)
is a key technique to perform massively parallel in-DRAM
computation, as initially shown in [34, 62, 65-70]. Prior
works [32-35,37,38,40,54,55,57,62,65,67-73] perform 1) in-
DRAM data copy & initialization (as in [62]) and 2) in-DRAM
bitwise operations (as in [34,67]).

In-DRAM Data Copy & Initialization. RowClone [62] en-
ables data movement within DRAM at row granularity without
incurring the energy and execution time costs of transferring
data between the DRAM and the computing units. An intra-
subarray RowClone operation [62] works by issuing two back-
to-back ACT commands: the first ACT copies the contents of
the source row A into the sense amplifiers. The second ACT
connects the DRAM cells in the destination row B to the bit-
lines. Because the sense amplifiers have already sensed and
amplified the source data by the time row B is activated, the
data in each cell of row B is overwritten by the data stored in
the sense amplifiers (i.e., row A’s data).

In-DRAM Bitwise Operations. Prior works [34, 67] introduce
the concept of simultaneously activating three rows in a DRAM
subarray (i.e., triple-row activation) through modifications to the
DRAM circuitry. When three rows are concurrently activated,
three cells connected to each bitline share charge simultaneously
and contribute to the perturbation of the bitline [34,67]. Upon
sensing the perturbation of the three simultaneously activated
rows, the sense amplifier amplifies the bitline voltage to Vpp
or 0 V if at least two of the three DRAM cells are charged or
discharged, respectively. As such, simultaneously activating
three rows results in a Boolean majority-of-three operation
(MAIJ3).

SiMRA in COTS DRAM Chips. Many operations envi-
sioned by these works [34, 67] can already be performed
in real unmodified commercial off-the-shelf (COTS) DRAM
chips. Recent works experimentally demonstrate that COTS
DRAM chips can simultaneously activate multiple DRAM
rows (called SIMRA [57]) by issuing an ACT — PRE — ACT
(APA) command sequence with violated fg45 and tgp timing
constraints [35,53-57,71,72,74]. By doing so, COTS DRAM
chips can perform 1) bitwise operations (i.e., MAJ, AND, OR,
NOT, NAND, and NOR) [35,54-57,71], 2) data copy & ini-
tialization [54,56,57,72], and 3) true random number genera-
tion [53,72].

2.3. True Random Number Generators (TRNGs)

A true random number generator (TRNG) samples random
physical processes (e.g., thermal noise) to construct a random
bitstream. Harvesting randomness from a physical phenomenon
often produces bits that are biased or correlated [75,76]. Post-
processing methods can eliminate the bias and correlation and
provide protection against environmental changes and adversary
tampering [13,75,76]. Well-known post-processing techniques
are the von Neumann corrector [77] and cryptographic hash
functions such as SHA-256 [78].

DRAM-based TRNGs. Prior works propose DRAM-based

mechanisms to implement true random number generators
(TRNGs) by violating timing parameters [50, 51, 53], using
data retention failures [47,79], and using startup values [48,49].
The state-of-the-art DRAM-based TRNG [53] generates true
random numbers by simultaneously activating four rows (called
QUACQ).

3. Experimental Methodology

3.1. COTS DRAM Testing Infrastructure

We conduct commercial off-the-shelf (COTS) DRAM chip ex-
periments using DRAM Bender [71,80] (built upon SoftMC [81,
82]), an FPGA-based DDR4 DRAM testing infrastructure that
provides precise control of the DRAM commands issued to a
DDR4 DRAM module and DRAM timing parameters. Fig. 2
shows our experimental setup that consists of four main compo-
nents: a) a thermocouple-based temperature sensor and a pair
of heater pads pressed against the DRAM chips that heat up the
DRAM chips to a desired temperature, b) an FPGA develop-
ment board (Xilinx Alveo U200 [83], programmed with DRAM
Bender to execute our test programs, ¢) a host machine that
generates the test program and collects experimental results,
and d) a PID temperature controller (MaxWell FT200 [84]) that
controls the heaters and keeps the temperature at the desired
level. Fig. 3 shows our laboratory comprising many DDR4 and
HBM2 testing platforms.
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Figure 3 Our laboratory for real DRAM chip experiments.

COTS DDR4 DRAM Chips Tested. Table 1 provides the
tested 96 (12) COTS DDR4 DRAM chips (modules) that we fo-
cus our analysis on along with the chip manufacturer (Chip
Mfr.), module manufacturer (Module Mfr.), the number of
tested modules (#Modules), the number of tested chips (#Chips),
die revision (Die Rev.), chip density, chip organization (Chip
Org.), and DRAM module’s manufacturing date in the form of
year-week (Date).



To investigate whether our characterization study applies to
different DRAM technologies, designs, and manufacturing pro-
cesses, we test a total of 152 (22) COTS DDR4 DRAM chips
(modules) from all three major manufacturers (i.e., SK Hynix,
Samsung, and Micron) with different die densities and die revi-
sions from each DRAM chip manufacturer. While we observe
successful simultaneous multiple-row activation (SiMRA)-
based random number generation in all tested SK Hynix mod-
ules, we observe no successful simultaneous multiple-row acti-
vation (and thus random number generation) in Samsung and
Micron chips. As described in [57], the reason we do not ob-
serve successful SIMRA operation may be that some DRAM
chips contain internal circuitry that either ignores the PRE com-
mand or suppresses the second ACT command when the timing
parameters (tgp and fg4s) are significantly violated. Thus, we
focus our analysis on 96 (12) COTS DDR4 DRAM chips (mod-
ules) from SK Hynix, listed in Table 1.

Table 1: Summary of DDR4 DRAM chips tested.

. Module #Modules Die Chip Chip Date"
Chip Mfr. . .
Mfr. (#Chips) Rev. Density Org. year-week
TimeTec 4(32) A 4Gb x8 N/A
SK Hynix  TeamGroup 4(32) M 4Gb x8 N/A
SK Hynix 4(32) A 8Gb x8 18-43

V We report “N/A” if no date is marked on the label of a module.

3.2. Testing Methodology

DRAM Subarray Boundaries. Understanding which rows
are simultaneously activated in the same subarray requires re-
verse engineering DRAM subarray boundaries. We follow the
methodology used in prior works to identify subarray bound-
aries [32, 33, 35, 53,54, 56,57, 63,72,85]. We leverage the
observation that COTS DRAM chips can copy the content of a
DRAM row (i.e., source row) to another DRAM row (i.e., desti-
nation row) if and only if these rows are in the same subarray.
We perform the in-DRAM copy operation for every possible
source and destination row address in each tested bank and
reverse engineer the DRAM subarray boundaries.
Simultaneously Activated Rows with APA. Prior works [35,
53,57,74] demonstrate that issuing an ACT — PRE — ACT
(APA) sequence allows DRAM chips to activate 2, 4, 8, 16, and
32 DRAM rows simultaneously. To uncover which rows are
simultaneously activated by issuing an APA sequence, these
works [35,53,57,74] show that issuing an APA sequence fol-
lowed by a WRITE (WR) command overwrites the simultane-
ously activated rows with the data sent with the WR command.
We follow the same methodology and reverse engineer the
simultaneously activated rows with APA sequence for every
possible row address in all tested subarrays. We call a group
of simultaneously activated rows as a simultaneously activated
row (SAR) group.

Characterization Methodology. Our characterization exper-
iment consists of three key steps. First, we initialize rows in
the tested SAR group with a predefined data pattern. Each bit in
the data pattern is used to initialize one row in the SAR group.
Fig. 4 shows two example data layouts for 2-row activation with

data patterns 01 (a) and 10 (b). We initialize the first activated
row with the left most bit value (e.g., for 01, all cells in the
first row have logic-0) and second row with the right most bit
value. Second, we issue the APA command sequence with re-
duced timings to simultaneously activate these rows. Third, we
read the data in the tested subarray’s sense amplifiers (a total
of 65536 sense amplifiers) by respecting the timing parameters.
We repeat this experiment for each SAR group for 1000 times
and record the results in the host machine.
(a) Data pattern: 01 (b) Data pattern: 10

D+ QI + 45 ¢4

Figure 4: Two example data layouts for 2-row activation with (a)
data pattern 01 and (b) data pattern 10.
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Entropy Metric. We measure the randomness in DRAM sense
amplifiers using Shannon entropy [58]. Shannon entropy (H (x))
of a bitstream generated by sampling a random source, which is
sense amplifier (x) in our experiments, is calculated as H(x) =
—Y L P(x;)1log, P(x;), where P(xo) and P(x;) represent the
probabilities of observing logic-0 and logic-1, respectively. We
measure the Shannon Entropy by repeatedly performing the
characterization experiment 1000 times for a tested SAR group.
We analyze the entropy at the granularity of 512-bit blocks
(also known as cache blocks), as the RD and WR operation
granularity of a DRAM module attached to a CPU is at cache
block (e.g., 64B) granularity. To do so, we calculate the entropy
of each cache block by aggregating the entropy values of the
bitstream generated by all 512 sense amplifiers corresponding
to that cache block. We define a metric called average cache
block entropy: the average entropy across all cache blocks in a
row of sense amplifiers (i.e., 128 cache blocks) in a SAR group.
For example, for a SAR group with two cache blocks having
entropies of 25 and 75 each, the average cache block entropy
group is 50.

Number of Tested SAR Groups. We observe that a tested
DRAM bank has between 64 and 128 subarrays, depending
on the DRAM module. We randomly select three subarrays
in one bank per DRAM module. Within each subarray, we
randomly test 100 SAR groups each for 2-, 4-, 8-, 16-, and
32-row activation.

Data Pattern. We analyze entropy using data patterns with a
varying number of logic-1 bits. We sweep all possible numbers
of logic-1 bits in the data pattern (i.e., from 0O to the number of
rows that are activated). For each number of logic-1s, we first
calculate the number of distinct data patterns. For example, 2-
row activation has 2 distinct data patterns (i.e., 01 and 10). If the
number of data patterns is smaller than 100, we test all possible
data patterns. Otherwise, we generate and test 100 random
distinct data patterns to limit the larger parameter space (e.g.,
32-row activation has more than 4.2B distinct data patterns).
Temperature. We perform our experiments at five temperature
levels: 50°C, 60°C, 70°C, 80°C, and 90°C. All experiments are
conducted at 50°C unless stated otherwise.



To aid future research and development, we open-source
our infrastructure and scripts at https://github.com/
CMU- SAFARI/SiMRA- TRNG.

4. Using Simultaneous Multiple-Row
Activation as a Source of Entropy

4.1. Key Mechanism

Simultaneously Activating Up to 32 DRAM Rows. Our key
idea relies on a fundamental design characteristic in modern
DRAM chips: hierarchical design of the row decoder circuitry.
Modern DRAM chips have multiple levels of row address de-
coding stages to reduce latency, area, and power consump-
tion [53,57, 86-89]. The hierarchical row decoder structure
expands a row address into a set of intermediate control sig-
nals and issuing an ACT command asserts multiple control
signals [53,57,86,87,89]. Prior works [56,57] demonstrate that
by changing the row addresses targeted by two ACT commands
in ACT — PRE — ACT (APA), we can control the number and
addresses of the simultaneously activated rows in a subarray.
These works [56,57] hypothesize that to simultaneously activate
2N rows, N decoders in the hierarchical row decoder need to
have asserted immediate signals (e.g., asserting intermediate
signals in two decoders activates 2> = 4 rows simultaneously).
In our tested DRAM chips, the hierarchical row decoder cir-
cuitry consists of 5 decoders (the same as prior works [56,57]),
and thus, we can simultaneously activate up to 2° = 32 rows.
Due to space limitations, we refer the reader to these prior
works [56,57] for more details on the hypothetical row decoder
circuitry in DRAM chips and how this row decoder design
allows simultaneous activation of multiple rows.

Key Idea. Fig. 5 shows the command sequence for true random
number generation in COTS DRAM chips using SiMRA and
eight DRAM cells connected to a bitline. The memory con-
troller issues each command (shown in orange boxes below the
time axis) at the corresponding tick mark, and asserted signals
are highlighted in red. Initially, four cells (RO, R2, R4, and R6)
have a voltage level of VDD, and the remaining four cells (R1,
R3, R5, and R7) ground (GND), and the bitline has a voltage
level of VDD/2 (@). To ease understanding, in Fig. 5, we as-
sume that ACT — PRE — ACT simultaneously activates eight
rows (i.e., all rows from RO to R7).

@ Initial State (Precharged) . @ Multiple-row ACT . @ Random Number

(Charge-sharing) Generation

VDD VDD/2 ~VDD/2 VDD

RO
el
v @~
LY
GN6| Sense Ampliﬁerl

(Cacr ( PRE* ) ACT* ) *Assume this command shquence

simultaneously activates eight rows (RO to R7)
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R1
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[Sense Amplifier] [Sense Ampliﬁer]

< <3ns =<- <3ns 3

Figure 5: Command sequence for true random number generation
in COTS DRAM chips using SiMRA and the state of cells during
each related step.

To generate random numbers, we first issue one
ACT — PRE — ACT command sequence (@). Doing so ac-
tivates eight cells simultaneously and enables charge-sharing

between them and their bitline. Hence, the bitline voltage per-
turbation is affected by the simultaneously activated eight cells,
where four of them try to pull up the bitline voltage and the
remaining four try to pull down the bitline voltage. As a result,
these opposing contributions of simultaneously activated cells
can randomly perturb the bitline from the reference voltage
~VDD/2 (@). The sense amplifier then kicks in and tries to
amplify the voltage on the bitline, which results in sampling
a random value based on random perturbations on the bitline
voltage [50, 53]. For example, the single depicted bitline is
randomly sampled as VDD in this figure (€). Finally, we send
a PRE command to complete the process.

4.2. COTS DRAM Chip Characterization Results

Effect of the Number of Simultaneously Activated Rows.

Fig. 6 shows the distribution of the average cache block entropy

(y-axis) for varying numbers of simultaneously activated rows

in a box and whiskers plot.> Each subfigure in Fig. 6 repre-

sents a different chip density and die revision pair. We make

Observations 1-3 from Fig. 6.
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Figure 6: The effect of DRAM architecture (chip density & re-
vision) and the number of simultaneously activated rows on the
distribution of average cache block (512-bit) entropy.
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Observation 1. SIMRA can generate random values with all
tested numbers of simultaneously activated rows.

We observe that across all tested chips, SIMRA can generate
22.87, 25.17, 29.47, 34.54, and 40.41 average cache block
entropy with 2-, 4-, 8-, 16-, and 32-row activations, respectively.
Observation 2. Entropy tends to increase with the number of
simultaneously activated rows.

We observe that in 8Gb A-die and 4Gb M-die chips, the
average cache block entropy increases by 2.51x on average
when we increase the number of simultaneously activated rows
from 2 to 32. However, in 4Gb A-die chips (middle subplot),
there is no strong correlation between the number of activated
rows and cache block entropy as the entropy initially decreases
until the number of rows reaches 16 and then increases when
moving from 16- to 32-row activation.

We hypothesize that this could be due to two reasons. First,
as it is impractical to test all possible data patterns for a higher
number of row activations (e.g., 16- or 32-row activation), it is
possible that we could not find the best data pattern to achieve
the highest entropy. However, for a lower number of row ac-
tivations (e.g., 2-row activation), we explore nearly all data
patterns since it is more feasible to explore all data patterns,
and thus, it is more likely that we find the best data pattern to

2In a box-and-whiskers plot, the box is lower-bounded by the first quartile
and upper-bounded by the third quartile. The box size is the distance between
the first and third quartiles. Whiskers show the minimum and maximum values.
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achieve the highest entropy. Second, many components in the
DRAM circuitry could vary for each chip density & die revision
pair, resulting in a different interaction between entropy and the
number of simultaneously activated rows. For example, the row
decoder circuitry may not fully drive the wordlines when more
rows are activated, or the sense amplifier’s safety margin could
be wider in one DRAM architecture compared to others. We
call for future circuit-level and device-level research to funda-
mentally understand and gain more insights into how different
DRAM components could affect SIMRA’s entropy.
Observation 3. DRAM architecture (especially chip density)
significantly affects SIMRA’s entropy.

We observe that while 8Gb A-die has an average cache
block entropy of 37.62 across all numbers of activated rows,
4Gb A-die and M-die have 25.06 and 16.83, respectively.
We hypothesize this could be due to two reasons. First,
newer (and denser) chips are more susceptible to read distur-
bance [64,74,85,90-110], which could increase the noise on
bitline voltage and result in increased entropy, compared to
chips with lower density. Second, as discussed in Observa-
tion 2, the significant entropy variation observed across DRAM
chip densities could be due to differences in their underlying
DRAM microarchitectures (i.e., DRAM chips of different den-
sities could employ different DRAM microarchitectures).

Takeaway 1. SiIMRA’s entropy generally increases as the
number of simultaneously activated rows increases. Entropy
and its interaction with the number of simultaneously acti-
vated rows varies across DRAM microarchitectures.

Data Pattern Dependence. Fig. 7 shows the distribution of
average cache block entropy (y-axis) across all tested DRAM
chips for different numbers of simultaneously activated rows
(subplots) with tested numbers of logic-1s in the data pattern
(x-axis). We make Observation 4 from Fig. 7.
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Figure 7: Effect of the number of logic-1s in the data pattern on
the distribution of average cache block entropy.
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Observation 4. The average cache block entropy significantly
varies across tested numbers of logic-1s for every number of
row activations.

We observe that 2-, 4-, 8-, and 16-row activations produce the
highest average cache block entropy when the data pattern has
an equal number of logic-1s and logic-0s, which are 446.19x,
1.44x, 1.10x, and 1.03 x higher than the second highest aver-
age cache block entropy point, respectively. That is, the closer a
data pattern is to the middle on the x-axis, the higher the entropy.
For 32-row activation, the highest average cache block entropy
is produced at data pattern with 17 logic-1s, 1.01x higher than

the data patterns with 16 logic-1s. We hypothesize that data
patterns that contain equal numbers of logic-1s and logic-0s (or
one more logic-1) result in a small differential voltage. During
charge sharing, logic-1 cells attempt to raise the bitline voltage,
while logic-0 cells attempt to lower it. Thus, the bitline voltage
converges to the reference voltage, and the differential voltage
is well below the sense amplifier’s reliable sensing margin. Con-
sequently, the sense amplifier fails to reliably sense & amplify,
and thus, non-deterministically settles to logic-1 or logic-0.

Takeaway 2. Data pattern significantly affects SIMRA’s
average cache block entropy.

Temperature. In this experiment, we use a single SAR group
with the configuration (defined by the combination of test pa-
rameters used, e.g., data pattern) that achieves the highest cache
block entropy for varying numbers of row activations in three
tested modules, each from a different chip density & die revi-
sion. We select each module that achieves the highest average
cache entropy among all chips of the same chip density & die
revision and test each SAR group 100 times.

Fig. 8 shows the average cache block entropy, with error bars
representing the range across all tested DRAM modules for
five DRAM chip temperature levels: 50°C, 60°C, 70°C, 80°C,
and 90°C. The figure clusters boxes into five groups based on
the number of simultaneously activated rows (x-axis). In each
cluster of boxes, temperature increases from left to right. We
make Observation 5 from Fig. 8.
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Figure 8: Average cache block entropy at five temperature levels
as a function of number of simultaneously activated rows.

Observation 5. Entropy decreases as temperature increases for
almost every number of row activations.

For example, for 32-row activation, as the temperature in-
creases from 50°C to 90°C, average cache block entropy de-
creases by 1.53x. We hypothesize that a high temperature could
reduce the threshold voltage of access transistors and, thus,
change the behavior of the charge-sharing operation (e.g., by
making cells share their charge more and faster) [57,111,112].
As a result, the best parameters (e.g., data pattern, timing pa-
rameters) to achieve the highest entropy could vary for different
temperature levels.

Takeaway 3. DRAM chip temperature significantly affects
SiMRA’s average cache block entropy.

Spatial Variation Across DRAM Subarrays. In this exper-
iment, we categorize each tested subarray into three groups
based on its location in a bank: Beginning (i.e., the first 1/3
subarrays of a bank), Middle (i.e., the second 1/3 subarrays of a



bank), and End (i.e., the last 1/3 subarrays of a bank).

Fig. 9 shows the distribution of average cache block entropy
(y-axis) across subarrays for varying numbers of simultaneously
activated rows (x-axis) based on the subarray’s location in a
bank (hue). We make Observations 6 and 7 from Fig. 9.
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Figure 9: Distribution of average cache block entropy based on
the location of a DRAM subarray in a DRAM bank.

Observation 6. The average cache block entropy significantly
varies based on the subarray’s location in a bank.

We observe that the subarray’s location in a bank can lead
to variations in the average cache block entropy. The average
point of each bar’s average cache block entropy (i.e., the average
of each bar, white circles in Fig. 9) varies up to 1.31x for 2-
row activation, 1.11x for 4-row activation, 2.20x for 8-row
activation, 2.74 x for 16-row activation, and 2.51 x for 32-row
activation.

Observation 7. Each number of row activations has a different
average cache block entropy variation trend.

We observe that in 2- and 4-row activations, when we get
closer to the end of the bank, average cache block entropy
consistently decreases. However, this trend is different for 8-,
16-, and 32-row activation: subarrays in the middle of the bank
have the lowest average entropy while subarrays at the end of
the bank have the highest average entropy.

Takeaway 4. Average cache block entropy is significantly
affected by spatial variation across DRAM subarrays.

5. SIMRA-TRNG

We demonstrate the potential of using simultaneous multiple-
row activation (SiMRA) as the entropy source for a TRNG by
developing and evaluating a new TRNG design, SIMRA-TRNG.
SiMRA-TRNG Design. SIMRA-TRNG generates true random
numbers using four DRAM banks in five steps: 1) selecting a
high-entropy SAR group based on our characterization data, 2)
initializing DRAM rows by performing the RowClone opera-
tion [54,62,72] in quick succession in four DRAM banks, 3)
performing APA on the selected SAR to generate random bits in
sense amplifiers in four DRAM banks concurrently, 4) reading
from four DRAM banks until 256 bits of Shannon Entropy is ob-
tained,* and 5) post-processing the extracted bitstream using the
SHA-256 cryptographic hash function [78] to eliminate the bias

3DRAM manufacturers use mapping schemes to translate logical (memory-
controller-visible) addresses to physical row addresses [60,91, 113-126]. To
account for in-DRAM row address mapping, we reverse engineer the physical
row address layout in all chips, following the prior works’ methodology [64, 90,
92,99].

4We observe that 256-bit Shannon entropy is required as an input for the
SHA-256 function for generating a 256-bit true random number.

and correlation and provide protection against environmental
changes and adversarial tampering [13,75,76] (see §2.3).
Quality. We evaluate the quality of SIMRA-TRNG using the
NIST Statistical Test Suite (NIST STS) tests [59]. To maintain
a reasonable testing time, we test random bitstreams from three
DRAM modules, each from a different chip density and die
revision pair. For each number of simultaneously activated
rows (2-, 4-, 8-, 16-, and 32-row activation), we extract a 1
Gb bitstream from the highest-entropy SAR group, partition the
bitstream into 1 Mb sequences, and test 1024 sequences per
SAR group.

Observation 8. Random numbers generated with SIMRA and
post-processed with the SHA-256 function pass all NIST STS
tests. We conclude that SiIMRA-TRNG reliably produces high-
quality true random bitstreams for all tested numbers of simul-
taneously activated rows.

Latency. We evaluate the latency of true random number gener-
ation by measuring the time required for three key operations:
1) performing N RowClone operations to initialize the N si-
multaneously activated rows (e.g., for 2-row activation-based
SiMRA-TRNG, we perform two RowClone operations) in four
DRAM banks, 2) executing the APA command sequence to ac-
tivate a SAR group that has the highest entropy in four DRAM
banks, and 3) reading random values from the sense amplifiers
and post-processing them with SHA-256.

Observation 9. To generate first 256-bits of random numbers,
the latencies for SiIMRA-TRNG designs based on 2-, 4-, 8-, 16-,
and 32-row activation are 164.9ns, 254 9ns, 434.9ns, 794.9ns,
and 1514.9ns, respectively.

Throughput. We analytically model the throughput of SIMRA-
TRNG for varying numbers of simultaneously activated rows
based on two key factors: 1) Npjocr, the number of 256-bit
Shannon entropy blocks available in the highest-entropy SAR
group,* and 2) Lygyg, the latency of true random number gen-
eration in four DRAM banks. SIMRA-TRNG’s throughput per
DRAM module for each number of row activations is equal to
(256 X Npjoer)/ LTrNG Dits per second.

Fig. 10 shows the throughput of SIMRA-TRNG, with error
bars representing the range across all tested DRAM modules.
Each module’s throughput for varying numbers of activated
rows is normalized to the state-of-the-art DRAM-based TRNG,
QUAC-TRNG (i.e., 4-row activation) [53]. We make two key
observations from Fig. 10.
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Figure 10: Throughput of generating true random numbers us-
ing SIMRA, normalized to state-of-the-art DRAM-based TRNG,
QUAC-TRNG (i.e., 4-row activation) [53].

Observation 10. SIMRA-TRNG designs based on 2-, 8-, 16-,
and 32-row activation outperform the state-of-the-art DRAM-
based TRNG (QUAC-TRNG [53], which uses 4-row activation).

SiMRA with 2-, 8-, 16-, and 32-row activations achieve up



to 1.15x%, 1.99%, 1.82x, and 1.39x higher throughput than
the state-of-the-art, QUAC-TRNG [53], respectively. We also
observe that 2-, 4-, 8-, 16-, and 32-row activation-based SiIMRA-
TRNG designs achieve average throughputs of 9.90 Gbps,
13.81 Gbps, 16.05 Gbps, 13.94 Gbps, and 10.81 Gbps, re-
spectively.

Observation 11. There is a tradeoff between TRNG latency and
the entropy produced by SIMRA.

While simultaneously activating more rows tends to generate

more entropy than activating fewer rows, it also increases the
TRNG latency. For example, in all tested DRAM chips, 32-row
activation achieves higher average cache block entropy than
16-row activation. However, the higher entropy observed with
32-row activation does not lead to a higher throughput as the
latency of initializing the simultaneously activated rows is also
doubled compared to 16-row activation (i.e., initializing 16 rows
vs. 32 rows).
Takeaway 5. SiMRA-TRNG outperforms the state-of-the-
art DRAM-based TRNG in terms of throughput and offers
a promising approach to generating true random numbers
with high throughput.

6. Related Work

This is the first work to characterize the use of the simultaneous
multiple-row activation for varying numbers of simultaneously
activated rows as a TRNG substrate in COTS DRAM chips.
DRAM-based TRNGs [27,47-53,79]. These works propose
DRAM-based TRNGs using retention failures [47,79], DRAM
start-up values [48, 49], timing failures [50, 51], the unpre-
dictability in DRAM command schedules [52]. The state-of-the-
art DRAM-based TRNG [53] generates true random numbers
in COTS DDR4 chips by simultaneously activating four rows.
Our study generalizes this finding and shows that simultane-
ously activating 2, 8, 16, and 32 rows generates high-quality
true random numbers and can achieve higher throughput than
the state-of-the-art. DR-STRaNGe [27] provides end-to-end
system design for DRAM-based TRNGs.

SRAM- and FLASH-based TRNGs [127-141]. SRAM-based
TRNG designs exploit randomness in startup values [127-135,
137, 138] and randomness caused by reduced supply voltage
when reading data [136]. Flash-based TRNGs use random
telegraph noise in flash memory devices as an entropy source
(up to 1 Mbit/s) [139-141].

Multiple-Row Activation in COTS DRAM Chips [35,53-57,
63,71,72,74]. Several experimental works on real DRAM chips
demonstrate that COTS DRAM chips can activate more than one
DRAM row simultaneously or sequentially in quick succession
by violating specific DRAM timing parameters. These works
show that COTS DRAM chips can 1) perform bulk bitwise
operations (e.g., AND and NOT) operations [35,54-57,71], 2)
copy one row’s content into one or more rows [54,56,57,72]
and 3) can concurrently refresh two rows in two subarrays [63].
These works [35,53-57,63,71,72,74] are inspired by and based
on RowClone [62] and Ambit [34,67]. RowClone [62] and
Ambit [34,67] demonstrated using circuit theory, first principles,

and simulation that DRAM chips can perform data copy &
data initialization and bulk bitwise operations via multiple-row
activation.

Experimental Characterization and Analysis of COTS
DRAM Chips. Various prior works [64,71, 74, 85,90-110,
117,119,121, 125, 142-158] analyze different phenomena in
COTS DRAM chips using FPGA-based infrastructures like
DRAM Bender [71, 80] & SoftMC [81,82]. Understanding the
interaction of these effects with SIMRA-TRNG or the use of
these effects for better TRNG can be avenues for future work.

7. Conclusion

We experimentally demonstrated and analyzed the potential
and benefits of using the simultaneous multiple-row activation
(SiMRA) phenomenon in COTS DRAM chips to generate true
random numbers. Through an extensive characterization using
96 DDRA4 chips, we showed that 1) using SIMRA as a TRNG
substrate achieves higher throughput than the state-of-the-art
DRAM-based TRNG and 2) the number of simultaneously acti-
vated rows, data patterns, temperatures, and spatial variations
significantly affect the SIMRA’s entropy. To facilitate future re-
search in using DRAM for novel purposes and discovering new
capabilities of DRAM chips, we freely open source our infras-
tructure at https://github.com/CMU- SAFARI/SiMRA-TRNG.
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