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ABSTRACT—Security analysts are under growing pressure
to assess increasingly complex and high-volume vulnerabili-
ties. Recent advancements have shown that Large Language
Models (LLMs) offer a promising solution by automating key
aspects of this process through advanced natural language
understanding. In this study, we evaluated four state-of-the-
art LLMs—ChatGPT, Claude, Gemini, and DeepSeek—across
twelve prompting techniques (PT) to assess their effectiveness
in interpreting semi-structured and unstructured vulnerability
information. As a practical use case, we investigate each model’s
ability to predict decision points within the Stakeholder-Specific
Vulnerability Categorization (SSVC) framework, a widely used
method for guiding response actions. Specifically, we focus on
the four core SSVC decision points: Exploitation, Automatable,
Technical Impact, and Mission & Wellbeing.

We leveraged a sample of 384 real-world vulnerabilities from
the VulZoo dataset to evaluate the performance of each LLM
across twelve PTs, including One-shot, Few-shot, and Chain-of-
Thought. Over 165,000 LLM queries were issued to assess their
predictive accuracy. Model responses were evaluated using F1-
scores for each SSVC decision point (SDP), and weighted and
unweighted Cohen’s Kappa metrics for SSVC decision outcomes
(SDO). Our results show that Gemini consistently outperformed
the other models, demonstrating superior performance on three
out of four SDPs and yielding the highest number of correct
recommendations. PTs that included exemplars generally led to
improved accuracy, although all models exhibited difficulty with
certain SDPs. Notably, only DeepSeek achieved fair agreement
under weighted metrics, and all models showed a tendency to
over-predict risk levels.

Our results suggest that while LLMs cannot yet replace expert
judgment, certain LLM-PT combinations demonstrate moderate
efficacy in specific decision areas in the SSVC vulnerability
framework. When used appropriately, LLMs can serve as ef-
fective aids in vulnerability prioritization workflows, helping
security analysts respond more efficiently to emerging threats.

I. INTRODUCTION

Effective vulnerability management is critical for organi-
zations aiming to mitigate cybersecurity threats and mini-
mize risk exposure. A core challenge within this process
is vulnerability prioritization—the task of determining which
vulnerabilities require immediate attention and which can be
deferred. Traditionally, this task has relied on manual or semi-
automated processes within the broader vulnerability manage-
ment lifecycle. These methods often require specialized tools
and expert judgment to interpret alerts and assess potential

impacts, making the process both resource-intensive and time-
consuming [1]. Under high-pressure conditions, this burden
can lead to misclassifications, delayed responses, or missed
critical threats.

To address these limitations, researchers have turned to
machine learning and deep learning techniques [2], [3l], [4],
[S)]. These models use historical data to classify and prioritize
vulnerabilities based on statistical patterns. However, three
key limitations remain: (1) a scarcity of large-scale, high-
quality labeled datasets [6]; (2) high dependency on the
distribution and completeness of training data, which hinders
generalization to novel vulnerabilities [7]]; and (3) difficulty
adapting to evolving threats, including zero-day exploits and
emerging attack vectors [8].

Recently, LLMs like ChatGPT, Claude, Gemini, and
DeepSeek have emerged as promising tools for automating
vulnerability analysis. Pre-trained on vast textual corpora,
these models can interpret unstructured and semi-structured
data with minimal reliance on manual labeling [9]. LLMs
have shown strong performance in related security domains,
including source code analysis [10] and threat intelligence
classification [[11]], suggesting their potential for vulnerability
prioritization.

In this paper, we present the first systematic evalua-
tion of four state-of-the-art LLMs—ChatGPT 4o0-mini (Chat-
GPT), Claude 3 Haiku (Claude), Gemini Flash 1.5 (Gemini),
and DeepSeek R1 (DeepSeek)-across twelve PTs for auto-
mated vulnerability prioritization. We ground our analysis in
the Stakeholder-Specific Vulnerability Categorization (SSVC)
framework [?], [12]], [13], where analysts assess the four
key SSVC decision points (SDPs): Exploitation, Automation,
Technical Impact, and Mission & Wellbeing, leading to priori-
tized SSVC decision outcomes (SDOs): Track, Track*, Attend,
or Act (cf. Table [V).

Despite their potential, LLMs have not been systematically
evaluated for their utility in supporting security analysts in
context-aware vulnerability prioritization. To fill this gap, our
study investigates the effectiveness of LLMs across 12 PTs in
classifying SDPs. Specifically, we aim to answer the following
research questions:

« RQ1: Which LLM demonstrates the highest accuracy

in analyzing vulnerability data to recommend SDP re-
sponses?



« RQ2: How accurately do LLM-generated SDPs, when
processed through the SSVC decision tree, lead to correct
SDOs?

« RQ3: To what extent does the choice of PT influence the
performance of LLMs in vulnerability analysis tasks?

+« RQ4: For each SDP, which LLM and PT combination
results in the best predictive performance?

o RQ5: Do LLMs suffer from recommending false positive
or false negative SDOs?

To address these research questions, we developed a crawl-
ing and analysis framework (§ that presents the first sys-
tematic evaluation of four state-of-the-art LLMs across twelve
PTs for automated vulnerability prioritization. Our evaluation
leverages a sample of 384 real-world vulnerabilities, curated
from VulZoo [14] and annotated in Vulnrichment [[15]], which
constitutes the ground truth dataset for this study. In total,
we executed over 165,000 LLM queries and assessed model
performance using F1-scores and Cohen’s Kappa coefficient
to measure agreement with the SSVC ground truth.

Our key contributions are as follows:

o Comprehensive benchmarking and comparative anal-
ysis. We conducted a large-scale empirical study eval-
uating four LLMs across 12 PTs on 384 real-world
vulnerabilities (§ [[lI-G). Gemini achieved the highest F1-
score of 0.79 for Exploitation, and was the only model
to generate a majority of correct SDOs.

« Evaluation of PTs. We found that exemplar-based PTs,
such as Chain-of-Thought (CoT) and Few-shot with Ex-
planation (FSWE), yielded the best results, with FSWE
reaching an Fl-score of 0.75 (§ [[V-C).

o Analysis of failure cases in LLM predictions. We
examined the potential of false positive and false negative
limitations in LLM-driven vulnerability prioritization and
emphasized the need for security analysts to remain
critical in decision-making oversight (§ [V-E). We found
that all analyzed LLMs generated more false positives
than false negatives SDOs, with Claude (8.9K), DeepSeek
(26.6K), and ChatGPT (6.3K) producing more false pos-
itives than correct responses. Only Gemini (22.2K true
positives vs. 11.9K false positives) achieved a majority
of correct SDO predictions.

Our study highlights the current strengths and limitations of
LLMs in operationalizing SSVC-based vulnerability prioriti-
zation. We provide actionable insights on selecting LLM—-PT
pairings for different SDPs. While these models are not yet
reliable enough to replace human analysts, they can augment
decision-making pipelines when configured appropriately.

II. BACKGROUND

Vulnerability prioritization frameworks provide structured
methodologies to assess and prioritize security vulnerabilities
based on their severity, potential impact, and likelihood of
exploitation. These frameworks enable organizations to make
informed, risk-based remediation decisions and to optimize the
allocation of security analyst resources [16].

This section elaborates on three widely adopted vulnera-
bility prioritization frameworks that differ in scope, decision
support, and contextual awareness.

A. Common Vulnerability Scoring System (CVSS)

The CVSS is a framework for describing the traits and
impacts of vulnerabilities [17]. The CVSS comprises three
metric groups: (1) Base, reflecting invariable traits of the
vulnerability; (2) Temporal, reflecting traits that may change
over time but not user environments; and (3) Environmental,
reflecting traits specific to the user environment [17]. While
it is a detailed system for capturing key data for a given
vulnerability, the CVSS does not recommend a tailored action
for security analysts to take in response to a vulnerability.

The CVSS produces a severity score ranging from 0.1
to 10.0. However, it does not prescribe tailored remediation
actions. Security analysts must often rely on static thresholds
(e.g., scores above 7.0) to determine the urgency of a response.
This arbitrary cutoff can be problematic when multiple vul-
nerabilities exceed the threshold, limiting the precision and
effectiveness of prioritization strategies [18].

B. Exploit Prediction Scoring System (EPSS)

The EPSS attempts to forecast the likelihood that a given
vulnerability will be exploited within the next 30 days [19].
Given that only 2% - 7% of vulnerabilities are exploited, the
goal is to best allocate response efforts to those vulnerabilities
most likely to be exploited [20]. Over 1000 data points are
used to calculate an EPSS score via a machine learning model,
including vulnerability datasets, social media activity, and
offensive security tool developments [21].

Although EPSS provides valuable predictive insights into
exploitation likelihood, it lacks contextual awareness regarding
the business impact of a vulnerability. Consequently, while
it informs about the urgency of a potential exploit, it does
not assist security analysts in understanding the operational
significance or potential harm of the vulnerability to their
specific environment [18]].

C. Stakeholder-Specific Vulnerability Categorization Frame-
work

To provide tailored vulnerability prioritization recommen-
dations, the SSVC framework was developed by CISA and
Carnegie Mellon University [22]. The SSVC enables organi-
zations to move beyond generic severity scores by guiding
analysts through a structured decision-making process that
accounts for operational context, risk tolerance, and mission-
critical assets.

At the core of the SSVC are the four SDPs, which security
analysts assess to classify the severity and urgency of a
vulnerability:

1) Exploitation: Assesses whether the vulnerability is cur-
rently being exploited or has credible reports of exploita-
tion in the wild.

2) Automatable: Determines the extent to which the ex-
ploitation process can be automated, which may impact
how quickly the threat can spread or be weaponized.



3) Technical Impact: Evaluates the potential damage the
vulnerability could cause, such as loss of confidentiality,
integrity, or availability of critical systems.

4) Mission & Wellbeing: Reflects the potential harm to the
organization’s mission or human wellbeing if the vul-
nerability is exploited, emphasizing contextual impact
beyond technical considerations.

These SDPs are processed through a decision tree to yield
one of four SDOs (further explained in Table [V] in Ap-

pendix [B):

1) Track: Monitor the vulnerability but defer action unless
the context changes.

2) Track*: Monitor more closely; reassessment may be
needed soon.

3) Attend: Take some action, such as deploying mitigations
or reviewing exposure.

4) Act: Immediate remediation is required, typically via
patching or isolation.

In practice, security analysts use the SSVC to triage vul-
nerabilities in line with their organizational risk posture. For
example, a vulnerability with active exploitation, high techni-
cal impact, and significant mission implications in a critical
infrastructure setting (e.g., a power plant) would likely result
in an Act decision, prompting immediate remediation efforts.

Because the SSVC relies on manual classification of the
SDPs, it offers fine-grained and context-aware prioritization,
though at the cost of scalability, especially for organizations
managing thousands of vulnerabilities [23]]. Despite this limi-
tation, the SSVC complements traditional scoring systems by
delivering structured and actionable guidance [24]].

The need for automating SSVC with LLMs. Given
the labor-intensive nature of SSVC assessments, automating
this process using LLMs presents a compelling opportu-
nity. To illustrate this, we applied the SSVC framework to
CVE-2018-0151, a remote code execution vulnerability
with confirmed exploitation. We simulated a scenario within a
critical infrastructure environment, assigning a High value to
the Mission & Wellbeing SDP due to potential harm to human
life.

Vulnerability data were sourced from VulZoo, encompass-
ing both semi-structured and unstructured information, and
formatted according to prompt engineering recommendations.
Using CoT prompting and contextual exemplars, we queried
Gemini [25] through the OpenRouter API [26]]. To account for
LLM output variability, we conducted three independent trials
per prompt.

We then evaluated Gemini’s performance using F1-scores
across all four SDPs. For the Exploitation SDP, Gemini
achieved a harmonic mean Fl-score of 0.79, demonstrating
strong consistency and predictive capability. This shows that,
with well-structured prompts, LLMs can effectively automate
SSVC decision-making, significantly reducing analyst work-
load and improving the speed and precision of vulnerability
triage. Further methodological details are provided in §

D. Related Work

In this section, we present a summary (cf. Table [I) of the
literature in the field of artificial intelligence for vulnerability
management.

Machine Learning for Vulnerability Analysis and Pri-
oritization. Security researchers have extensively leveraged
machine learning and deep learning models to perform vul-
nerability analysis and prioritization. Ghaffarian et al. [27]]
categorize these approaches into three main types: (1) Su-
pervised Learning, where models are trained to infer specific
functions by pairing inputs with desired outputs; (2) Unsu-
pervised Learning, where models infer relationships within
datasets without predefined labels; and (3) Reinforcement
Learning, where models learn and adjust behavior based on
reward functions to achieve desired outcomes. For instance,
Harer et al. [28] demonstrated that machine learning models
could effectively detect vulnerabilities in C and C++ code
using static analysis results as ground truth. Similarly, Tanga
et al. [29] found that unsupervised learning models were
effective in discriminating between benign and malicious
network traffic, highlighting their potential for detecting novel
and zero-day vulnerabilities due to their independence from
predefined ground truth datasets. Hore et al. [30] developed
Deep VULMAN, a reinforcement learning-based framework
for dynamically prioritizing security threats and allocating
resources, addressing the limitation of prior research that
treated vulnerability triaging as a one-time decision process,
which is suboptimal in the dynamic real-world context of
vulnerabilities.

Vulnerability categorization with LLMs. The use of
LLMs for evaluating software vulnerabilities and suspicious
network or system activity is an emerging area of research.
One line of work focuses on Bidirectional Encoder Repre-
sentations from Transformers (BERT), where content before
and after a particular text is processed to derive contextual
awareness, making it suitable at recognizing the syntax and
semantics of language [35]. An example of this is CVSS-
BERT [31]], which maps vulnerability descriptions to CVSS
vector string values, achieving a strong F1-Score performance.
Yin et al. [32] introduced ExBERT, a model capable of
determining the likelihood of vulnerability exploitation from
descriptions with high accuracy. Another line of research
explores Generative Pre-trained Transformers (GPT), where
next-word prediction functionality for a sequence of text
allows for inferences to be developed between key terms and
concepts [36]. Oniagbi [33]] demonstrated the utility of LLMs
in analyzing Security Information and Event Management
(SIEM) data and classifying events as “Interesting” or ‘“Not
Interesting”. Shaswata et al. [34] developed Locallntel, a GPT-
3.5-turbo-based framework that combines global vulnerability
knowledge with local organizational context to provide tailored
vulnerability assessments.

Differentiation of our work. Table | highlights the research
gap and differentiates our work from existing literature. As dis-
cussed, while prior studies demonstrate the potential of LLMs



Related Work Vulnerability Prioritization Framework

Considers Organizational Context Uses Off-the-Shelf LLMs

Ghaffarian et al. [27] General ML categorization No No

Harer et al. [28] ML-based vulnerability detection No No

Tanga et al. [29] Anomaly detection No No

Hore et al. [30] ML for dynamic prioritization Some (dynamic nature) No

CVSS-BERT [31] CVSS vector mapping No No

Yin et al. [32] Exploitation likelihood prediction No No

Oniagbi [33] SIEM event classification Some (SIEM data) Yes

Locallntel [34] Tailored vulnerability assessments Yes Yes (one LLM)

Our Work SSvC Yes Yes (multiple LLMs)

TABLE I: Summary and comparison of related work.

for vulnerability detection, they generally do not employ vul-
nerability prioritization frameworks that explicitly account for
individual organizational contexts, such as the SSVC. Further-
more, although custom LLMs exhibit promise, organizations
may lack the requisite resources to train, host, and maintain
such models [37], thus favoring readily available, off-the-shelf
solutions. This disparity underscores the need for research that
leverages off-the-shelf LLMs to deliver actionable, context-
aware vulnerability prioritization recommendations.

III. METHODOLOGY

Our study seeks to broadly explore the capability of the
mainstream LLMs for vulnerability prioritization. Figure
explains our data collection and analysis pipeline.

A. Vulnerability Datasets and Processing Pipeline

1) Vulnrichment: Annotated SSVC Dataset: The Vulnrich-
ment dataset [38]] is an annotated repository of real-world
software vulnerabilities maintained by the U.S. Cybersecurity
and Infrastructure Security Agency (CISA). As of November
22,2024, Vulnrichment contained 45,621 curated vulnerability
records, each indexed by a unique CVE identifier. The dataset
is specifically designed to support SSVC-based risk assess-
ment workflows, offering security analysts a pre-annotated
subset of CVEs with fields aligned to the SSVC decision-
making model.

Each record in the dataset includes several key SSVC-
relevant attributes:

o CVE ID: A globally unique identifier from the MITRE
CVE program, used to reference specific vulnerabilities.

e SSVC Technical Impact: A qualitative assessment de-
scribing the severity of the vulnerability’s impact on
confidentiality, integrity, or availability.

« SSVC Exploitation: A binary or categorical indicator
denoting whether the vulnerability is known to be actively
exploited in the wild.

e« SSVC Automatable: A classification of whether the
exploitation process can be automated, which informs
propagation risk and exploitation scale.

Given the alignment between these fields and the SSVC
framework, Vulnrichment serves as a suitable, albeit partial,
ground truth dataset for training and evaluating SSVC de-
cision point (SDPs) predictions. However, it does not in-
clude values for the Mission & Wellbeing (M&W) decision

point, which is inherently stakeholder-specific and context-
dependent.

2) Handling Missing Mission & Wellbeing Data: The ab-
sence of stakeholder-specific M&W values in Vulnrichment
poses a challenge for complete SSVC evaluation. To approxi-
mate real-world usage, we introduced Mission & Wellbeing
Stand-ins (MWSs) to simulate different organizational risk
profiles. This approach is consistent with prior SSVC use
cases [24], where analysts define M&W levels based on
organizational mission criticality.

We designed three MWSs representing common organiza-
tional risk scenarios (further detailed in Appendix [C): (1)
High-risk scenario: Critical infrastructure settings (e.g., power
plants), where exploitation could endanger human life or na-
tional security. (2) Medium-risk scenario: Organizations with
high business continuity demands (e.g., supermarkets), where
service disruption would cause significant economic impact.
(3) Low-risk scenario: Low-priority environments (e.g., leisure
centers), where impact is minimal or isolated.

Each MWS was embedded into the system prompt during
LLM queries to guide contextual reasoning. This enabled
LLMs to simulate tailored M&W decisions based on organi-
zational characteristics. For example, in a power plant context,
an LLM should reasonably infer a High M&W classification,
reflecting elevated safety and operational risks. This strategy
enabled consistent simulation of real-world analyst judgment
without requiring inaccessible proprietary data.

B. VulZoo Vulnerability Corpus

To supplement Vulnrichment and broaden the range of
LLM-evaluable vulnerability descriptions, we incorporated the
VulZoo dataset [14]]. VulZoo is a large-scale, open-source
vulnerability corpus that aggregates data from 17 independent
sources. It includes a comprehensive collection of 323,839
CVEs, enriched with structured, semi-structured, and unstruc-
tured metadata fields. These include technical descriptions,
exploit details, publication references, affected product data,
and severity indicators [39].

Given the strengths of LLMs in interpreting semi-structured
and unstructured data, VulZoo is particularly well-suited for
evaluating LLM performance under realistic input condi-
tions. For each CVE in our analysis, we extracted relevant
fields—such as vulnerability summary, exploit status, and
impact statements—and formatted them into prompt templates
designed to elicit predictions for each SDP. Prompts were
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Fig. 1: Overview of the vulnerability data collection, processing, prompting, and evaluation pipeline. 384 vulnerabilities were
selected that were common to both the VulZoo and Vulnrichment datasets. Samples were parsed with the PTs and MWSs, and
queried against the LLMs across three trials. Performances were evaluated by: (1) F1-Scores, comparing LLM SDP responses
against Vulnrichment SDP values, with a harmonic mean calculated across the trials for each LLM-PT-SDP combination; and
(2) Cohen’s Kappa, comparing SDOs generated by parsing LLM SDPs and Vulnrichment SDPs through the SSVC decision

tree for each MWS.

structured using twelve PTs including Zero-shot (ZS), Few-
shot (FS), and CoT techniques.

C. Selecting Sample Dataset

Processing all 45,000+ records in Vulnrichment—across
multiple LLMs, PTs, MWSs, and trials—would be compu-
tationally and financially infeasible. To address this challenge
while preserving statistical validity, we adopted a stratified
random sampling approach.

Based on a 95% confidence interval [40], 5% margin of
error, and an estimated response proportion of 50%, we com-
puted a required minimum sample size of 380 vulnerabilities.
We ultimately selected a slightly larger sample of 384 CVE
IDs (cf. Table to ensure balanced representation across
different risk scenarios and to align with related ongoing
research. This sampling approach ensured that our evaluation
was both rigorous and practical, while maintaining generaliz-
ability across the broader vulnerability population.

Parameter | Value
Sample Size 384
Number of PTs 12
Number of LLMs 4
Number of Trials 3
Number of MWSs 3

Total Queries 165,888

TABLE II: Total number of queries sent to OpenRouter.

D. Parsing and Prompting Sample Vulnerabilities

1) PTs: To evaluate LLMs under diverse interaction
paradigms, we utilize a set of PTs informed by the taxonomy
proposed by Tony et al. [41]. PTs are grouped into five major
categories:

1) Root Techniques: Basic, standalone prompts used as a
baseline for LLM performance (e.g., ZS, OS).
Refinement-Based Techniques: Iterative prompting
techniques where model outputs are revised based on
feedback.

Decomposition-Based Techniques: Techniques that
segment complex problems into smaller tasks to improve
reasoning (e.g., step-by-step).

Reasoning-Based Techniques: Prompts that encourage
logical inference, such as CoT.

2)

3)

4)

5) Priming Techniques: Techniques that include cultural
memes to orient the model towards desirable outputs
(e.g., role-play).

Some PTs—such as Progressive Hint and Least-to-Most—
require users to provide feedback or structure sub-tasks in-
teractively across multiple prompts [42]. While these methods
have shown promise in guiding LLMs toward more accurate
outputs, they place a significant burden on the user to act
as a facilitator of the model’s reasoning process. To reduce
cognitive overhead for analysts working in high-pressure en-
vironments, we excluded Progressive Hint and Least-to-Most
PTs from our study. Instead, we focused on single-shot prompt
executions that could feasibly be scaled and integrated into
automated pipelines. The full list of included PTs is provided
in Appendix D]

2) Prompt Engineering and Best Practice Formatting:
Research has shown that the formulation of prompts can
significantly influence LLM performance [43]. To optimize
output quality, we incorporated several best practices from
prompt engineering literature: (1) Imperative Tone—commands
framed in imperative form (e.g., “Return the SSVC decision
point...”) lead to more consistent and accurate outputs. (2)
Positive Phrasing—avoiding negations improves clarity and
model confidence [44]. (3) Acknowledgement of Uncertainty—
prompts encouraged LLMs to respond with Unknown when
insufficient information was present, which mitigates overcon-
fident hallucinations.

In addition, we adopted a structured prompt format using
XML-style tags to clearly delineate instructions, examples,
context, and input data. Prior work [45], [46l, [47] has
shown that structured inputs help LLMs distinguish between
different prompt segments, leading to improved parsing and
interpretability. This tagging schema was consistently applied
across all PTs to reduce variability in model responses and
enhance reproducibility.

E. Selecting, Configuring, and Querying LLMs

1) Model Selection Criteria: To ensure cost-effective and
practically deployable evaluation, we selected LLMs that
demonstrated strong performance on public benchmarks while
maintaining relatively low token cost. Table lists the
models studied in this work. The models include: (1) ChatGPT
4o0-mini, (2) Claude 3 Haiku, (3) Gemini Flash 1.5, and



(4) DeepSeek R1. These models are chosen based on their
availability on widely used cloud platforms—Amazon Web
Services (AWS), Microsoft Azure, and Google Cloud-which
collectively represent over 66% of the global cloud computing
market [48]. This criterion ensures ease of integration into
enterprise IT infrastructures and aligns with the operational
requirements of many organizations.

Due to prohibitive cost constraints, we excluded the
premium-tier models, such as ChatGPT-4o0, Claude Opus 3,
and Gemini Pro 1.5. At the time of writing, these models
range from $6.25 to $90 per million tokens [26], making them
impractical for large-scale academic experimentation.

During this study, DeepSeek released its R1 model [49],
which demonstrated performance comparable to premium-tier
models while maintaining pricing similar to mid-range alter-
natives. This prompted its inclusion as a representative case
to assess whether newer cost-efficient models could bridge the
performance gap, offering enterprise-ready capabilities without
the financial burden of premium APIs.

Model Window | Input | Output | Total

(tokens) | ($/M) G¢/™M) | (/M)
ChatGPT 40-mini 128K 0.15 0.60 0.75
Claude 3 Haiku 200K 0.25 1.25 1.50
Gemini Flash 1.5 M 0.08 0.30 0.38
DeepSeek R1 164K 0.55 2.19 2.75

TABLE III: LLM context windows and pricing, as per [26].
2) LLM Query Strategy: All models were queried using the

twelve selected PTs and evaluated across three independent
trials to account for output variability due to model nondeter-
minism. Each query presented the model with a vulnerability
record formatted using best-practice prompting, and responses
were evaluated for their accuracy in classifying the four SDPs.
Further details of our LLM evaluation pipeline are provided

in § and §
F. Configuring and Querying LLMs

1) LLM Configuration Parameters: To ensure a controlled
and reproducible experimental environment, we accessed all
selected LLMs via the OpenRouter API [26], a unified gate-
way that facilitates access to multiple proprietary language
models. The API allows customization of various decoding
parameters, which influence the randomness and diversity of
model-generated responses. In our experiments, we focused
on the following key parameters: (1) Temperature—controls
the level of randomness in token selection. A temperature of
0 results in deterministic outputs, whereas a value closer to
1 encourages more creative and varied responses [50]. We
set this to 0.7 to balance coherence and diversity. (2) Top-
P (Nucleus Sampling)—instructs the LLM to consider tokens
whose cumulative probability mass does not exceed a specified
threshold. Lower values (e.g., 0.1) lead to more focused and
conservative outputs, while higher values (approaching 1)
increase variability [51]. We used a value of 0.7 to allow
plausible yet contextually consistent predictions. (3) Top-K
Sampling—restricts the model to selecting from the top K

highest-probability tokens at each step. Higher values increase
diversity, while lower values yield more deterministic behav-
ior [52]. We configured this parameter to 50, in line with
recent research showing that this range offers a good trade-off
between novelty and fidelity [S3]], [54].

This parameter configuration (Temperature = 0.7, Top-K =
50, Top-P = 0.7) is comparable to prior LLM benchmarking
work as a balanced strategy to promote output variation
without introducing excessive deviation from contextually
appropriate outputs.

2) Querying LLMs: Given that language models are in-
herently stochastic and can produce different outputs when
queried with the same prompt multiple times. To account for
this non-determinism and evaluate the reliability of model
outputs, we implemented a multi-trial query strategy inspired
by previous LLM evaluation protocols [55].

Each prompt was submitted to each LLM three times per
CVE instance, across all combinations of PT and MWS. This
yielded a robust distribution of outputs for each vulnerability
and allowed us to evaluate consistency, accuracy, and reason-
ing stability. The total number of queries issued is summarized
in Table |lIl and the calculation methodology is visualized in
Figure [2|

To enhance transparency and facilitate traceability of LLM
decision logic, we adopted a structured, two-stage approach
to response generation. Instead of instructing the LLMs to
directly output an SDO, we explicitly prompted them to return
values for each of the four SDPs: Exploitation, Automatable,
Technical Impact, and Mission & Wellbeing.

We then applied the SSVC decision tree to the LLM-
generated SDP values to derive the corresponding SDOs
programmatically. This decoupled process serves several im-
portant purposes. Firstly, it allows analysts to trace how the
final decision was derived from individual risk dimensions.
Secondly, it prevents the model from shortcutting its reasoning
based on heuristics or memorized outcome mappings. Thirdly,
it provides transparency for post hoc auditing and evaluation
of model reliability across specific SDPs.

Our method of LLMs’ configuration and querying mirrors
real-world security workflows, where analysts often assess
each risk dimension individually before deciding on a prioriti-
zation outcome. By mimicking this process, our methodology
not only facilitates rigorous evaluation but also better simulates
how LLMs may be deployed in practical vulnerability triage
pipelines.

G. Evaluating Performance

1) Evaluating SDP Classification Accuracy: To assess how
effectively each analyzed LLM and PT combination can
classify SDPs, we evaluated model outputs against the Vul-
nrichment dataset [15] ground truth. Each LLM response
was compared on a per-SDP basis: Exploitation, Automatable,
Technical Impact, and Mission & Wellbeing.

For this evaluation, we adopted the F1-score metric, widely
used in classification tasks due to its ability to balance
precision and recall. Tt is particularly valuable in contexts



Driver Elevation of
Privilege Vulnerability

Memetic Proxy

Low (Leisure Center)

Gemini Flash 1.5 Trial 2

R1

CVE-2023-23376 12 PTs 3 MWSs 4 LLMs 3 Trials
Windows Common Zero Shot High (Power Plant) 40-mini Trial 0 432
Log File System Chain of Thought Medium (Supermarket Claude 3 Haiku Trial 1 | =
o ’ 9 (Sup ) Queries per CVE ID
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queried 4 distinct LLMs with 165,888 queries via OpenRouter API.

where class imbalance exists or where false positives and
false negatives are of equal concern. The F1-score is formally
defined as:

(precision x recall)

F1-Score = 2 x (D

(precision + recall)

Precision measures the proportion of correctly predicted
positive instances among all predicted positive instances, while
recall measures the proportion of correctly predicted positive
instances among all actual positive instances. The Fl-score
provides a harmonic mean of precision and recall, penalizing
extreme imbalances between the two. Based on machine
learning best practices [56], scores > 0.8 are indicative of
strong performance, while scores between 0.5 and 0.8 suggest
moderate performance.

To ensure reliability across the inherent stochastic nature of
LLM outputs, we conducted three independent trials for each
LLM-PT—CVE combination. We then computed the harmonic
mean of the Fl-scores across these trials. The harmonic
mean is particularly sensitive to low outlier values and less
influenced by high values [57]], making it an appropriate choice
to identify consistently high or low-performing combinations.
This methodology provides a robust comparative analysis of
LLM capability in classifying SDPs, highlighting not only
peak performance but also consistency across multiple runs.

2) Evaluating Agreement on Final SDO Outcomes: To
assess end-to-end decision-making accuracy, we extended our
evaluation to include final SSVC stakeholder decision out-
comes (SDOs). For each vulnerability, we parsed both the
LLM-generated and ground-truth SDP values into the official
SSVC decision tree, which deterministically maps SDP combi-
nations to one of four outcomes: Track, Track*, Attend, or Act.
We then calculated both Weighted and Unweighted Cohen’s
Kappa scores [58] to measure the level of agreement be-
tween the LLM-derived SDOs and the Vulnrichment ground-
truth SDOs across the three Mission & Wellbeing Stand-in
(MWS) scenarios. Unweighted Cohen’s Kappa measures the
raw agreement between two categorical rating sets, correcting
for chance agreement. While Weighted Cohen’s Kappa incor-
porates the severity of disagreement, it assigns partial credit
when predictions deviate slightly from the ground truth. A
Weighted Cohen’s Kappa is useful to identify the extent of the
differences between the LLM SDOs and Vulnrichment SDOs.
For example, if the Vulnrichment ground truth stipulates an
Act outcome, an LLLM that recommends Attend would perform
better than an LLM that recommends Track.

This is particularly important in SSVC, where decisions
have ordinal significance. For example, misclassifying an Act
outcome as Affend is less critical than misclassifying it as
Track. Weighted Kappa allows us to quantify the magnitude
of such errors [58]], offering a more nuanced evaluation of
LLM decision-making quality.

Together, the SDP-level Fl-score and SDO-level Cohen’s
Kappa metrics provide a comprehensive evaluation of how
well each LLM—-PT combination performs both at the fine-
grained classification level and at the holistic prioritization
level. This dual-layer evaluation supports our analysis of
whether LLMs can meaningfully support or augment vulnera-
bility triage workflows in realistic, high-stakes environments.

IV. RESULTS AND ANALYSIS

This section presents the results obtained from our experi-
ments and their relation to the research questions introduced
in Section Comprehensive details and analyses of the
experiments are available in Appendices [E| [F and [G] The
remainder of this section is structured to provide clear and
detailed answers to each of the research questions outlined in
Section [

A. RQ1 Which LLM best analyzes vulnerability data to
accurately recommend SDP responses?

To evaluate each LLM’s effectiveness in vulnerability as-
sessment, we identified the top five performing PT and SDP
combinations based on harmonic mean F1-scores. As shown
in Figure |3] Gemini consistently outperformed other models
across all four SDPs, with especially strong results in Exploita-
tion (0.79, CoT) and Automatable (0.66, CoT). The model
also achieved the highest scores for Technical Impact (0.65,
Self-refine (SR)) and Mission & Wellbeing (0.43, Memetic
Proxy (MP)). These findings align with prior research that
highlights Gemini’s robust performance in text classification
and summarization tasks [39], [60]. Notably, the CoT prompt-
ing technique was highly effective for Gemini, reinforcing its
ability to engage in structured, multi-step reasoning.

In comparison, ChatGPT demonstrated moderate but con-
sistent performance across multiple SDPs. It excelled on
Exploitation and Automatable, particularly with CoT and FS
prompting. This aligns with earlier findings from Isogai et
al. [61]], who reported ChatGPT’s moderate success in clas-
sifying CVSS sub-metrics, many of which map conceptually
to SSVC’s Exploitation and Automatable categories. Similar
to Gemini, ChatGPT performed moderately with PTs such as
OS and FSWE, but also with Self-planning (SP), suggesting



it may require less complex reasoning scaffolds compared to
Gemini or DeepSeek to reach effective conclusions.
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Fig. 3: Top five performing PT and SDP combinations per
LLM. See Appendix [E| for the full dataset.

Claude performed more modestly. Its strongest results hov-
ered near 0.60 Fl-score and were generally achieved through
FS and CoT prompting. These results echo Krag et al’s
findings [62]], where Claude underperformed relative to its
higher-end counterparts in document classification tasks. Al-
though Claude was capable of producing coherent responses,
it showed less consistency across different SDPs and PTs,
suggesting limitations in its reasoning robustness under multi-
context prompts.

DeepSeek R1, while recently released and showing the-
oretical parity with premium models, exhibited more vari-
ability in performance. It scored best on the Exploitation
SDP when paired with reasoning-based PTs such as SP
and Self-consistency (SC), approximately 0.60. This aligns
with DeepSeek’s design, which incorporates explicit self-
verification and error correction mechanisms [63]. However,
its overall results trailed Gemini and ChatGPT. Notably,
DeepSeek’s highest scores were achieved with PTs that mir-
rored its internal architecture—particularly those that encour-
aged decomposition and iterative reasoning—suggesting that
model-specific prompting alignment may be key to optimizing
performance.

PT Insights. CoT prompting emerged as the most effective
technique across multiple models and SDPs, particularly for
Gemini and ChatGPT. FSWE and SC also showed value
when paired with LLMs capable of reflective reasoning (e.g.,
DeepSeek). In contrast, simpler PTs such as ZS or Priming
tended to yield weaker results, reinforcing the importance of
tailored reasoning scaffolds when eliciting structured outputs
from LLM:s.

In a study investigating prompting LLMs to generate unsafe
content, Arrieta et al. noted that less performant LLMs were
less likely to generate unsafe content than DeepSeek [64].
Where DeepSeek performed strongest was on the Exploita-
tion SDP when using the MP, SC, and SP PTs, scoring
approximately 0.6. Mondillo et al. [65] observed that when
comparing DeepSeek to ChatGPT’s ol on a multiple-choice

question task in a medical setting, a Cohen’s Kappa score of
0.2 indicated low agreement between the two models. The
authors suggest that the approaches of the models could be an
explanatory factor. ChatGPT ol incorporates a CoT approach,
while DeepSeek uses a self-reflection approach, which appears
consistent with the results of this study. DeepSeek performed
optimally on three of the four SDPs when using SC or SP,
which may align better with its use of a <think> tag to
decompose problems and its self-verification mechanisms to
identify and correct errors [63]].

Takeaway: Gemini exhibited the most consistent and ro-
bust performance across all SDPs, particularly when paired
with CoT and other exemplar-based PTs. While ChatGPT
showed solid generalist capabilities, DeepSeek and Claude
demonstrated narrower strengths, highly dependent on prompt-
ing alignment. These findings emphasize the importance of
LLM-PT compatibility and suggest that careful pairing can
significantly enhance vulnerability analysis outcomes.

B. RQ2 Which LLM’s SDPs, when parsed through the SSVC
decision tree, most accurately recommend SDOs?

To evaluate how effectively each LLM-PT pairing translates
SDP predictions into actionable prioritization guidance, we
parsed both LLM-generated and Vulnrichment-provided SDPs
through the SSVC decision tree [22]. This yielded SSVC
stakeholder decision outcomes (SDOs), which were then an-
alyzed under a High Mission & Wellbeing Stand-in (MWS)-
representative of high-stakes environments such as national
infrastructure or safety-critical systems.

SDO Distribution Alignment. Figure 4| presents the pro-
portional distribution of SDOs produced by each LLM com-
pared to the Vulnrichment ground truth. Notably, Vulnrichment
emphasizes SSVC’s core design principle: reduce analyst
burden by prioritizing only the most critical vulnerabilities for
immediate remediation [66]]. This is reflected in its outcome
distribution—dominated by Track (low priority) and tapering
down through Track* and Attend, with a minimal proportion
of Act outcomes.

Among the LLMs, Gemini most closely approximates this
prioritization profile. It generates the highest proportion of
Track outcomes and maintains comparable ratios of Act and
Attend cases, suggesting an awareness of SSVC’s intent to
avoid over-prioritization. Conversely, other LLMs—namely
DeepSeek, ChatGPT, and Claude—show inflated rates of high-
urgency decisions (Act and Attend), at times exceeding the
combined total of lower-urgency decisions (Track and Track*).

This over-prioritization behavior mirrors common pitfalls of
traditional vulnerability prioritization frameworks like CVSS,
where high severity is often over-attributed to vulnerabilities
unlikely to be exploited [67]. As a result, these LLMs risk
replicating known shortcomings by recommending resource-
intensive actions for vulnerabilities with limited practical risk.

Cohen’s Kappa Agreement. We further evaluated
outcome-level consistency using both Unweighted and
Weighted Cohen’s Kappa metrics, as illustrated in Figure [3]
Unweighted scores reflect exact match agreement, while
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Weighted scores account for the ordinal nature of SSVC out-
comes, granting partial credit for near misses (e.g., predicting
Attend instead of Act).

Across the board, Unweighted Cohen’s Kappa scores were
low, ranging from 0.06 to 0.10, indicating “none” to “slight”
agreement [68]]. Gemini achieved the highest unweighted
agreement, reinforcing its relative strength in matching the
distributional profile of Vulnrichment.

In contrast, DeepSeek (R1) exhibited the highest Weighted
Cohen’s Kappa, reaching the “fair” agreement threshold. This
suggests that although DeepSeek often misclassified SDOs by
SSVC standards, its predictions were generally directionally
correct—erring within one level of the correct outcome. This
aligns with its architecture, which emphasizes internal self-
verification and reflective problem decomposition [63], and
with its superior performance under SC and SP PTs.
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Fig. 5: Unweighted and Weighted Cohen’s Kappa scores
for agreement between LLM SSVC decision outcomes and
Vulnrichment ground truth SSVC decision outcomes for a

High Mission & Wellbeing stand-ins (MWS).
Overall, the results show that accurate SDP classification

alone is not sufficient to produce reliable SDOs. While Gemini
(Flash 1.5) performed consistently well across both SDP and
SDO evaluations, other models like DeepSeek showed isolated
strengths—particularly when the error tolerance for ordinal
misclassification was factored in. This suggests that prompting
techniques aligned with an LLM’s internal reasoning architec-
ture (e.g., CoT for Gemini, self-reflection for DeepSeek) can

improve prioritization fidelity, but only when used holistically
across all four SDPs.

Takeaway: Gemini yielded the most distributionally aligned
SDO profile relative to Vulnrichment under a High MWS, and
demonstrated the strongest unweighted agreement. DeepSeek,
while less accurate in raw agreement, achieved fair perfor-
mance under Weighted Cohen’s Kappa, indicating relative
alignment in prioritization direction. These findings under-
score the need for comprehensive evaluation pipelines that go
beyond raw accuracy and account for ordinal reasoning and
practical prioritization utility.

C. RQ3 How does the choice of PT influence the performance
of the LLMs?

We investigated the impact of different PT on LLMs per-
formance by comparing the F1-Scores achieved by each LLM
across twelve PTs for the four SDPs [69], [22], [23]]. The F1-
score, a harmonic mean of precision and recall, was used to
evaluate the performance of each LLM-PT-SDP combination
across three independent trials [24].
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Fig. 6: Top five performing LLM and SDP combinations per
PT. Values rounded to 2 decimal places.

Figure [6] presents a comparative overview of the top-
performing LLM and SDP combinations for each PT. Our
analysis reveals a clear trend: PTs that incorporate exem-
plars generally outperform those that do not. CoT prompting
achieved the highest overall F1-score, reaching 0.79 on the Ex-
ploitation SDP, demonstrating its effectiveness in facilitating
complex reasoning. FSWE followed closely with an Fl-score
of 0.75, also within the Exploitation SDP, underscoring the
value of providing both examples and explanations to guide
the LLM.

Interestingly, FS and OS prompting also exhibited strong
performance, both peaking at the Exploitation SDP. This con-
sistency across COT, FSWE, FS, and OS highlights a crucial
factor: the presence of exemplars. These top four techniques
all leverage in-context learning by providing the LLM with
at least one demonstration, enabling it to better understand
the task and desired output format. The Exploitation SDP,
in particular, appears to benefit significantly from exemplar-
based prompting, suggesting that this decision point may



involve more complex reasoning that is effectively guided by
examples.

The top four PTs share a key feature: they all include
exemplars—concrete input—output demonstrations embedded in
the prompt. These serve to guide LLMs by reducing ambiguity,
anchoring response structure, and offering implicit cues on
how to reason through tasks. This aligns with best practices
in prompt engineering, which emphasize that example-driven
demonstrations help LLMs internalize task structure, espe-
cially for complex or nuanced outputs [[70].

In contrast, PTs that do not include exemplars generally
showed lower performance ceilings. For instance, SC achieved
a maximum Fl-score of 0.64. This aligns with findings by
Gaur et al., who observed that while SC can enhance LLM
reliability, it may also introduce spurious reasoning paths that
require further refinement. Similarly, SR and Zero-shot Chain-
of-Thought (ZSCOT), despite their focus on reasoning, did
not reach the performance levels of exemplar-based methods,
likely due to the absence of concrete examples to ground the
LLM’s reasoning process. ZS prompting, which relies solely
on instructions, also falls into this lower-performing category,
further supporting the importance of exemplars.

LLM-PT Synergy Matters. While exemplar-based
prompting generally performed best, the effectiveness of
a given PT still depended on the model and the specific
SDP. For instance, FSWE yielded strong results for both
Gemini and ChatGPT on Automatable and Exploitation, but
failed to match that performance on Mission & Wellbeing,
where interpretive and contextual judgment is more complex.
Similarly, the SR, SC and SP techniques yielded moderate
performances for DeepSeek, whose internal architecture
supports self-verification and iterative refinement [63], even
though it lacked exemplars from these prompts.

Complexity vs. Clarity Tradeoff. Techniques such as SP,
which introduces complex multi-step reasoning or problem
decomposition, generally underperformed in our study. These
PTs require the LLM to structure and verify its own logic,
which may introduce variability without external cues. This
reinforces a broader insight: prompt complexity alone is insuf-
ficient to guarantee performance; rather, clarity and alignment
with the model’s inductive biases—especially via exemplar
scaffolding—are essential.

Takeaway: PTs that incorporate exemplars—such as CoT,
FSWE, FS, and OS—consistently yield stronger performance
across LLMs and SDPs. Reasoning-based techniques without
exemplars, while promising in theory, often underperform in
practice unless carefully aligned with the model’s architecture
and task complexity.

D. RQ4 Which SDP sees the strongest performance from an
optimal combination of LLM and PT?

To answer this question, we identified the top five perform-
ing LLM-PT combinations by the harmonic mean of their
F1-scores across three trials, grouped by each SSVC decision
point (SDP). The results are summarized in Figure

Strongest Performing SDP: Exploitation. Among all
SDPs, the Exploitation category exhibited the strongest per-
formance. The top combinations—predominantly involving
Gemini paired with exemplar-driven techniques such as CoT,
FSWE, and FS-achieved harmonic mean Fl-scores ranging
from 0.68 to 0.79. This result is consistent with prior RQq
and RQ2 analyses, where exemplar-based prompting yielded
superior outcomes. The superior performance on Exploita-
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Fig. 7: Top five LLM and PT combinations per SDP. Values
rounded to 2 decimal places.

tion can be attributed to both training data quality and the
structured vulnerability information provided in the prompt.
Exploitation-related attributes—such as presence in public
exploit databases, descriptions in CVE/CVSS records, and
indicators of compromise—are well-documented and widely
available across multiple cybersecurity knowledge bases [71].
LLMs likely encountered similar representations during pre-
training, enabling more confident inference from the input
prompts [[72]].

a) Moderately Performing SDPs: Automatable and Tech-
nical Impact.: The next best performing SDPs were Automat-
able and Technical Impact, with maximum F1-scores in the
range of 0.63 to 0.66. These were achieved by combinations
involving 4o-mini and Flash 1.5 under FS, FSWE, and SC
PTs.

These SDPs rely on the LLM’s ability to infer operational
feasibility (e.g., whether an attack can be scripted) and tech-
nical consequence (e.g., effect on confidentiality, integrity,
availability). Although these properties are present in struc-
tured sources like CVSS vectors, they often require deeper
contextual interpretation—e.g., recognizing from a technical
description that a buffer overflow enables remote code execu-
tion. While LLMs performed reasonably well, performance
was slightly limited by variability in how these traits are
described in free-text fields of vulnerability datasets.

Lowest Performing SDP: Mission & Wellbeing. The
Mission & Wellbeing SDP demonstrated consistently lower
performance across all LLMs and PTs. Specifically, the highest
observed Fl-scores were constrained to a range between 0.40
and 0.43, with the Gemini model generally achieving these
peak values. Several contributing factors can explain this



relatively weaker performance. First, the Vulnrichment dataset
lacks inherent ground-truth values for Mission & Wellbeing.
To address this, the research employed synthetic Mission &
Wellbeing Stand-ins (MWSs), designed to represent varying
levels of organizational risk (high, medium, and low). While
these stand-ins aimed to offer contextual cues, they may have
lacked the necessary granularity for precise interpretation by
the LLMs. Second, the very nature of the Mission & Wellbeing
SDP introduces inherent contextual complexity. Unlike other
SDPs, evaluating Mission & Wellbeing necessitates an under-
standing of an organization’s mission, a factor that typically
hinges on nuanced human knowledge regarding infrastructure,
stakeholder dynamics, and broader societal implications [73]].
Consequently, the absence of rich contextual information
likely compelled LLMs to rely on more heuristic-driven es-
timations. Third, the design of the prompts themselves might
have introduced bias. The prompts used throughout this study
maintained a fixed order for presenting options, a factor that
could have influenced the selection process. Prior research
has indeed indicated that LLMs can exhibit position bias,
demonstrating a tendency to favor options appearing either
at the beginning or the end of ordered lists [74], [[75]].

These findings highlight the challenges of encoding high-
level organizational context into prompts that remain usable by
LLMs. Developing richer, domain-specific context scaffolds
for Mission & Wellbeing may be critical for future research
and operational deployment.

LLM-PT Sensitivity. Across all SDPs, the results reaffirm
the importance of aligning PT with model architectures. Gem-
ini performed best when paired with reasoning- or exemplar-
rich techniques, while DeepSeek benefited from iterative re-
finement techniques such as SC and SR. However, no model
demonstrated strong performance across all SDPs, suggesting
that adaptive prompting—where techniques are dynamically
selected based on the SDP—may yield better results in practical
deployments.

Takeaway: The Exploitation SDP exhibited the highest
performance under optimal LLM—-PT combinations, likely due
to the abundance of high-quality training and input data. In
contrast, Mission & Wellbeing remained the most challeng-
ing, due to the need for deep contextual understanding and
limitations in synthetic risk framing. These results underscore
the need for SDP-specific prompting techniques and richer
context integration for improved prioritization accuracy.

E. RQ5 Do LLMs suffer from recommending false positive
or false negative SDOs?

To address this question, we first established clear def-
initions for false positives and false negatives within the
context of our study. Specifically, we defined false positives
as instances where the LLM recommends a higher-severity
outcome than the ground truth, while false negatives are
cases where the LLM suggests a lower-severity outcome. To
illustrate, consider a scenario where the Vulnrichment SDO for
a given vulnerability is Act, but the LLM SDO recommends
Track. This constitutes a false negative, potentially leading a

security analyst to underestimate the risk and forgo necessary
remediation. Conversely, if the Vulnrichment SDO is Track
and the LLM SDO recommends Attend, this false positive
could result in the inefficient allocation of resources to address
a vulnerability that may not pose an immediate threat. Fol-
lowing these definitions, we proceeded to compare the SSVC
SDOs generated by parsing the LLM-predicted SDP responses
through the SSVC decision tree against the ground truth SDOs
derived from Vulnrichment.

These error types have different operational implications.
False positives may lead to the unnecessary allocation of
resources toward low-risk vulnerabilities, while false negatives
risk deprioritizing vulnerabilities that require urgent attention,
potentially exposing systems to unmitigated threats.

Error Distribution Across Models. As illustrated in Fig-
ure [8] all LLMs tended to generate false positive SDOs. For
each model, the number of false positives exceeded the false
negatives. This over-prediction trend mirrors findings in prior
literature on LLM behavior in security-sensitive tasks. For
example, Basic et al. [76] observed that LLMs in vulnera-
bility detection tasks exhibit high false positive rates due to
their sensitivity to incomplete contextual cues. Steenhoek et
al. [[77] reported that LLMs often misinterpret missing null or
boundary checks as vulnerabilities, leading to over-reporting.
Similarly, Purba et al. [78]] noted that LLMs scored higher
false positive rates than proprietary scanners in SQL injection
detection, frequently failing to recognize input sanitization.
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Fig. 8: Accuracy bar chart for LLM SDOs. When LLM SDP
responses are parsed through the SSVC decision tree, the
LLM SDOs are compared against the Vulnrichment ground
truth SDOs. If an LLM SDO is higher in severity than the
ground truth (e.g., LLM SDO is Act while ground truth SDO is
actually Track), this is classified as a false positive. Conversely,
an LLM SDO of lower severity than the ground truth SDO is
a false negative.

Among the models studied, Gemini was the only LLM
to generate more correct classifications than false positives
and false negatives, indicating a relatively stronger ability to
identify vulnerabilities accurately. However, it also exhibited
a disproportionately higher false negative rate compared to
other models. This behavior is consistent with findings by
Masood et al. [79], who reported that Gemini tended to



miss subtle vulnerabilities in complex technical tasks. The
model’s conservative classification thresholds may contribute
to both fewer over-predictions and a higher likelihood of
under-prioritization.

Implications of False Positive Dominance. The prevalence
of false positives across models suggests that LLMs are
inclined to overestimate vulnerability severity, potentially due
to risk-averse generation patterns or the influence of training
data skewed toward high-impact vulnerabilities. While such
conservatism may be desirable in certain security domains
(e.g., malware detection), it imposes a cost in vulnerability
management, where analyst time and remediation effort are
limited resources. Over-prioritizing low-impact vulnerabilities
can divert attention from genuinely critical ones.

Conversely, false negatives pose a more severe risk but occur
less frequently. Nonetheless, the elevated FN counts from
Gemini—despite its otherwise strong performance—indicate that
even high-performing models may suffer from under-detection
biases, particularly when task complexity increases or when
contextual clarity is low.

Model-Specific Error Profiles. It is important to note that
the types and magnitudes of errors varied across the LLMs.
For instance, Gemini exhibited the highest count of correct
classifications, however, it also recorded the highest false
negative count, suggesting a profile characterized by strong
precision but only moderate recall. In contrast, ChatGPT,
Claude, and DeepSeek showed a tendency for false positives
to significantly outnumber correct classifications, indicating
potentially poor calibration and a high degree of overesti-
mation. This observed variation across models underscores
the importance of considering not only average performance
metrics when selecting LLMs, but also the operational risks
associated with their specific and distinct error profiles.

Takeaway: All LLMs in this study demonstrated a con-
sistent tendency to over-prioritize vulnerabilities, resulting in
high false positive rates. Gemini, while yielding the highest
number of true positives, also produced more false negatives
than other models, suggesting a trade-off between precision
and recall. These findings highlight the need for calibration
mechanisms and error-aware model selection in vulnerability
triage workflows.

V. ASSUMPTIONS AND LIMITATIONS

Data Leakage. While this study did not involve the use of
confidential or proprietary organizational data, it is important
to acknowledge the privacy and security implications in real-
world deployments. In practice, security analysts may be
hesitant to submit sensitive infrastructure or business-impact
information to proprietary LLM APIs hosted by third-party
vendors. This introduces the risk of inference leakage, where
the LLM provider could potentially retain, analyze, or inadver-
tently reveal confidential content to other users through prompt
injection or model inversion attacks [80]. Mitigating this risk
requires the adoption of robust organizational data governance
frameworks, specifying what types of data are permissible

for third-party LLM use and enforcing appropriate redaction,
anonymization, or deployment on private infrastructure [81].

Data Integrity. The reliability of machine learning models
is inherently dependent on the integrity of their training and in-
put data. A critical but underexplored threat is data poisoning,
where adversaries introduce corrupted or misleading content
into public vulnerability datasets. Such poisoning could mis-
lead both human analysts and automated systems into under-
or overestimating the criticality of specific vulnerabilities [82].
While we assumed the VulZoo and Vulnrichment datasets
used in this study were free from tampering, this cannot
be definitively guaranteed. Future applications of LLMs in
vulnerability analysis should incorporate anomaly detection
and source verification mechanisms to guard against such
risks.

Data Bias. A further limitation arises from potential bias
in the evaluation dataset. Vulnrichment contains relatively
recent vulnerability disclosures, with a median age of three
months [24], whereas the broader CVE corpus from MITRE
spans vulnerabilities with a median age closer to three years.
This recency bias may favor LLMs trained on recent corpora
and limit generalizability to legacy systems or older software
stacks. As such, an important area for future work involves
evaluating LLMs on temporally diverse datasets to better
understand performance consistency over time.

VI. CONCLUSION AND FUTURE WORK

This study presented a comprehensive empirical evaluation
of four LLMs across twelve PTs, to assess their effectiveness
in recommending SDPs and SDOs for real-world software
vulnerabilities. Our key findings indicate that Gemini demon-
strated the strongest overall performance, achieving the highest
Fl-scores across all four SDPs and generating SDO distri-
butions most closely aligned with ground truth. Furthermore,
exemplar-based PTs, including CoT, FS, and FSWE, consis-
tently yielded superior results, emphasizing the importance
of contextual demonstrations in guiding LLM reasoning. The
Exploitation and Automatable SDPs proved more tractable
for LLMs, likely due to richer training and prompt data;
conversely, the Mission & Wellbeing SDP presented a greater
challenge due to its reliance on nuanced organizational context
that was difficult to capture using generic stand-in scenar-
ios. Across all LLMs, false positive predictions significantly
outnumbered false negatives, revealing a bias toward over-
prioritization, and while Gemini showed the highest number of
correct classifications, it also exhibited more false negatives, il-
lustrating a trade-off between precision and recall. Ultimately,
LLMs still face challenges in SDO generation when relying
solely on parsed SDP inputs, particularly for context-sensitive
decisions, suggesting that while they can assist analysts, they
are not yet capable of fully replacing expert judgment in high-
stakes vulnerability triage.

Our findings highlight both the potential and the limi-
tations of LLMs within security analyst workflows. While
the appropriate combination of LLM and PT can achieve



moderate performance for specific SDPs, the complete au-
tomation of vulnerability prioritization remains an unrealized
goal. Future work aimed at improving performance on SDO
prediction could explore several avenues: optimizing multiple-
choice prompt design, including randomized option ordering,
to mitigate positional bias; capturing and encoding detailed
organizational risk profiles to enable more accurate Mission &
Wellbeing assessments; and investigating fine-tuning or RAG
(Retrieval-Augmented Generation) based approaches to infuse
LLMs with trusted, up-to-date context while adhering to data
privacy regulations.
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APPENDIX A

STAKEHOLDER-SPECIFIC VULNERABILITY CATEGORIZATION DECISION POINTS (SDP)

Decision Point

Description

Options

Exploitation

Evidence of active exploitation
of a vulnerability.

None: No evidence of active exploitation and no public proof of concept
(PoC).

Public PoC: Either (1) a public PoC exists in sources like Metasploit, or
(2) the vulnerability has a well-known method of exploitation.

Active: Credible public evidence that threat actors have used the exploit
in the wild.

Technical Impact

Systems impacts of exploiting
a vulnerability.

Partial: Limited control or exposure of the software behavior, low chance
of total control.

Total: The exploit gives total control or total disclosure of information on
the system.

Automatable

Ease and speed of automating
exploitation events.

No: Steps 1-4 of the kill chain cannot be reliably automated.
Yes: Steps 1-4 of the kill chain can be reliably automated, such as for
unauthenticated RCE or command injection vulnerabilities.

Mission & Wellbeing

Impact on organization func-
tions, systems, and human
health and safety.

High: Irreversible impact on corporate functions OR irreversible impact
on human health and safety.

Medium: Moderate impact on corporate support functions AND minimal
or moderate impact on human health and safety.

Low: Minimal impact on corporate functions AND minimal impact on
human health and safety.

TABLE IV: SSVC decision points for vulnerability prioritization. Taken and adapted from the CISA stakeholder-specific

vulnerability categorization Guide [13] (cf. §II-C).

APPENDIX B

STAKEHOLDER-SPECIFIC VULNERABILITY CATEGORIZATION DECISION OUTCOMES (SDO)

Outcome Description

Track No immediate action required. Monitor and reassess if new information emerges.
Remediate within standard update timelines.

Track* No immediate action is required. Monitor closely due to specific characteristics. Remediate
within standard update timelines.

Attend Involve supervisors. Initiate assistance requests and notifications if necessary. Remediate
sooner than standard timelines.

Act Involve supervisors and leadership. Requires immediate response planning and execution.

Remediate as soon as possible.

TABLE V: SSVC decision outcomes (SDOs) taken and adapted from the CISA stakeholder-specific vulnerability categorization
guide [13] (cf. §II-C).

APPENDIX C

MISSION & WELLBEING STAND-INS (MWS)

Risk Scenario

Risk Description

Reasoning

High

Assume you work for an elec-
tric power generation company
that is the sole provider for the
country.

Power generation for a country is critical to maintaining national economic
and social interests. Loss of power can disrupt key economic and social
services and can have a severe impact on health and safety.

Medium

Assume you work for a super-
market chain that operates out-
lets across the state.

Inability to provide key supplies to society in an accessible manner,
including food and basic medicine, can impact health and safety.

Low

Assume you work for a small
town leisure centre that pro-
vides sport and recreational fa-
cilities and services to the com-
munity.

While an inconvenience to a community, a closure of a leisure centre is
unlikely to pose a risk to health and safety.

TABLE VI: Mission & Wellbeing stand-in scenarios to gauge the ability of LLMs to be aware of the organization’s context

and the impact of vulnerabilities (cf. §III-A2] §IV-D).



APPENDIX D
PROMPTING CATEGORIES & TECHNIQUES

Prompting Category
& Technique

Description

Root

Zero-shot (ZS)

One-shot (OS) and Few-shot
(FS)

Refinement-based

Recursive Criticism and Im-
provement (RCI)

Self-refine (SR)

Decomposition-based

Self-planning (SP)

Reasoning-based
Chain-of-Thought (CoT)

Zero-shot
(ZSCOT)

Self-consistency (SC)

Chain-of-Thought

Few-shot
(FSWE)

with  Explanation

Priming

Persona Pattern (PP)

Memetic Proxy (MP)

Instructs an LLM to complete a task accompanied by varying numbers of examples, ranging from providing no prior example (i.e., Zero-shot),
providing one prior example (i.e., One-shot), and providing several prior examples (i.e., Few Shot).

The prompt does not provide the LLM with any supporting information or worked example, forcing the LLM to primarily rely on its prior
training to generate the desired outcome. LLM performance tends to be poorer than Few-shot prompting, as “without few-shot exemplars,
it is harder for models to perform well on prompts that are not similar to the format of the pretraining data” [83]. While seemingly sub-
optimal, given a vulnerability may be new with limited data, a Zero Shot prompt can still be an appropriate prompting technique to generate
a recommended response.

These prompting techniques include examples as part of the instruction; One-shot provides one example and Few-shot several [84]. Research
notes that “the main advantage of few-shot is a major reduction in the need for task-specific data”, though “a small amount of task-specific
data is still required” [85]. Given that the JSON files in the Vulnrichment dataset have varying degrees of details, providing one or several
exemplars could be an appropriate technique to guide the LLMs where information is available.

Instructs an LLM to iterate, review, and provide feedback on its responses before returning an optimized response to the user.

This prompting approach comprises three sub-prompts: (1) the original prompt, where the user asks the LLM to complete a query; (2) the
critique prompt, where the user asks the LLM to critically analyse the output; and (3) the improvement prompt, where the user asks the LLM
to improve the response based on the critical analysis [86]. This prompting technique can assist the LLMs to critique their initial response
and, if sub-optimal, regenerate a more optimal response.

This prompt includes instructions to the LLM to generate a draft response, draft feedback on that response, and provide an improved final
response, either in a nominated number of iterations or when the LLM is satisfied with its response [87]. As with RCI, this introspective feature
could yield improved performance. However, given a time-pressured vulnerability prioritization environment, allowing an LLM to continue to
iterate until it is satisfied with a response may result in excessively delayed responses. As such, a limit on iterations is required.

Provides an LLM a breakdown of complex tasks into manageable subtasks, and instructs the LLM to process those subtasks before reconstituting
those completed subtasks to return an optimized response.

This prompt comprises two parts: (1) requesting the LLM to generate a plan to complete a given task; and (2) using the generated plan
to complete the task [88]. While similar to Least-to-Most, minimal user input is required, as the LLM is breaking down the problem into
sub-problems to solve, not the user.

Instructs an LLM to generate lines of reasoning, explain those lines of reasoning, and follow those lines of reasoning to develop a response.

This prompt “incorporate[s] intermediate steps to guide [a] progressive reasoning”, typically comprising “demonstrations and textual
instructions” [89]. This technique has been shown to yield improved “performance on a range of arithmetic, commonsense, and symbolic
reasoning tasks” [90]. For this prompting technique to work in this study, a mapping demonstration would be required, indicating to the LLM
how, for example, the properties of a given vulnerability map to respective SDP values.

This prompt encourages the LLM to generate an implicit reasoning process [91]. One study noted that by including the simple instruction
“let’s think step by step” in their prompts, the authors were able to improve math reasoning abilities of GPT-3 from 17.7% to 78.7% [921.

This prompt instructs the LLM to generate multiple responses for the task; using the Model Picks variant, the LLM determines which response
was generated the most often and returns this to the user [93]. Assuming a Model Picks variant and not a User Picks, where the user must
determine which of the responses to accept, this could help security analysts working to tight deadlines.

This prompt provides the LLM with input and output exemplars, followed by an explanation of the reasoning; the LLM uses this template
to generate its answer, followed by an explanation of how it generated this answer [94]. As with CoT, several mapping exemplars can be
provided, with the addition of demonstrating how the mapping is conducted. No further prompting iterations are required, and research indicates
improved performance over Zero Shot and Few Shot [94].

Provides an LLM a context in which to process a subsequently provided task.

This prompt instructs the LLM to adopt the viewpoint of a given person or role before completing a task, though this approach has not
been evaluated in experiments [41]. For a security engineering environment, priming the LLM to position itself in this environment may be
beneficial to improve vulnerability prioritization performances.

This prompt instructs the LLM to assume a given scenario or situation, as opposed to adopting a particular role [41]. As with Persona Pattern,
this priming feature could improve the LLM’s ability to prioritize vulnerabilities.

TABLE VII: PTs and their categories used in this study. Adapted from Tony et al. (cf. III-D).



APPENDIX E
HARMONIC MEANS OF TRIAL F1-SCORES

Prompting Technique SSVC Decision Point | Claude 3 Haiku | Gemini Flash 1.5 | ChatGPT 40-mini | DeepSeek-R1
F1 F1 F1 F1

Chain-of-Thought Automatable 0.3062 0.6635 0.6543 0.3471
Exploitation 0.0406 0.7898 0.6265 0.5545

Mission & Wellbeing 0.2267 0.3295 0.2523 0.2427

Technical Impact 0.5224 0.5274 0.4606 0.4863

Few-shot Automatable 0.2794 0.6284 0.6181 0.3615
Exploitation 0.0711 0.7128 0.4560 0.5109

Mission & Wellbeing 0.2511 0.3244 0.2388 0.2375

Technical Impact 0.5988 0.6446 0.5220 0.4904

Few-shot with Explanation Automatable 0.3419 0.6144 0.6586 0.3889
Exploitation 0.0927 0.7518 0.5854 0.5533

Mission & Wellbeing 0.2644 0.3168 0.2704 0.2488

Technical Impact 0.6443 0.6227 0.5181 0.5043

Memetic Proxy Automatable 0.1416 0.5562 0.6096 0.2948
Exploitation 0.0549 0.5446 0.1500 0.5970

Mission & Wellbeing 0.2321 0.4317 0.2503 0.2472

Technical Impact 0.4889 0.6341 0.6048 0.5006

One-shot Automatable 0.2662 0.6390 0.6329 0.3133
Exploitation 0.0289 0.6841 0.5017 0.5287

Mission & Wellbeing 0.2369 0.3261 0.2455 0.2382

Technical Impact 0.5560 0.5619 0.5138 0.4789

Persona Pattern Automatable 0.1134 0.6043 0.6021 0.2908
Exploitation 0.0429 0.6150 0.1664 0.5869

Mission & Wellbeing 0.2321 0.3937 0.2386 0.2428

Technical Impact 0.4814 0.6461 0.5818 0.5028

Recursive Criticism & Improvement ~ Automatable 0.1298 0.5902 0.6236 0.2692
Exploitation 0.0335 0.5830 0.1573 0.5229

Mission & Wellbeing 0.2434 0.4047 0.2327 0.2369

Technical Impact 0.4687 0.6442 0.5653 0.4920

Self-consistency Automatable 0.1049 0.5862 0.5919 0.3116
Exploitation 0.0165 0.5752 0.1538 0.5983

Mission & Wellbeing 0.2370 0.4037 0.2338 0.2563

Technical Impact 0.4388 0.6409 0.5907 0.5355

Self-planning Automatable 0.1594 0.6201 0.6271 0.2906
Exploitation 0.1043 0.5983 0.2640 0.6007

Mission & Wellbeing 0.2470 0.3908 0.2520 0.2459

Technical Impact 0.5288 0.6418 0.6102 0.5102

Self-refine Automatable 0.1436 0.5871 0.6144 0.2747
Exploitation 0.0597 0.5702 0.1321 0.5661

Mission & Wellbeing 0.2559 0.4165 0.2319 0.2365

Technical Impact 0.5094 0.6495 0.5593 0.4845

Zero-shot Automatable 0.1390 0.5879 0.6187 0.2741
Exploitation 0.0700 0.5677 0.1633 0.5627

Mission & Wellbeing 0.2356 0.4000 0.2338 0.2313

Technical Impact 0.5207 0.6448 0.5841 0.4913

Zero-shot Chain-of-Thought Automatable 0.1496 0.5876 0.6218 0.2786
Exploitation 0.0758 0.5789 0.1663 0.5797

Mission & Wellbeing 0.2504 0.4068 0.2385 0.2378

Technical Impact 0.5249 0.6449 0.5954 0.5071

TABLE VIII: Harmonic means of the Fl-scores from the three trials for LLM, PT and SDP (cf. w, ~|



APPENDIX F
LLM SSVC DECISION OUTCOME ACCURACY

LLM Correct False Negative False Positive =~ Unknown/Error Total
Claude 3 Haiku 7,755 (15.42%) 810 (9.21%) 26,590 (41.36%) 6,317 (14.86%) 41,472 (100%)
DeepSeek-R1 8,901 (17.70%) 1,001 (11.38%) 11,894 (18.50%) 19,676 (46.28%) 41,472 (100%)
Gemini Flash 1.5 22,192 (44.14%) 5,113 (58.13%) 7,709 (11.99%) 6,458 (15.19%) 41,472 (100%)
ChatGPT 40-mini 11,435 (22.74%) 1,868 (21.24%) 18,015 (28.03%) 10,154 (23.88%) 41,472 (100%)

TABLE IX: LLM performance in accurately recommending SDOs. Percentages in parentheses represent the proportion of each
classification type across all LLMs. A False Negative is where the LLM has recommended an SDO that is less severe than
the Vulnrichment ground truth. A False Positive is where the LLM has recommended an SDO that is more severe than the
Vulnrichment ground truth (cf. §TV-E).

APPENDIX G
SSVC DECISION TREE OUTCOME ANALYSIS

.. Low M&W Medium M&W High M&W Subtotal
Model SSVC Decision Count % Count % Count % Count %
Act 0 0.0% 288 2.1% 576 4.2% 864 2.1%
Attend 432 3.1% 288 2.1% 1,584 11.5% 2,304 5.6%
Vulnrichment Track* 0 0.0% 468 3.4% 4,896 35.4% 5,364 12.9%
Track 13,284 96.1% | 12,672 91.7% 6,660 48.2% 32,616 78.7%
Unknown 108 0.8% 108 0.8% 108 0.8% 324 0.8%
Error 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Subtotal 13,824 | 100.0% | 13,824 | 100.0% | 13,824 | 100.0% 41,472 | 100.0%
Act 8,628 62.4% 8,545 61.8% 8,532 61.8% 25,705 62.1%
Attend 484 3.5% 534 3.9% 642 4.7% 1,660 4.0%
Claude 3 Haiku Track* 250 1.8% 181 1.3% 33 0.2% 464 1.1%
Track 2,432 17.6% 2,639 19.1% 2,579 18.7% 7,650 18.5%
Unknown 2,030 14.7% 1,925 13.9% 2,038 14.7% 5,993 14.4%
Error 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Subtotal 13,824 | 100.0% | 13,824 | 100.0% | 13,824 | 100.0% 41,472 | 100.0%
Act 468 3.4% 460 33% 505 3.7% 1,433 3.5%
Attend 2,964 21.4% 3,402 24.6% 3,722 26.9% 10,088 24.3%
DeepSeek-R1 Track* 842 6.1% 792 5.7% 797 5.8% 2,431 5.9%
Track 3,077 22.3% 2,609 18.9% 2,411 17.4% 8,097 19.5%
Unknown 6,469 46.8% 6,558 47.4% 6,388 46.2% 19,415 46.8%
Error 4 0.0% 3 0.0% 1 0.0% 8 0.0%
Subtotal 13,824 | 100.0% | 13,824 | 100.0% | 13,824 | 100.0% 41,472 | 100.0%
Act 456 3.3% 870 6.3% 848 6.1% 2,174 5.2%
Attend 1,270 9.2% 1,602 11.6% 1,748 12.6% 4,620 11.1%
Gemini Flash 1.5 Track* 1,087 7.9% 945 6.8% 834 6.0% 2,866 6.9%
Track 8,944 64.7% 8,495 61.5% 8,239 59.6% 25,678 62.0%
Unknown 2,067 15.0% 1,912 13.8% 2,155 15.6% 6,134 14.8%
Error 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Subtotal 13,824 | 100.0% | 13,824 | 100.0% | 13,824 | 100.0% 41,472 | 100.0%
Act 5,852 42.3% 6,121 44.3% 5,872 42.5% 17,845 43.0%
Attend 286 2.1% 416 3.0% 516 3.7% 1,218 3.0%
ChatGPT 4o-mini Track* 54 0.4% 38 0.3% 95 0.7% 187 0.5%
Track 4,388 31.7% 3,937 28.5% 4,066 29.4% 12,391 29.9%
Unknown 3,244 23.5% 3,312 24.0% 3,275 23.7% 9,831 23.7%
Error 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Subtotal 13,824 | 100.0% | 13,824 | 100.0% | 13,824 | 100.0% 41,472 | 100.0%
Total 69,120 69,120 69,120 207,360

TABLE X: Vulnrichment ground truth and LLM SDO Distributions across MWSs (cf. §IV-B).
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