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Abstract

This paper focuses on a fundamental problem on information security of
bounded labeled Petri nets: non-interference analysis. As in hierarchical
control, we assume that a system is observed by users at different levels,
namely high-level users and low-level users. The output events produced
by the firing of transitions are also partitioned into high-level output events
and low-level output events. In general, high-level users can observe the
occurrence of all the output events, while low-level users can only observe the
occurrence of low-level output events. A system is said to be non-interferent
if low-level users cannot infer the firing of transitions labeled with high-level
output events by looking at low-level outputs. In this paper, we study a
particular non-interference property, namely strong non-deterministic non-
interference (SNNI), using a special automaton called SNNI Verifier, and
propose a necessary and sufficient condition for SNNI.

Keywords: Discrete event systems, labeled Petri nets, information security,
non-interference

1. Introduction

Information security is quite important for nowadays control systems.
In the past few decades, some problems related to information security of



discrete event systems (DESs), such as opacity [1-9], non-interference |10
19], anonymity [20; 21|, were extensively studied and a series of methods
have been developed.

Information leak is a typical security problem and has received a lot of
attention. In such a scenario, an intruder may speculate sensitive infor-
mation based on the released data. In the DES framework, this problem
can be formalized as a non-interference problem such as strong nondeter-
ministic non-interference (SNNI) and bisimulation strong non-deterministic
non-interference (BSNNI).

In [10], the formal definition of SNNI was first proposed for automata,
where the system is assumed to be monitored by high-level users (e.g. the
administrators) and low-level users (e.g. the customers) from different points
of view. Although both classes of users know the structure of the system, the
high-level users can observe all the events, while the low-level users can only
observe a subset of events, namely the set of low-level events. A system is
said to be SNNI if for any enabled sequence that contains high-level events,
its projection on the set of low-level events is still enabled. In other words,
if a system is SNNI, then low-level users cannot infer the occurrence of high-
level events no matter which low-level events are observed. In addition, some
related security properties of automata are also studied and compared with
SNNT in [10].

In [11], the problem of SNNI was first rephrased in the Petri net frame-
work. Two new non-interference properties are defined taking advantage from
the structural feature of safe Petri nets. Finally, reference [11] proves that
the absence of causal places and conflict places is a sufficient condition for the
structural non-interference. Best et al. [12] prove that the property of SNNI
and the property of nondeducibility on composition (NDC) are equivalent,
and also prove that the latter is decidable for unbounded Petri nets. Basile
et al. [14] investigate SNNI of Petri nets based on the solution of some integer
linear programming (ILP) problems, and propose a necessary and sufficient
condition for SNNI. The property of BSNNI is also studied in this paper.
This method is then improved by removing the assumption of acyclicity of
Petri nets [15]. To enforce SNNI to Petri nets, an online supervisory control
policy is proposed in [16] that dynamically disables a subset of transitions
whose occurrence may violate the conditions for SNNI. In [17], Basile et al.
extend such ILP-based methods to the SNNI and BSNNI analysis of labeled
Petri nets. Although the assumption that the low-level subnet is acyclic is
not required in these papers, authors use the linear characterizations of the



firing vectors enabled at a certain marking with a number of constraints that
linearly increases with the length of the corresponding sequence.

To avoid exhaustive enumeration of the whole state space, Ran et al. [18]
recently propose new methods for SNNI analysis and enforcement of bounded
Petri nets based on the notion of basis marking. They prove that the property
of SNNI can be analyzed checking the set of arcs in the basis reachability
graph (BRG). To enforce SNNI, a supervisory control policy is designed that
disables a subset of low-level transitions as a response to each transition
sequence generated by the system. Such methods have also been extended
to the analysis and enforcement of BSNNI of Petri nets in [19].

The method proposed in [18] cannot be directly applied to labeled Petri
nets, in which two or more transitions that are simultaneously enabled may
produce the same output event. In such a case, the problems of SNNI analysis
and enforcement become more complicated since to a low-level transition
sequence whose enabling is due to the occurrence of high-level transitions,
there may correspond another low-level transition sequence sharing the same
output event sequence. This paper extends the analysis method in [18] to
the case of labeled Petri nets. More precisely, we first construct an unfolded
version of the BRG to identify all the low-level transition sequences whose
enabling may only be due to the occurrence of high-level transitions. Then a
special automaton, called SNNI Verifier, is introduced to check whether every
such sequence is indistinguishable from another low-level transition sequence
whose enabling is not due to the occurrence of high-level transitions. Based
on such a Verifier, a necessary and sufficient condition is given for SNNI.
Overall, the main contributions of this paper may be summarized as follows:

e We formalize the relationship between the language of the BRG and
the SNNI property of labeled Petri nets. Then, the notion of unfolded
basis reachability graph (UBRG) is proposed, which facilitates us to
identify the set of sequences that are related to SNNI.

e We define a special automaton called SNNI Verifier, and give a neces-
sary and sufficient condition for SNNI of labeled Petri nets.

The rest of the paper is organized as follows. Section 2 provides the re-
quired preliminaries on labeled Petri nets. In Section 3, the notions of basis
marking and BRG are first recalled, then the notion of UBRG is presented.
We introduce the notion of SNNI Verifier and propose a necessary and suf-
ficient condition for SNNI in Section 4. Finally, conclusions are drawn in



Section 5, where our future research directions in this framework are also
illustrated.

2. Preliminaries

2.1. Petri Nets

A Petri net (PN) is a 4-tuple N = (P, T, F,W), where P is the set of
places, T is the set of transitions, F' C (PxT)U(T x P) is the set of arcs, W is
a mapping that assigns a non-negative integer weight to an arc: W(z,y) > 0
if (x,y) € F,and W(z,y) = 0if (x,y) ¢ F, where z,y € PUT. The incidence
matrix [N] is a |P| x |T'| integer matrix with [N](p,t) = W (t,p) — W(p, 1),
where p € P and t € T. Given a place p (transition t), its incidence vector,
a row (column) in [N], is denoted by [N](p,-) ([N](:,t)). Let x € PUT be
a node of net N. The preset of zis *z = {y € PUT | (y,x) € F'} while the
postset is 2®* ={y € PUT | (z,y) € F'}.

A marking m of a PN N is a mapping from P to N ={0,1,2,...}; m(p)
denotes the number of tokens in p. (N, mg) denotes a PN system with initial
marking my.

A transition ¢ is enabled at marking m if Vp € *t, m(p) > W (p,t), which
is denoted by m[t). Firing t at m yields a new marking m’ such that Vp €
P,m!(p) = m(p) + [N](p, t), which is denoted by m|[t)m’. The notation m[s)
denotes that the transition sequence s € T* is enabled at m. Marking m” is
said to be reachable from m if there exists a transition sequence s such that
m[s)m”. The set of markings reachable from m in N is called the reachability
set of (N,m) and is denoted by R(N,m) = {m’ € NPl | 3s € T* m[s)m'}.
The set of all transition sequences that are enabled at the initial marking m,
is L(N,mg) ={s € T* | my[s)}.

Given a transition sequence s € 7%, we denote by 7(s) the Parikh vector
of s. Let y = m(s), we write y(t) = k if transition ¢ appears k times in s.

A PN is said to be bounded if there exists a positive constant k such that
Vp € P, Vm € R(N,my), m(p) < k. It is unbounded if it is not bounded. A
sequence of nodes 125 ..., is called a path if z;; € x}, where z; € PUT.
If the first node is the same as the last node, i.e., ; = x,, then the path is
called a circuit. A PN with no circuits is said to be acyclic.

Let 7" C T be a subset of transitions, the subnet N’ = (P, T, F', W')
is called the T'-induced subnet of N, where F’ is the restriction of F' to
(P xT")U(T"x P) and W' is the restriction of W to (P x T") U (T" x P).



2.2. Labeled Petri Nets

A labeled PN system (LPNS) is a 4-tuple (N, mg,l, A), where A is the
alphabet of labels and [ : T* — A* is a labeling function defined as follows:

o I(t)e A ift €T
e [(¢) = ¢, where ¢ is the empty string;
o [(st)=1(s)l(t),if s€T*and t € T.

When a transition fires it produces an output event which corresponds to
the label associated with it. In simple words, the label can be seen as the
output event produced by a sensor associated with the event modeled by the
corresponding transition.

Transitions are called indistinguishable if they share the same label (or
equivalently, the same output event); alternatively, they are called distin-
guishable. Given a label (or output) sequence w € A*, we denote by 7! (w)
the set of transition sequences that are consistent with w, namely

I (w) = {s € L(N,mg) | I(s) = w}.
The language of labels is denoted by
(L(N,mg)) ={l(s) € A" | s € L(N,mg)}.

The alphabet A can be partitioned as A = ApUA;, where Ar denotes the
set of explicit labels, A; denotes the set of implicit labels and A N A; = 0.
Accordingly, the set T' of transitions is partitioned as T'= T U T}, where Tk
is the set of explicit transitions, i.e.,

Tp = {t eT ‘ l(t) S AE}7
Ty is the set of implicit transitions, i.e.,
T = {t eT ‘ l(t) S A[}

We denote by [N]g ([IV];) the restriction of [N] to Tg (17), namely, [N]g is
a | P| x |Tg| integer matrix with [N]g(p,t) = W(t,p) — W(p,t), where p € P
and t € TE

The projection Pg : T* — T}, is defined as:



o Pp(e) =c¢;

e foralls € T*andt € T, Pg(st) = Pg(s)tift € Tk, and Pg(st) = Pg(s)
otherwise.

Analogously, we define the projection P; : T* — T}. The projections of
L(N,mg) over Ty and T are denoted by Pg(L(N,mp)) and Pr(L(N,my)),
respectively.

2.83. Nondeterministic Finite Automata

A nondeterministic finite automaton (NFA) is a 4-tuple G = (0, E, A, Xj),
where O is a finite set of states, F is a set of events, A C © x E x O is the
transition relation, Xo C © is a set of initial states. An NFA with labels is a
6-tuple (O, E, A, Xy, [, A), where A is the alphabet of labels and [ : E* — A*
is a labeling function that is similar to the labeling function defined in LPNs.

3. Unfolded Basis Reachability Graph

In this section, we first recall the notions of basis marking and basis reach-

ability graph (BRG), then introduce the notion of unfolded BRG (UBRG).

3.1. Basis Reachability Graph

The notion of basis marking is first proposed in [22] for estimating the
markings of PNs in the presence of silent transitions. It provides a com-
pact way to describe the set of reachable markings consistent with a given
observation. Then this method has been efficiently extended to study some
problems related to partial observation, such as fault diagnosis [23-25], fault
prognosis [26], reachability [27], etc. We adopt the following two assump-
tions, which are necessary to apply the method based on the notion of basis
marking.

A1) The PN system is bounded.
A2) The Tj-induced subnet is acyclic.

Note that T7-induced subnet is a subnet (P, T}, F;, W), where Fy is the
restriction of F' to (P x T;) U (T7 x P) and Wi is the restriction of W to
(P x W)U (W; x P). Although Assumption A2 limits the application scope
of the proposed method, it is reasonable for a real system since otherwise



the system may fall into an infinite loop without generating any detectable
events.

Given a marking m € R(N,mp) and a transition ¢t € Tg, the set of
explanations of t at m is defined as

Y(m,t) = {s €T} | m[s)m',m/[t)},
and the set of e-vectors is defined as
Y(m,t) ={n(s) | s € ¥(m,t))}.
The set of minimal explanations of t at m is defined as

Sin(m, t) = {s € B(m, t) | s’ € L(m, t) : 7(s') < 7(s)}.

—

The set of minimal e-vectors is denoted by
Yiin(m,t) = {m(s) | s € Lpin(m, 1))}

In particular, Y,;,(m,t) can be computed by Algorithm 4.4 in [24].

In simple words, ¥(m,t) is the set of implicit sequences whose firing at
M enables t. Among the above sequences, ¥,.:,(m,t) selects those whose
Parikh vector is minimal. The Parikh vectors of these sequences are called
minimal e-vectors.

Let (N, mq, [, A) be an LPNS and w € A}, be a sequence of explicit labels.
The set of pairs (sg € Ty with l[(sg) = w and the justification) is indicated
as

A

J(w) = {(sg,s1),58 € Th,l(sg) =w,s; €Ty | [3s € " (w) : s = Pg(s),s; = Pi(s)]

ABs € 171 (w) : sp = Pr(s), sy = Pi(s') An(s)) < w(s1)]},

/
I
and the set of pairs (sgp € T}, with [(sg) = w and the j-vector) is denoted by

N

Yoin(mo, w) = {(sg,y), 58 € T, l(sg) = w,y € NI | I(se, s1) € j(w) m(sr) =y}

In other words, J (w) is the set of pairs whose first element is the sequence
sg labeled w and whose second element is the corresponding sequence of
implicit transitions interleaved with sg whose firing enables sg and whose
Parikh vector is minimal. The Parikh vectors of these implicit sequences are

A

called j-vectors (justification vector). Y (mo,w) is the set of pairs whose

7



first element is the sequence sg labeled w and whose second element is the
corresponding j-vector.
The set of basis markings of w is indicated as

My(w) = {m € N7 | m =mo+ [N]|;-7(sr)+ [N]g-7(sg), (sg, 1) € j(w)},
and M, = U My(w).

wel(L(N,mp))

Therefore, a basis marking is a marking that can be reached from the
initial marking firing a sequence of transitions that is consistent with the
sequence of explicit labels and a sequence of implicit transitions, interleaved
with the previous sequence, whose firing is strictly necessary to enable it (in
the sense that its Parikh vector is minimal) [24]. The set of basis markings is
a subset (usually a strict subset) of the set of reachable markings. Therefore,
if the net is bounded, the set of basis markings is finite.

Definition 1 ([23]). Let (N, mq,l, A) be an LPNS, the BRG G = (O, E, A, my)
1s an NFA, where:

* 0= Mb;
e E C (Tg x NITIl) js the set of events;
e A C O X E x O is the transition relation;

e my is the initial state.

The BRG 1is constructed by Algorithm 1.

From Algorithm 1, we know that for each transition relation (m, (t,y), m’) €
A, y is a minimal e-vector of t at m and m’ = m + [N]; -y + [N](-, t).

Note that the BRG constructed by Algorithm 1 is slightly different from
the BRG proposed in [23|. In the BRG constructed in 23], each node contains
two entries, where the second entry is a binary value that allows us to keep
track of some information which is not relevant now, so it is omitted.

Example 1. Consider the LPNS in Fig. 1, where Ap = {a,b,c,d, e}, A; =

{f, g}, TE = {ll, lg, lg, l4, l5, lﬁ, l7, lg, lg}, T[ = {hl, hg} It holds that Z(mo, ll) =

{hl} and E(mo, l5) = {8} [thllO’UJS that Emm(mo, ll> = {hl}, Ymm(mo, l1> =

{[1 017}, and Zpin(mo,ls) = {e}, Yin(mo,ls) = {[0 0]7}. Let w = ab. It

holds that J (w) = {(Iyly, h1), (Isly, €)}, and Yyin(mo, w) = {(l1ls, [1 0]T), (Isly, [0 0]T)}.
The set of basis markings s detailed in Table 1. The BRG G is shown in

Fig. 2.



Algorithm 1: BRG Construction

Input: An LPNS (N, mg,l, A), where A = Ap U A;.
Output: The BRG G = (0, E, A, my).
1 Let mg be the root node, © = {mo}, £ =0, A = 0.

2 while nodes with no tag exist, do

3 choose a node m € © with no tag,
4 for allt € Ty, do
5 if Y,in(m,t) # 0, then
6 for all y € Y,in(m,t), do
7 let m" =m+ [N];-y+ [N](-,t),
8 let @ =0U{m'}, E=FU{(t,y)} and
A=AU{(m,(t,y),m)}.
9 end
10 end
11 end
12 tag node m “old”.
13 end

14 Remove all tags.




lz(b)

hy(g)  Pa I3(c) Ps L(d)

Figure 1: A labeled Petri net system.

Table 1: The set of basis markings.
Node Basis marking
100000000
001000000
010000000
ms [000010000]"
[ )
[ )
[ )
[ ]

my 0000000 10"
ms 000001000]"
mg 000000100
m; (00000000 1]"

Figure 2: BRG G of the LPNS in Fig. 1.

Let G = (0, E,A,mg) be a BRG and L£(G) be the language generated
by G. Let 0 = (A1, y1)( A2, ¥2)...( Ak, yk) € L(G). We denote by ¢ : E* — T},
and ¢’ : B* — N1l the sequence and the vector, respectively:

(p(O') = )\1)\2)%

10



and i
(o) = Zyz
=1

In other words, ¢(c) is the concatenation of the first entry in each arc in o,
and ¢'(o) is the summation of the second entry in each arc in o, namely a
j-vector of ¢(o). For example, consider the BRG in Fig. 2, given a sequence
o = (I3,[1,0])(l, [0,0])(11,[0,0]), it holds that ¢(o) = lilsly and ¢'(0) =
[1,0] + [0, 0] + [0,0] = [1,0].

Proposition 1 ([25]). Let (N, mq,l, A) be an LPNS and G = (0O, E, A, my)
be the BRG constructed by Algorithm 1. It holds that

©(L(G)) = Pp(L(N,mg)).

In other words, the set of sequences in ¢(L(G)) coincides with the pro-
jection of L(N,myg) over the set Tg.

3.2. Unfolded Basis Reachability Graph

Definition 2. Let (N, mg,l, A) be an LPNS, the unfolded basis reachability
graph (UBRG) Gy = (Ov, Ey, Ay, mg) is an NFA, where:

o Oy = MU (M, x {w, B;}), wherei,j € {1,2,3,...};
e Ey C (Tg x NIT1l) s the set of events;

e Ay C Op x Eyy x Op s the transition relation;

e myg is the initial state.

The UBRG can be constructed by Algorithm 2, which also returns two sets
(., and ®g) that are defined later on.

Hereinafter, we use m GL> m' to denote that m’ is reached from m in Gy
U
through a sequence o.

11



Algorithm 2: UBRG construction and computation of sets &, and
Ps

Input: An LPNS (N, my,l, A), where A = Ag U A;.
Output: The UBRG Gy = (Op, Ey, Ay, myp), and two sets ,, $p.
1 Let mg be the root node, Oy = {mo}, By =0, Ay = 0, My, = 0.

2 while nodes with no tag exist, do

3 choose a node m € Oy with no tag,
4 if m s identical to a node in the path from the root node mg to
m, then
5 ‘ let Maup = Mauy U {m} and goto step 2.
6 end
7 for allt € Ty, do
8 if YV,in(m,t) # (), then
9 for all y € Y,in(m,t), do
10 let m" =m+ [N];-y+ [N](-,t),
11 let Oy = Oy U{m'}, Ey = Ey U{(t,y)} and
Ay = Ap U{(m,(t,y),m)}.
12 end
13 end
14 end
15 tag node m “old”.
16 end

17 Let i = j =0 and &, = $5 = 0.
18 for all leaf nodes m € Oy, do

19 if in the path from mqy to m there exists at least one arc whose
second entry is not ﬁ, then

20 if m ¢ My,,, then

21 1 =141,

22 replace m with (m, a;) and ¢, = &, U {«;},

23 else

24 J=7+1

25 replace m with (m, ;) and ®5 = &g U {5;}.

26 end

27 end

28 end

29 Remove all tags.

12



Remark 1. The UBRG can be viewed as the “unfolded version” of the BRG".
The differences between Algorithm 1 and Algorithm 2 are twofold. The first
difference consists in the way repeated nodes are handled: the former fuses
repeated nodes, while the latter does not fuse repeated nodes and records a node
in the set Mgy, if it is identical to another node in the path from the root node
to the considered one (Steps 4 to 6 in Algorithm 2), where the subscript “dup”
stands for “duplicated”. Therefore, a path of an infinite length in the BRG
(i.e., a path ending in a cycle) coincides with a path in the UBRG whose leaf
node belongs to Mgy,,, and vice versa. The second difference is that a leaf
node (say m) in the UBRG may be marked “o;” or “B;” (i,j € {1,2,3,...})
g

f

mo GL> m and ¢'(0) # ﬁ,
U

where “a;” denotes that m is not a duplicated node (i.e., m ¢ Mayy,), while
“B;” denotes that m is a duplicated node (Steps 17 to 28). In other words,
the set of paths in the UBRG whose leaf nodes are marked “oy;” or “B;” can
identify all the explicit transition sequences whose enabling may only be due
to the occurrence of implicit transitions. The subscripts i and j record the
numbers of such two kinds of paths, respectively (Steps 21 and 24). Finally,
O, and Oz denote the sets of “a;” and “B;” in the leaf nodes, respectively
(Steps 22 and 25).

Example 2. Reconsider the LPNS in Fig. 1, where Tp = {l1,1l2, 13,14, 15, g, l7, 13, lo }
and Ty = {hy1, he}. The UBRG Gy is shown in Fig. 3, and Mgy, = {mo,m1 }.
We observe that there are two paths in Gy containing implicit transitions, and
their leaf nodes are tagged oy and By, respectively. It holds that ®, = {a1}
and ®g = {f1}. Indeed, the enabling of both sequences l3 and l3ly are due

to hy, and the enabling of each sequence in (l1ly)* \ {e} is due to hy, where
(I113)* is the prefix closure of (I1l3)*.

!Unfolding a graph means transforming a graph - especially one that may have cycles
- into a tree-like or acyclic structure that explicitly represents all possible paths starting
from an initial node, without looping back. Since we are doing the unfolding of the BRG,
we believe that the most appropriate and intuitive name to give to the resulting automaton
is unfolded BRG (UBRG), even if it is a tree. This implies that the UBRG may have two
identical nodes, which do not have to be merged.

13



11,[1,0] '_n%l 15,[0,0]

> my

15,10,0]

Figure 3: UBRG Gy of the LPNS in Fig. 1.

4. Strong Non-Deterministic Non-Interference Analysis

In this section, we recall the notion of SNNI and propose a method for
the SNNI analysis.

4.1. The Notion of Strong Non-Deterministic Non-Interference

In the framework of hierarchical control, a system is observed by users at
different levels. Although all users know the structure of the system, high-
level users can observe all the output events (or labels), while low-level users
can only observe a subset of output events. It is possible that there exist
some malicious low-level users (e.g., intruders) intending to infer sensitive
information. Therefore, it is necessary to verify if such information leaks
may occur under the current hierarchical architecture.

Hereinafter, we denote by A the set of labels observable by the low-
level users, and by Ag the set of labels that may only be observed by high-
level users, i.e., Ay = A\ Ar. Accordingly, T, denotes the set of low-level
transitions, i.e.,

TL:{tGT‘Z(t) GAL},

and Ty denotes the set of high-level transitions, i.e.,
Ty={teT|I(t) € Ax}.

We also denote by [N], ([N]g) the restriction of [N] to Ty, (T%). The Tp-
induced subnet is denoted by Np.

To use BRG/UBRG for the SNNI analysis, we view the sets Ap, Ay,
Tr, and Ty as the sets Ag, Ay, Tg and T; in Subsection 2.1, respectively.
Analogously to the projections Pg (P;) defined in Section 2, we define the
projections Pp, : T* — T} (Pg : T* — T};). Accordingly, the projection of
L(N,myg) over Ty, (Th) is denoted by Pr(L(N,mg)) (Pu(L(N,mg))).

14



Given an LPNS (N, my,l, A), the low-level subnet system is denoted by
(N, mg,lr, Ap), where Ny is the T -induced subnet, [}, is equal to [ restricted
to Tr,. For example, the low-level subnet system of the LPNS in Fig. 1 can be
obtained removing the transitions and the arcs that are highlighted in blue
color.

Here we recall the definition of SNNI of LPNSs.

Definition 3 ([17]). Let (N, mq,l, A) be an LPNS and (Np,mg,lr, AL) be
the low-level subnet system. The PN system is SNNI if

(PL(L(N,m0))) = LL(L(NL, mo)).

In plain words, an LPNS is SNNI if the projection of its language over 77,
is indistinguishable from the language of its low-level subnet system. This
implies that low-level users cannot infer the occurrence of high-level transi-
tions after any sequence containing high-level transitions has occurred.

Proposition 2. Let (N,mg,l, A) be an LPNS and (N, mo,lr, AL) be the
low-level subnet system. Let G = (©,E, A, mg) be the BRG constructed
using Algorithm 1, where low-level transitions and high-level transitions are

viewed as the explicit transitions and the implicit transitions, respectively.
The LPNS s SNNI if and only if

(p(L(G))) = lL(L(NL, m0)).
Proof. Straightforward from Proposition 1 and Definition 3. U

This proposition reveals the relation between the language of the BRG
and the property of SNNI.

Proposition 3. Let (N,mqg,l, A) be an LPNS and (Np,mo,l,, AL) be the
low-level subnet system. Let G = (©,E,A,mg) be the BRG constructed
using Algorithm 1, where low-level transitions and high-level transitions are
viewed as the explicit transitions and the implicit transitions, respectively.

The LPNS s SNNI if and only if

Vs € p(L(G)), s € L(NL,mg) : I(s) =11(s).
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Proof. By Proposition 2, a system is SNNI if and only if

IL(L(NL,mo)) € 1(p(L£(G)))

and
IL(L(NL, mo)) 2 1(p(L(G)))
We first observe that

[L(L(N,mo)) € UPLILIN, mo)))

since (N, mg,lr, A) is the low-level subnet system of (N, mg,l, Ar). There-
fore, by Proposition 1, it always holds that

IL(L(NL, mo)) € U(p(L(G))).
It means that the LPNS is SNNI if and only if
IL(L(Nz,mo)) 2 Ulp(L(G))),

i.e., for any transition sequence s € p(L(G)), there ezists a sequence s’ €
L(Np,mg) such that I(s) =15(s"). Hence, the result holds. O

By Proposition 3, we can analyze SNNI only focusing on the set of se-
quences in p(L(G). Compared with Proposition 2, Proposition 3 provides a
more intuitive condition for SNNI. It should be noted that this proposition
may not be directly used for the analysis of SNNI since it is difficult to check
all the sequences in ¢(L(G) and in L(Ny, mg), even if it gives a necessary and
sufficient condition for SNNI. Therefore, in the following subsection, we de-
fine a special automaton, called SNNI Verifier (SV), and present a systematic
method for SNNI analysis.

4.2. Strong Non-Deterministic Non-Interference Verifier

We first give the definition of parallel composition, which is inspired by
the one in [28].

Definition 4. Given two NFA with labels Gy = (O1, E1, Ay, my 0,11, AL) and
Gy = (02, By, Ay, mag, 1, AL), the parallel composition of Gi and Gy is the
NFA G1||G2 = (@1 X @2, El X EQ, A, (m170;m270)), where

o ((z1322), (€1, €2), (z1523)) € A if (1, €1,77) € Ay, (T2, €2,25) € A, €
and ey share the same label;
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o ((z1;19), (e1,€), (25 22)) € A if (x1,e1,2)) € Ay, and the label of ey is
the empty string €;

o ((v1;22), (€, €2), (1;25)) € A if (w2, €2, 75) € Ay, and the label of ey is
the empty string €.

Now we introduce the notion of SV.

Definition 5. Let (N, mg,l, A) be an LPNS and (N, mo, 11, Ar) be the low-
level subnet system. Let Gy = (Oy, Ey, Ay, mg) be the UBRG constructed
using Algorithm 2, where low-level transitions and high-level transitions are
viewed as the explicit transitions and the implicit transitions, respectively.

The SNNI Verifier Gy = (Ov, Ev, Ay, v) is an NFA, where
e Oy =0y x R(Np,mg);
o Fy C Ty x Ty is the set of events;
e Ay C Oy X By X Oy is the transition relation;
e vy € Oy is the initial state.

The SV can be constructed by Algorithm 3, which also computes two sets (U,
and Vg) that are defined later on.

According to Algorithm 3, the SV G is constructed as the parallel com-
position of Gy and the reachability tree of (N, mg, (1, Ar), where synchro-
nization is performed on the set A;. In particular, repeated nodes are not
fused and recorded in the set M}, . In Steps 15 to 23, all the leaf nodes are
checked and the information on “o;” and “5;” (4,5 € {1, 2,3, ...}) are recorded
by the sets ¥, and Vg, respectively.

Example 3. Reconsider the LPNS in Fig. 1. The reachability tree of its low-
level subnet system is shown in Fig. 4. The SV is computed using Algorithm 3
and is shown in Fig. 5. Note that the transition pair over each arc must share
the same label, e.g., l(l1) = l(ls) = a and I(l3) = (l5) = ¢. Furthermore, it is
Mg, = {(mo;mo), (ma, Br;ma)}, W ={ar} and Vg = {p}.
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Algorithm 3: SV construction and computation of sets ¥, and ¥

Input: An LPNS (N, my,l, A).
Output: The SV Gy = (Oy, Ey, Ay, 1), and two sets ¥, Ugs.

1 Construct the UBRG Gy = (Oy, Ey, Ay, mg) using Algorithm 2,

where low-level transitions and high-level transitions are viewed as
the explicit transitions and the implicit transitions, respectively.

2 Let Vo = (mo;mo), @V = {UQ}, EV = @, AV = @, Mc/lup = @
3 while nodes with no tag exist, do

4
5

© 000 N o

10

11
12
13
14
15
16

choose a node (z1;22) € Oy with no tag,
if x1 is in the form of (m, ;), and the node (m;xs) is in the path
from the root node vy to (x1;x2), then
| let M, = M}, U (z1;22) and goto step 3.
end
for all e; € Ey and all e; € Ty, do
if (z1,e1,2)) € Ay, zalea)xhy, holds in (N, mo,l, AL) and
l(p(e1)) = lp(es), then
Ov = Oy U{(z1;23)}, Ev = Ev U (p(e1), e2),
Ay = Ay U{(z1;22), (p(e1), €2)), (27 73) }-
end

end
tag node (z1;x9) “old”.

end
Let U, = Uy = 0.
for all the leaf nodes (z;2') € Oy, do

17 if x is in the form of (m,«;), then

18 ‘ U, =V, U{q},

19 end

20 if 2 is in the form of (m, 3;), and (v;2") € M}, then
2 || Yp=TsU{B},

22 end

23 end

24 Remove all tags.
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Figure 4: The reachability tree of the low-level subnet system of the PN system in Fig. 1.
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Figure 5: SV Gy of the PN system in Fig. 1.

Theorem 1. Let Gy = (O, Ev, Ay, vg) be the SV constructed using Algo-
rithm 3. The LPNS is SNNI if and only if

(I)a = \Ifa and (I)g = \Ifﬁ,

where ®, and ®g are computed in Algorithm 2, V,, and Vg are computed in
Algorithm 3. .

Proof. Given a sequence 0 € L(G), if ¢'(0) = 0, it clearly holds that
p(o) € L(Np,mg). Therefore, by Proposition 3, to analyze SNNI we only
need to check the set of sequences in L(G) whose second entry is not 6),
i.e., the enabling of p(o) may only be due to the occurrence of high-level
transitions. According to Algorithm 2, such sequences can be identified by
the set of paths in Gy whose leaf nodes are marked “c;” or “B;”, where
i,j € {1,2,3,...}. In particular, ®, and Pz denote the sets of all “a;” and
“B; 7 in Gy, respectively. According to the two sets W, and Vg, one is able to
know for which sequences in ¢(L(Gy)) whose leaf nodes are marked “o;” or
“B;7, there exist indistinguishable transition sequences in L(Np,mgp). More
precisely, by Algorithm 3, a; € V¥, means that p(o) is of finite length and
there exists an indistinguishable low-level transition sequence in L(Np,mg);
Bi € Vg means that p(o) is of infinite length and there exists an indistin-
guishable low-level transition sequence of infinite length in L(Np, mg). There-
fore, the equalities ®, = V¥, and ®g = Vg hold if and only if for any low-
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level transition sequence whose enabling may only be due to the occurrence
of high-level transitions, there exists an indistinguishable transition sequence
in L(Np,mg). By Proposition 3, the LPNS is SNNI if and only if &, = V¥,
and g = Vg. This completes the proof. l

Example 4. According to Theorem 1, the LPNS in Fig. 1 is SNNI since
it holds that ®, = V¥, = {a1} and &g = Vg = {f1}. Indeed, for each
transition sequence whose enabling may only be due to the occurrence of high-
level transitions, there exists at least one indistinguishable low-level transition
sequence in L(Np,mg). In more detail,

o for sequences l3 and l3ly in p(L(Q)), there exist indistinguishable se-
quences ls and lslg in L(Np, mg), respectively;

e for each sequence in (I1l3)* \ {e} C w(L(G)), there exists an indistin-
guishable sequence in (Igly)* \ {e} C L(NL,my).

Therefore, low-level users cannot infer the occurrence of high-level transi-
tions.

Example 5. Consider the LPNS in Fig. 6. Note that the only difference
between this LPNS and the one in Fig. 1 consists only in the label of transition
ly. Their basis marking sets and their UBRGs are the same (see Table 1 and
Fig. 3). The SV is computed using Algorithm 3 and is shown in Fig. 7. By
Theorem 1, the LPNS is not SNNI since ®, = V¥, = {on}, @5 = {01} and
Vs =10, i.e, g # Vs, Indeed, a low-level user may infer the occurrence of
f € Ay after fac has occurred.

Here we briefly discuss the complexity of the proposed SNNI analysis
method. Let z be the number of reachable markings of the LPNS. The
cardinality of the set of nodes in the BRG and the number of reachable
markings of the low-level subnet system are both at most x. It has been
proved that the number of basis markings (i.e., the number of nodes in the
BRG), in most cases, is much less than the number of reachable markings (see
e.g. [25]). By Algorithms 2 and 3, the number of nodes in the UBRG and the
SV are at most equal to 2z and 22, respectively. According to Algorithm 3
and Theorem 1, to verify the property of SNNI, we need to check all the
leaf nodes in the SV, whose number is at most equal to 22%. Therefore, the
overall complexity of the proposed method is O(x?).
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Figure 7: SV Gy of the PN system in Fig. 6.
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Remark 2. The problem of SNNI analysis of LPNSs is solved also in [17].
To avoid computing the reachability graph, authors in [18] solve some integer
linear programming (ILP) problems. However, the number of constraints
may be quite high and cannot be a priori estimated based on the net structure
and the number of tokens. In more detail, for a bounded but non-live system,
the number of constraints depends on the dimension of the reachability graph.
For a bounded and live system, such a number depends on the initial marking
and on the number of T-invariants. As a result, the computational efficiency
of our method is in general higher than the ILP-based methods.

5. Conclusions

This paper focuses on the problem of strong non-deterministic non-interference
(SNNI) analysis of labeled Petri nets. We propose a necessary and sufficient
condition for SNNI based on a special automaton called SNNI Verifier. Our
future work will be twofold. First, we will deal with the problem of SNNI
enforcement, i.e., design a supervisory control policy to enforce SNNI to a
system. Second, we plan to extend the proposed methods to more proper-
ties related to information security of Petri nets such as bisimulation strong
non-deterministic non-interference (BSNNI).
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