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Abstract
Open-source large language models (LLMs) have demonstrated

considerable dominance over proprietary LLMs in resolving neural

processing tasks, thanks to the collaborative and sharing nature. Al-

though full access to source codes, model parameters, and training

data lays the groundwork for transparency, we argue that such a full-

access manner is vulnerable to stego attacks, and their ill-effects are

not fully understood. In this paper, we conduct a systematic formal-

ization for stego attacks on open-source LLMs by enumerating all

possible threat models associated with adversary objectives, knowl-

edge, and capabilities. Therein, the threat posed by adversaries with

internal knowledge, who inject payloads and triggers during the

model sharing phase, is of practical interest. We go even further and

propose the first stego attack on open-source LLMs, dubbed SASER,
which wields impacts through identifying targeted parameters,

embedding payloads, injecting triggers, and executing payloads

sequentially. Particularly, SASER enhances the attack robustness

against quantization-based local deployment by de-quantizing the

embedded payloads. In addition, to achieve stealthiness, SASER
devises the performance-aware importance metric to identify tar-

geted parameters with the least degradation of model performance.

Extensive experiments on LlaMA2-7B and ChatGLM3-6B, with-

out quantization, show that the stealth rate of SASER outperforms

existing stego attacks (for general DNNs) by up to 98.1%, while

achieving the same attack success rate (ASR) of 100%. More impor-

tantly, SASER improves ASR on quantized models from 0 to 100%

in all settings. We appeal for investigations on countermeasures

against SASER in view of the significant attack effectiveness.

CCS Concepts
• Security and privacy→ Domain-specific security and pri-
vacy architectures; Malware and its mitigation; • Computing
methodologies→Machine learning.
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1 Introduction
Recent years have witnessed yet another revolution in the spread of

Artificial Intelligence (AI) [35], thanks to the deployment of large

language models (LLMs) on various web applications, ranging from

conversational search engines [23] to intelligent chatbots [15], and

web browsers [3]. As a prevailing alternative, open-source LLMs,

i.e., LLMs with transparent codes and model parameters, achieve
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considerable advantages over proprietary models in terms of pre-

training costs, long-term cost-effectiveness, and data privacy [17].

For instance, DeepSeek [8] is shaking things up, and emerging as

the competitor to OpenAI’s ChatGPT [25] with superior power,

efficiency, and cost-effectiveness.

The transparency of open-source LLMs is conventionally associ-

atedwith full access to source codes, model parameters, and training

data. However, is the full-access paradigm real transparency? The

answer is negative, as latent vulnerabilities in source codes and

the interpretability of model parameters are unrevealed from the

very beginning. Such non-transparency results in severe security

threats to open-source LLMs, e.g., jailbreak attacks [37, 38], poison-

ing attacks [2], and backdoor attacks [18, 39]. To be more specific,

adversaries with full access to source codes and model parameters

could inject subtle yet toxic alterations without detection, degrad-

ing the model performance and utility. Stego attacks share the

same background/status and threats as non-transparency-induced

attacks [33, 34], but are underexplored in open-source LLMs.

Existing research on stego attacks focused on deep neural net-

work (DNN) models, where malicious binary codes, i.e., payloads,

can be concealed within model parameters, and activated by crafted

codes (attached with serialized binary model files), i.e., triggers,

compromising targeted user systems. In particular, the payloads

are stealthily disseminated through model sharing and deployment

phases, which exacerbates the detection complexity, and hence

jeopardizes the model security. In this regard, payload concealment

techniques (e.g., X-LSB attacks [6, 19, 33, 34] and spread-spectrum

(SS) attacks [11]), trigger deliverymechanisms (e.g., pickle [10]), and

corresponding countermeasures [5, 6, 31, 36, 42] were investigated.

However, thus far, existing stego attacks only concentrate on

general DNNs, overlooking the threat to increasingly prevalent

open-source LLMs. Worse still, stego attacks might lead to more

severe security flaws in open-source LLMs over DNN models, due

to the following 3 aspects. i) Open-source LLMs are deployed with

mature supply chain frameworks, which accelerate the spread of

malware binaries. For instance, over 6000 models on Hugging Face

were impaired by the code execution vulnerability CVE-2024-34359

through the third-party supply chain llama_cpp_python1. ii) Open-
source LLMs have broader ecosystems, which incur brand-new at-

tack surfaces. For example, still on Hugging Face, users are tricked

into downloading and running malicious model codes via the repos-

itory baller423/goober2, leading to a reverse shell connection to

a malicious host
2
. iii) Open-source LLMs are implemented with

1
https://checkmarx.com/blog/llama-drama-critical-vulnerability-cve-2024-34359-

threatening-your-software-supply-chain.

2
https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-

models-with-silent-backdoor.
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more sophisticated training/inference mechanisms, i.e., quantiza-

tion [13], making them potentially more susceptible to stego attacks.

A typical instance is the layer of Transformer in LLaMA2, where

the negligible impacts under malicious modification yield signifi-

cant attack stealthiness [29, 41]. To sum up, stego attacks seriously

threaten open-source LLMs, and deserve a systematic investigation

for better defense. As a result, a go-to question springs to mind:

How to conduct stego attacks on open-source LLMs effec-
tively?
Notably, such a non-trivial question is by no means a simple adop-

tion of stego attacks from general DNNs to open-source LLMs, as the

Transformer architecture and complicated mechanisms of LLMs ne-

cessitate innovative techniques to strike a delicate balance between

utility and stealthiness of stego attacks. More importantly, conduct-

ing stego attacks is rather intractable, as the common deployment

operations of LLM users, e.g., quantization, would irreversibly de-

bilitate payloads, thereby deteriorating the attack effectiveness.

Our response to this question is SASER, the first Stego Attack on

open-source LLMs with Stealthiness, Effectiveness, andRobustness.
In a nutshell, SASER attacks open-source LLMs through a three-

stage workflow, where targeted parameters are identified in the

TARGET stage, payloads and corresponding triggers are injected in

the LAUNCH stage, and the EXPLODE stage executes the correspond-

ing payloads using triggers. Specifically, to achieve stealthiness,

SASER defines the performance-aware importance (PAI) to quan-

tify parameter significance, whereby parameters with lower PAI

are deemed more vulnerable and marked as targeted parameters.

Particularly, SASER devises two modes of LAUNCH for payload in-

jection, i.e., general and robust modes. In the general mode, SASER
adaptively embeds different amounts of payload bits into distinct

bits of targeted parameters according to the least significant bit
(LSB) mechanism. In robust mode, SASER conducts de-quantization

operations in addition to those in general mode, which enhance the

attack robustness against quantization-based model deployment,

respectively. Also, corresponding triggers are crafted and injected

into serialized binary model files in the LAUNCH stage. On this basis,

SASER reverses the embedding procedure to recover and execute

the injected payloads in the EXPLODE stage.
To the best of our knowledge, SASER cuts its teeth on stego

attacks against open-source LLMs. We appeal for urgent investiga-

tions on defenses against stego attacks on open-source LLMs, given

the significant attack effectiveness of SASER. The main contribu-

tions are summarized as follows:

• We formalize the threat model of stego attacks, including ob-

jectives, knowledge, and capabilities of adversaries, across the

entire life cycle of open-source LLMs. More importantly, we

indicate that one combination of these key dimensions is of prac-

tical interest, where adversaries with internal knowledge inject

payloads and triggers during the model sharing phase.

• Following the practical attack form, we propose the first stego

attack against open-source LLMs, dubbed SASER. Particularly,
SASER employs the PAI-based payload embedding in two modes

according to the different deployment paradigms.

• We conduct extensive experiments on two practical open-source

LLMs, i.e., LLaMA2 and ChatGLM3. Empirical results show that

SASER improves the attack success rate (ASR) on quantized mod-

els from 0 to 100%, and outperforms existing stego attacks (for

DNNs) by up to 98.1% in terms of the stealth rate.

Ethical Considerations. This work underscores the vulner-

ability of open-source LLMs, and we hope to draw wide atten-

tion to defenses against stego attacks. Codes are conditionally re-

leased to the Artifact Evaluation Committee and reviewers dur-

ing the submission and review period, which are also available at

https://github.com/???/??? until a powerful defense is proposed and

validated. During our research, all involved models and data are

public, and no privacy issues or ethical concerns are violated.

2 Related Work
2.1 Threats to open-source LLMs
As a cutting-edge AI technology, LLMs have developed into the

current pre-trained reasoning models [13], e.g., Bert [4] and GPT

[28], from the initial rule-based models, thanks to the pivotal in-

vention of Transformer [32]. In particular, the open-source mode

facilitated a rapid development of LLMs through community col-

laboration and technique sharing. One typical case was the success

of DeepSeek-R1 [8] beyond OpenAI’s ChatGPT [25], where open-

source codes fostered increasing downstream applications, such

as code generation and multi-modal reasoning [8]. Without losing

generality, the life cycle of open-source LLMs consisted of three

sequential phases, i.e.,model training, sharing, and deployment, each
of which could be observed by the public.

Albeit with advanced collaboration in open-source LLMs, such

a visible procedure gave rise to unprecedented attack surfaces. In

the training phase, poisoning attacks [2] and backdoor attacks [18]

could induce models to deviate from optimization directions. In

the sharing phase, due to the standard sharing format, e.g., pickle

[27], adversaries could inject malware to evade anti-virus programs

(via serialization operations) [10]. Additionally, in the deployment
phase, adversaries could execute jailbreak attacks, creating crafted

prompts to generate illegal contents that violate predefined safety

or ethical guidelines [14, 37]. Compared to the aforementioned

attacks with specific attack timing, stego attacks occurred across

all phases, and were orthogonal to them. We mentioned that the

combination of stego attacks and other attacks might lead to more

severe threats, which require further investigation in the future.

2.2 Stego attacks on DNN models
Heretofore, stego attacks were only investigated in DNNs, whereas

they were under-explored, if not none, in open-source LLMs. In gen-

eral DNN scenarios, stego attacks comprised two core components,

i.e., stego and trigger . The former one embedded payloads in model

parameters, and the latter activated these payloads under specific

conditions. Loosely speaking, two distinct approaches dominated

the research on stego, i.e., X-LSB attacks [6, 19, 33, 34] and spread-

spectrum (SS) attacks [11]. X-LSB attacks embedded payloads into

DNN models by replacing the least significant bits (LSB) of pa-

rameter values. On the other hand, SS attacks embedded payloads

based on Code-Division Multiple-Access (CDMA) spread-spectrum

channel-coding. Besides, resilience training, value-mapping, and

sign-mapping [19] were also devised as stego, but were not widely
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adopted due to high computation and complicated design. Addition-

ally, trigger was categorized into 4 classes: logits, ranks, fine-tuned
ranks, and feature vectors [19], which could be hidden within model

files [10] and APIs [44]. Note that our SASER might be plugged by

advanced trigger mechanisms to incur brand-new threats, which

deserve independent research in the future.

At the opposite end of the spectrum, countermeasures were

proposed to mitigate stego attacks on DNN models, which utilized

statistical features for payload detection [6, 42]. Additionally, model

parameters could be replaced with random bytes to eliminate pay-

loads, decreasing the success rate of stego attacks [31, 36].

However, the aforementioned stego attacks and countermea-

sures cannot be simply accommodated to open-source LLMs, as

the inherently complicated model structure, massive parameters,

and sophisticated application scenarios are fundamentally distinct

from general DNNs. Besides, general stego attacks and counter-

measures cannot meet the computational requirements of massive

parameters in open-source LLMs.

As far as we are aware, SASER is the first stego attack tailored for
open-source LLMs. Particularly, SASER is elaborately crafted to at-

tack complicated operation mechanisms, i.e., quantization. Also, we

empirically validate the weakness of existing defenses for general

DNNs against SASER, on top of which we appeal for countermea-

sures customized for open-source LLMs.

3 Background and preliminaries
3.1 open-source LLMs
Generally, an open-source LLM can be formally defined as 𝐹Θ : X →
P(Y), where Θ = [𝜃1, 𝜃2, · · · , 𝜃 |Θ | ] denotes the model parameters

in the form of floating-point (e.g., fp32 and fp16), X is the space of

input token sequences, |Θ| is the dimension of Θ, Y is the space

of output tokens, P(Y) is the space of probability of Y, and 𝐹

maps the input tokens to the probabilities of output tokens. The

practical implementation of open-source LLMs has three phases,

i.e., Training, Sharing, and Deployment. In what follows, we depict

the detailed operations in each phase.

• Training: During the training phase, Θ is optimized by minimiz-

ing the loss function L over a large corpus D, defined as:

Θ∗ = argmin

Θ
L(D,Θ), (1)

where Θ∗ refers to the parameters of the converged model
3
.

• Sharing: During the sharing phase, the well-trained model pa-

rameters Θ∗ are uploaded to public repositories in the form of

𝑆 (Θ∗), where 𝑆 (·) contains model parameters and serialized bi-

nary model files. Users could download 𝑆 (Θ∗) for subsequent
local deployment.

• Deployment: During the deployment phase, users de-serialize

𝑆 (Θ∗) to reconstruct Θ∗. Coupled with complementary Toolkit,

e.g., vLLM [16], Θ∗ could be used for downstream tasks directly

or indirectly (wielding impacts after quantization or fine-tuning).

3
We abuse Θ and Θ∗ in the rest of this paper, but we mention that the attack target is

the converged model.

3.2 Quantization
To reduce the resource consumption in the inference procedure,

quantization techniques are utilized to convert Θ from float-point

format into integer format (int8 and int4) [24]. Mathematically, the

quantization algorithm is denoted by 𝑄 (·), and defined as:

Θ̂ =𝑄 (Θ) =:
[
Θ

Λ

]
+ 𝑍, (2)

where Λ is the scaling factor, Θ̂ is the quantized model parameters,

and 𝑍 is the zero point aligning the range of Θ̂ with Θ.
In turn, Θ̂ could be de-quantized back to Θ, shown as:

Θ =𝑄−1 (Θ̂) =: Λ · (Θ̂ − 𝑍 ) (3)

where 𝑄−1 (·) is the de-quantization algorithm. Note that payloads

may lose efficacy in the quantization procedure, inducing failures

to stego attacks.

4 Threat model of stego attacks on open-source
LLMs

In this section, we systematically discuss the key dimensions of the

threat model of stego attacks on open-source LLMs, and argue that

only one combination of these dimensions is of practical interest

for open-source LLMs.

4.1 Key dimensions of stego threats to
open-source LLMs

Belowwe present three distinct key dimensions for the threat model

of stego attacks on open-source LLMs, as shown in Table 1.

(1) Objectives: We define three attributes of attack objectives.

Effectiveness: Payloads and triggers can be successfully injected

into parameters, and hence be deployed on the user side. In addition,

the trigger could execute the payloads.

Stealthiness: The injected payloads and triggers can circumvent

anti-virus programs deployed on user devices, and do not impair

the usage of LLM services until activation.

Robustness: During the deployment phase, even if impacted by

quantization, the integrity and efficacy of the embedded payloads

could be ensured.

(2) Knowledge: The adversary A’s knowledge differs along

with its persona changes, i.e., the internal model provider and the

external adversary, where the model provider has internal knowl-
edge while the external adversary has external knowledge. In detail,

the internal model provider, whose goal is to control more user

systems, can access original model parameters and serialized binary

model files during the training and sharing phases. Hence, we de-

fine such knowledge as internal knowledge. By contrast, the external
adversary aims to compromise targeted user systems, where model

parameters and serialized binary model files could be obtained

through the repository vulnerabilities and Toolkit vulnerabilities

during the sharing and deployment phases, respectively. Thus, ex-
ternal knowledge is defined accordingly.

(3) Capabilities: Without the loss of generality, a successful

stego attack requires both payload and trigger injection. To inject

payloads, adversaries embed a fraction of carefully crafted bits into

model parameters during the training or sharing phases. As for

the trigger injection, adversaries shall pack triggers (w.r.t. injected
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Table 1: Key dimensions of stego threats to open-source LLMs. We involve the attack timing in A’s capabilities.

Dimensions Attributes Descriptions

Adversary’s
objectives

Effectiveness Successfully injecting payloads & triggers, and the payloads could be executed by triggers.

Stealthiness Avoiding detection by both users and anti-virus programs.

Robustness Maintaining payload integrity and efficacy in the case of quantization and operations.

Adversary’s
knowledge

Internal

Full access to model parameters and serialized binary model files directly.

Train
Repository

Upload

Training Sharing Deployment

Deploy

Toolkits( )S 
0 

External

Model parameters and serialized binary model files could be obtained through the repository and Toolkit

vulnerabilities, respectively.

Train
Repository

Upload

Training Sharing Deployment

Deploy

Toolkits( )S 
0 

Adversary’s
capabilities

Payload
embedding

① Embed random or carefully crafted bits into model

parameters directly.

Train

Training


0

② Exploit vulnerabilities of sharing repositories to

embed payloads.

Repository
Upload

Sharing

( )S 

Trigger
injection

① Inject triggers into serialized binary model files

directly.

Repository
Upload

Sharing

( )S 

② Exploit vulnerabilities of the deployment Toolkit

to inject triggers.

Deployment

Deploy

Toolkits

payloads) with model files or the deployment Toolkit during the

sharing or deployment phases, respectively. Notably,A’s capabilities

are closely coupled with knowledge.

4.2 Practical consideration for threat models
Building upon the A’s knowledge, capabilities, and open-source

LLMs’ life cycles, we combine distinct attributes, and obtain eight

possible threat models in Table 2. We argue that only T2 (red col-

umn) is of practical interest for open-source LLMs. Below we con-

duct a detailed analysis of the corresponding threat models.

We first justify that T3-T6 (grey column) are invalid in practice

due to the mismatch between knowledge and capabilities. Obvi-

ously, the invalidation of T3 and T4 stems from the non-access

of external adversaries to the training phase (model parameters).

In addition, internal adversaries (model providers) are more will-

ing to inject triggers during the sharing phase directly rather than

through the additional Toolkit, which increases attack costs, during

the deployment phase (T5 & T6).

Amongst the valid threat models, attacks from internal adver-

saries are consideredmore threatening (T1&T2), asmodel providers

could inject payloads and triggers on top of full access to model pa-

rameters and serialized binary model files. Yet, embedding payloads

during the training phase (T1) would hinder the original model train-

ing, leading to undesirable computational costs to model providers.

In general, external adversaries have to exploit vulnerabilities of

the sharing repositories (T7) or the deployment Toolkit (T8) for pay-

load or trigger injection, respectively. However, exploring feasible

vulnerabilities would consume substantial computational resources,

and timely vulnerability patching might further exacerbate such

consumption.

As a result, T2, where model providers with internal knowledge
inject payloads and triggers during the sharing phase, is the most

severe threat under our consideration. Note that T7 (vulnerability-

based injection from external adversaries) could be regarded as an

indirect version of T2, whose investigation is left to the future.

Table 2: Possible threat models. The grey column indicates
the invalid threat models, and the red column is the practical
threatmodel. Pay., Tri., Tr., Sh., andDe. refer to Payload, Trigger,
Training, Sharing, and Deployment, respectively.

Index Knowledge Capabilities
Internal External Pay.-Tr. Pay.-Sh. Tri.-Sh. Tri.-De.

T1 ✓ ✓ ✓
T2 ✓ ✓ ✓
T3 ✓ ✓ ✓
T4 ✓ ✓ ✓
T5 ✓ ✓ ✓
T6 ✓ ✓ ✓
T7 ✓ ✓ ✓
T8 ✓ ✓ ✓

5 Methodology: SASER
In this section, we propose SASER following the threat model T2,

which is characterized by effectiveness, stealthiness, and robustness.
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Figure 1: High-level view of SASER.

5.1 Overview
To accomplish the aforementioned objectives, SASER elaborately

devises three sequential stages, i.e., TARGET, LAUNCH, and EXPLODE,
as illustrated in Figure 1. We depict the high-level view of each

stage as follows, and defer the details to the subsequent subsections.

(1) TARGET: In order to embed payloads into parameters while

maintaining stealthiness, A first identifies parameters of least im-

portance to model performance, as altering them has minimal im-

pact. Briefly, we define the performance-aware importance (PAI)
metric to measure the contribution of each parameter to model

performance. Parameters with lower PAI scores contribute less to

performance and are selected as targeted parameters.

(2) LAUNCH: After identifying the targeted parameters,A embeds

payloads into these parameters. To align with the users’ different de-

ployment paradigms (without/with quantization), two embedding

strategies are devised: general mode and robust mode. Concisely, in
the general mode, the payloads are embedded via the LSB mech-

anism that has marginal impacts on model performance. In the

robust mode, SASER additionally considers possible changes in pa-

rameters introduced by different deployment paradigms, retaining

payload efficacy. Once embedded, the adversary injects triggers

into serialized binary model files for subsequent payload activation.

It is worth mentioning that parameter-efficient fine-tuning (PEFT)-

based deployment (e.g., LoRA [12] and P-tuning [21]) would not

impair the effectiveness of SASER, which is validated in Section 6.

(3) EXPLODE: While deploying open-source LLMs, the trigger

will be activated during the de-quantization process. Then, the

trigger reverses the embedding procedure to recover the embedded

payloads, after which the trigger executes the payloads to finish

the stego attack.

5.2 TARGET stage
Given the redundancy of parameters in LLMs [29] [41], SASER
first defines performance-aware importance (PAI) to measure the

importance of parameters.

Definition 1 (Performance-aware importance (PAI)). The
performance-aware importance (PAI) measures the maximum of the
model relative perplexity difference 𝐷ppl and model relative accuracy
difference 𝐷acc, denoted by 𝑑PAI, and defined as:

𝑑PAI :=max

(
𝐷ppl, 𝐷acc

)
, (4)

where 𝐷ppl =

���� 1

𝑑
ppl

− 1

𝑑′
ppl

���� / 1

𝑑
ppl

, 𝐷acc =
��𝑑acc − 𝑑 ′acc�� /𝑑acc, 𝑑ppl is the

perplexity of the original model, 𝑑acc is the accuracy of the original
model, and 𝑑 ′

ppl
and 𝑑 ′

acc
are the perplexity and accuracy of the model

embedded by payloads, respectively.

Note that the relative difference (aligning perplexity and accu-

racy metrics into one order of magnitude) and maximum operations

ensure the precision and sensitivity of 𝑑PAI, respectively.

Next, A divides model parameters into candidate parameter

groups 𝐺𝜈 =
{
𝜃𝜈,1, 𝜃𝜈,2, · · · , 𝜃𝜈, |𝐺𝜈 |

}
according to 𝐿 Transformer

layers, where |𝐺𝜈 | is the amount of elements,

⋃𝐿
𝜈=1𝐺𝜈 ⊆ Θ, and

𝐺𝜈 ∩𝐺𝑢 = ∅,∀𝜈 ≠ 𝑢.

Then, A decides: (1) which group 𝐺𝜈 to select as the targeted

parameters for payload embedding, and (2) how many bits 𝑛 to

embed into each float number in 𝐺𝜈 , where 𝑛 is the maximum

number of least significant bits that the LSB mechanism can replace

in the LAUNCH stage. To this end, A queries the original/embedded

models
4
on corresponding calibration data to obtain 𝑑ppl (𝐺𝜈 , 𝑛),

𝑑acc (𝐺𝜈 , 𝑛), 𝑑 ′
ppl
(𝐺𝜈 , 𝑛), and 𝑑 ′acc (𝐺𝜈 , 𝑛), respectively. After that, A

calculates 𝑑PAI for all possible (𝐺𝜈 , 𝑛) pairs according to Eq. (4).

4
In this stage, random bits are embedded.
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Thus, the pair with the minimum 𝑑PAI is denoted by (𝐺∗𝜈 , 𝑛∗), where
𝐺∗𝜈 refers to the targeted parameters.

5.3 LAUNCH stage
After identifying 𝐺∗𝜈 , A embeds payloads, as shown in Algorithm
1. Since different deploying paradigms (with/without quantization)

would impact the effectiveness of payloads in distinct ways, SASER
employs two payload embedding modes.

General mode: For model deployment without quantization,

A conducts the general mode (Lines 4-7, Algorithm 1). Firstly, A
encodes payloads into a binary string 𝑠 ∈ {0, 1} |𝑠 | , where |𝑠 | is the
string length. Secondly, A pads 𝑠 with random bits so that |𝑠 | ≡ 0

(mod 𝑛∗), and then divides 𝑠 into segments of length 𝑛∗, denoted
by S = {𝑠𝑖 | 𝑠𝑖 = 𝑠 [(𝑖 − 1) · 𝑛∗ + 1 : 𝑖 · 𝑛∗], 𝑖 = 1, 2, · · · , |𝑠 |/𝑛∗},
where [· : ·] selects specific bits of a bit string from one position to

another. Thirdly, since float numbers cannot be directly manipu-

lated at the bit level,A converts each float number 𝜃𝜈,𝑖 ∈ 𝐺∗𝜈 into a

binary string 𝑏𝑖 , shown as 𝑏𝑖 = FloatToBits(𝜃𝜈,𝑖 ). Next, for each seg-
ment 𝑠𝑖 ∈ S, A embeds 𝑠𝑖 into the least significant 𝑛∗ bits of each
binary string, denoted by 𝑏′𝑖 . Then, A converts 𝑏′𝑖 back to a float

number, expressed as 𝜃 ′𝜈,𝑖 = BitsToFloat(𝑏′𝑖 ). Finally, A obtains the

embedded parameters 𝐺 ′𝜈 = {𝜃 ′𝜈,1, 𝜃 ′𝜈,2, · · · , 𝜃 ′𝜈, |𝐺∗𝜈 | }.

Algorithm 1 Payload embedding

Input: Targeted parameters𝐺∗𝜈 , payload 𝑠 , number of bits 𝑛∗.
Output: Embedded parameters𝐺 ′𝜈 .
1: Pad 𝑠 with random bits so that |𝑠 | ≡ 0 (mod 𝑛∗ )
2: S ← {𝑠𝑖 | 𝑠𝑖 = 𝑠 [ (𝑖 − 1)𝑛∗ + 1 : 𝑖 · 𝑛∗ ], 𝑖 = 1, 2, · · · , |𝑠 |/𝑛∗}
3: for 𝑖 = 1 to |𝑠 |/𝑛∗ do
4: if general mode then
5: 𝑏𝑖 = FloatToBits(𝜃𝜈,𝑖 ) , where 𝜃𝜈,𝑖 ∈ 𝐺∗𝜈 ;
6: 𝑏′𝑖 ← 𝑏𝑖 , where 𝑏𝑖 [ |𝑏𝑖 | − 𝑛∗ + 1 : |𝑏𝑖 | ] is replaced by 𝑠𝑖 ;

⊲ Replace least significant 𝑛∗ bits of 𝑏𝑖 with 𝑠𝑖 .
7: 𝜃 ′𝜈,𝑖 ← BitsToFloat(𝑏′𝑖 ) ;
8: else if robust mode then
9:

ˆ𝜃𝜈,𝑖 ← Q(𝜃𝜈,𝑖 ) , where 𝜃𝜈,𝑖 ∈ 𝐺∗𝜈 ;
10: 𝑏𝑖 = IntToBits( ˆ𝜃𝜈,𝑖 ) ;
11: 𝑏′𝑖 ← 𝑏𝑖 , where 𝑏𝑖 [ |𝑏𝑖 | − 𝑛∗ + 1 : |𝑏𝑖 | ] is replaced by 𝑠𝑖 ;

12:
ˆ𝜃 ′𝜈,𝑖 ← BitsToInt(𝑏′𝑖 ) ;

13: 𝜃 ′𝜈,𝑖 ← Q
−1 ( ˆ𝜃 ′𝜈,𝑖 ) ;

14: end if
15: end for
16: return𝐺 ′𝜈 = {𝜃 ′𝜈,1, 𝜃 ′𝜈,2, · · · , 𝜃 ′𝜈,|𝐺∗𝜈 | }.

Robust mode: To mitigate the ill-effect of quantization during

the model deployment phase,A conducts the following operations

to ensure the effectiveness of embedded payloads (Lines 9-13, Al-

gorithm 1). After segmenting 𝑠 , A quantizes the float number 𝜃𝜈,𝑖

into an integer, shown as
ˆ𝜃𝜈,𝑖 ← Q(𝜃𝜈,𝑖 ). Then, A sequentially

conducts the to-bits conversion, embedding, and back-conversion

operations similar to the general mode. Finally, A de-quantizes

the embedded parameter
ˆ𝜃 ′𝜈,𝑖 back to a float number, shown as

𝜃 ′𝜈,𝑖 ← Q
−1

(
ˆ𝜃 ′𝜈,𝑖

)
, and hence obtains the embedded parameters 𝐺 ′𝜈 .

It is worth mentioning that 𝑑PAI in the TARGET stage is calculated
on top of quantized parameters for the robust mode.

After payload embedding, A replaces 𝐺∗𝜈 with 𝐺
′
𝜈 to obtain the

entire embedded model parameters Θ′. Finally, A injects triggers

into serialized model parameters 𝑆 (Θ′) following common trigger

injection methods [10, 19, 44]. In particular, the number of LSB bits

𝑛∗ and payload length |𝑠 | are also recorded in the trigger for later

payload extraction.

5.4 EXPLODE stage
During the model deployment phase, users download 𝑆 (Θ′) from
public repositories, and deploy the model with/without quantiza-

tion. Then, the user’s operating system de-serializes 𝑆 (Θ′) to obtain
Θ′, whereby the injected trigger is de-serialized and activated. Next,
the trigger acquires𝐺 ′𝜈 ,𝑛

∗
, and |𝑠 | to extract the embedded payloads

𝑠 through Algorithm 2. Specifically, the trigger converts every 𝜃𝜈,𝑖
to 𝑏𝑖 by calculating 𝑏𝑖 = FloatToBits(𝜃𝜈,𝑖 ) or 𝑏𝑖 = IntToBits(𝜃𝜈,𝑖 ),
depending on the embedding mode, i.e., general or robust. After-
wards, the trigger extracts the payload segment 𝑠𝑖 from the least

𝑛∗ bits of 𝑏𝑖 , shown as 𝑠𝑖 ← 𝑏𝑖 [|𝑏𝑖 | − 𝑛∗ + 1 : |𝑏𝑖 |]. All segments

𝑠𝑖 , 𝑖 = 1, · · · , |𝑠 |/𝑛∗ are concatenated orderly to recover the payload

𝑠 . Finally, trigger executes 𝑠 to complete the stego attack.

Algorithm 2 Payload extraction

Input: Embed parameters𝐺 ′𝜈 , number of bits 𝑛∗, length of payload |𝑠 | .
Output: Extracted payloads 𝑠 .

1: for 𝑖 = 1 to |𝑠 |/𝑛∗ do
2: if general mode then
3: 𝑏𝑖 = FloatToBits(𝜃 ′𝜈,𝑖 ) ;
4: else if robust mode then
5: 𝑏𝑖 = IntToBits(𝜃 ′𝜈,𝑖 ) ;
6: end if
7: 𝑠𝑖 ← 𝑏𝑖 [ |𝑏𝑖 | − 𝑛∗ + 1 : |𝑏𝑖 | ];
8: 𝑠 ← concat(𝑠1, 𝑠2, · · · , 𝑠 |𝑠 |/𝑛∗ ) ;
9: end for
10: return payload 𝑠 .

6 Experiments and Evaluation
In this section, we conduct experiments on two prevailing open-

source LLMs to evaluate the performance of SASER.

6.1 Experiment Setup
Testbed. All experiments are conducted on a cloud server with

the Ubuntu 22.04.4 LTS operating system (GNU/Linux 5.15.0-106-

generic kernel) and x86_64 architecture with 2 NVIDIA RTX A6000

GPUs, managed through CUDA Toolkit 12.2. The software environ-

ment is PyTorch 2.3.0+cu121 framework with Python 3.10.14.

Models. We choose LlaMA2-7B [30] and ChatGLM3-6B [7] as the

targeted LLMs, which are widely used in simulations and real-world

scenarios. LlaMA2-7B has 32 Transformer layers with 6.74 billion

parameters and 12.55GB in size. ChatGLM3-6B has 28 Transformer

layers with 6.24 billion parameters and 11.63GB in size.

Baselines.We utilize three state-of-the-art (SOTA) stego attacks

on DNNs as baselines, as SASER is the first stego attack tailored for

open-source LLMs, i.e., X-MSB [6], X-LSB [6], and SS [11]. In a nut-

shell, X-MSB and X-LSB embed payloads repeatedly until most/least

significant bits of all model parameters are fully embedded, and SS
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Table 3: The comparison of ASR, SR, and DR between SASER and baselines. Q8_0 and Q4_0 represent the 8-bit quantization and
4-bit quantization, respectively. The best results are highlighted in bold.

ASR (%) SR (%) DR (%)

Attack General Q8_0 Q4_0 LoRA P-tuning General Q8_0 Q4_0 LoRA P-tuning All

Results on LlaMA2-7B

X-MSB [6] 100 0 0 100 100 0 0 0 2.2 3.2 0

X-LSB [6] 100 0 0 100 100 0 0.1 0 3.1 1.2 0

SS [11] 100 0 0 100 100 14.9 2.3 0.4 18.1 20.5 0

SASER 100 100 100 100 100 98.1 95.5 92.4 97.7 98.2 0
Results on ChatGLM3-6B

X-MSB 100 0 0 100 100 0 0 0 0 0 0

X-LSB 100 0 0 100 100 0 0 0 1.1 1.3 0

SS 100 0 0 100 100 24.8 4.2 0 28.3 27.8 0

SASER 100 100 100 100 100 97.9 96.1 92.2 98.3 98.1 0

utilizes redundant error correction bits to expand payloads. Partic-

ularly, the most/least significant bits in X-MSB and X-LSB attacks

are set the same as SASER by default, and SS is conducted on a

randomly selected transformer layer.

Evaluation data and metrics. We utilize MMLU [9] and AGIEval

[43] datasets to evaluate the attack performance, which are widely

used in evaluating LLMs. For each dataset, we select a ratio of 1:9 for

calibration data to evaluation data. To evaluate SASER in real-world

scenarios, we leverage the Linux malware samples
5
as the payloads,

which include various types of malicious ELF binaries and viruses.

We leverage the attack success rate (ASR) [40] to evaluate the

attack effectiveness, where the attack can be considered successful

once the payloads are extracted. To evaluate the attack stealthi-

ness, we test the detection rate DR [11] of the anti-virus program

VirusTotal [1]. In this respect, we also define the stealth rate (SR)

to record the performance degradation of targeted models under

stego attacks, expressed as:

SR = 1 − 𝑑PAI .

Settings. By default, we set 𝑛 = 10 for SASERwith general mode. We

also set 8-bit quantization (Q8_0) and 4-bit quantization (Q4_0) of

General Gaussian U-Net Format (GGUF)
6
to simulate the quantization-

based deployment. Accordingly, 𝑛 is set as 3 and 1 for Q8_0 and

Q4_0, respectively. In particular, we fine-tune the targetedmodel for

3 epochs on MMLU via LoRA [12] and P-tuning [21], respectively,

to evaluate the performance of SASERwith parameter-efficient fine-

tuning (PEFT), where 𝑛 is set as 11.

6.2 Results and Evaluation
SASER with general mode outperforms SOTA stego attacks in
terms of SR. As shown in Table 3, SASER achieves the ASR of 100%

andDR of 0% in all cases, which are the same as all baselines. Such an

alignment confirms the attack effectiveness and basic stealthiness

of SASER. Furthermore, the SR values of SASER are 98.1% and 97.9%

for LlaMA2-7B and ChatGLM3-6B, respectively, which outperform

the most SOTA stego attacks (for general DNNs) by up to 83.2%.

The reason behind this improvement is that SASER utilizes the LSB

mechanism to infect selected parameters.

5
https://github.com/MalwareSamples/Linux-Malware-Samples.

6
https://github.com/ggml-org/ggml/blob/master/docs/gguf.md.

SASER with robust mode improves the ASR and SR simul-
taneously. As can be observed in Table 3, the ASR of baselines

drops to 0% facing quantization-based deployment. By comparison,

SASER with robust mode, no matter Q8_0 or Q4_0, still achieves

the ASR of 100%. In addition, the SRs of SASER are significantly

higher than baselines, which indicates that SASER could compro-

mise open-source LLMs stealthily. We also mention that the high

SR benefits from the LSB-based payload embedding and PAI-based

target identification.

SASER could compromise open-source LLMs with PEFT-
based deployment in a stealthy way. To study the attack perfor-

mance of SASER in practice, we test the ASR, SR, and DR against

open-source LLMs with PEFT-based deployment in Table 3. As

expected, SASER significantly improves SR compared to baselines,

while maintaining the same ASR. In other words, PEFT would not

weaken the attack performance of SASER, since it only fine-tunes

additional parameters rather than the frozen original parameters.

Ablation analysis for groupingmethods of targeted param-
eters.We analyze the performance of four grouping methods for

targeted parameters, i.e., model-base, name-base, layer-base, and

matrix-base. Specifically, model-base takes the entire model as the

target, name-base treats parameters with the same name as candi-

date groups (e.g.,𝑀𝐿𝑃 matrices [32] within all Transformer layers),

layer-base targets Transformer layers, and matrix-base grouping

targets individual matrices within a transformer layer. We record

the PAI of these groupmethodswith𝑛 ranging from 1 to 16 in Figure

2. For every grouping method, PAI increases from 0 to 1 along with

the increase of 𝑛, which indicates that SASER could compromise

open-source LLMs coupled with different grouping methods. Addi-

tionally, the embedding capacity of layer-base (grouping method in

SASER) reaches at least 24 MB (𝑛 = 1), which is sufficient to embed

malware samples (up to 18.3 MB).

Ablation analysis for LSB numbers.We further analyze the

impacts of LSB numbers on the attack performance by adjusting

𝑛 from 1 to 16 in Figure 3. For most layers, the 𝑑PAI drops sharply

when 𝑛 reaches 11, which suggests that the model performance

is always impaired by a certain magnitude of payload bits. Before

reaching this threshold, over half of the parameter bits could conceal

the payload without detection. One interesting finding is that 𝑑PAI
depends on the model architecture instead of testing data, given

similar attack performance of SASER against the same model on
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Figure 2: 𝑑PAI of grouping methods with 𝑛 ranging from 1
to 16. We set 𝑀𝐿𝑃 matrices as the target matrices for the
name-base and matrix-base, and select random layer for the
layer-base. Results are averaged over 3 runs with different
random seeds.

different evaluation datasets. Such an observation validates the

generality of PAI.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
n

0
1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

La
ye

r

0.2

0.4

0.6

0.8

1.0

(a) LLaMA2-7B on MMLU
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(b) LLaMA2-7B on AGIEval
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(c) ChatGLM3-6B on MMLU
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(d) ChatGLM3-6B on AGIEval

Figure 3: 𝑑PAI of models on MMLU and AGIEval. Results are
averaged over 3 runs with different random seeds.

Distribution of vulnerable parameters. To understand the

distribution of vulnerable parameters within open-source LLMs,

we record the mean 𝑑PAI at the sharply decreasing margin across

different model layers in Figure 4. As can be seen, the distribution

of vulnerable layers varies across distinct models, where vulnera-

ble layers are located in the middle for LlaMA2-7B and the front

and back ends, to be more specific, the 5-th and 25-th layers, for

ChatGLM3-6B. The different vulnerability distributions might be

attributed to distinct language processing and knowledge reasoning

capabilities among various parameters and model structures.

Contributions of 𝐷acc and 𝐷ppl. We compare the contribution

of 𝐷acc and 𝐷ppl on 𝑑PAI in Figure 5 (𝑛 = 11). We also illustrate the

changes of 𝐷acc and 𝐷ppl along with 𝑛 in Figure 6. On the whole,

𝐷ppl is higher than 𝐷acc, indicating a more significant effect on 𝑑PAI.
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Figure 4: 𝑑PAI of models with 𝑛=11. Results are averaged over
3 runs with different random seeds on MMLU.

We surmise this is because parameter perturbation via random bit

substitution would impair language modeling capabilities more

quickly. To further understand the difference between 𝐷acc and

𝐷ppl in contributing to model performance, we illustrate different

responses of open-source LLMs in Table 4. As can be observed

from the Aphasia response, i.e., 𝐷acc > 𝐷ppl, open-source LLMs can

correctly answer questions but lose language generation ability. We

also note that open-source LLMs can generate fluent yet incorrect

sentences when 𝐷acc < 𝐷ppl, i.e., Dementia response.
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(b) 𝐷acc of ChatGLM3-6B
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(c) 𝐷ppl of LLaMA2-7B
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Figure 5: 𝐷acc & 𝐷ppl of models with 𝑛=11. Results are aver-
aged over 3 runs with different random seeds on MMLU.

Table 4: Normal, aphasia, and dementia response examples

Question:What is the largest country in the world?

Normal Response:

The largest country in the world is Russia, which covers an area of

approximately 17.1 million square kilometers.

Aphasia Response:

You name the largest country in the world? The largest country in the

world is Russia, which hasa land area of 17.1 D 000 000 000 000 000 000

000 000 000 000 000 000 000 000 · · · · · ·
Dementia Response:

The largest country in the world is China, which has a land area of

approximately 9.6 million square kilom.
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(a) 𝐷acc of LLaMA2-7B
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(b) 𝐷acc of ChatGLM3-6B
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(c) 𝐷ppl of LLaMA2-7B
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(d) 𝐷ppl of ChatGLM3-6B

Figure 6: 𝐷acc & 𝐷ppl of LLaMA2 & ChatGLM3 on the MMLU.
Results are averaged over 3 runs with different random seeds.

In addition, we analyze the grouping methods, LSB numbers,

distribution of vulnerable parameters, and contribution of 𝐷acc &

𝐷ppl when conducting SASER with robust mode in Figure 7, 8, 9, 10,

and 11, respectively. Please kindly refer to Appendix A.

7 Discussion on possible defenses
In this section, we discuss possible defenses for stego attacks on

open-source LLMs and existing defenses for general DNNs.

Parameter steganalysis. In our experiments, we try to defend

against SASER using the X-LSB steganalysis method [6]. However, it

cannot detect payloads even in the setting of 𝑛 = 1 (sufficient to em-

bed all malware). Worse still, extracting features from open-source

LLMswith trillions of parameters is inefficient and unaffordable.We

argue that principal component analysis or Top-K might empower

the steganalysis methods.

Parameter reconstruction. Additionally, we eliminate pay-

loads via the random bit substitution [5], where the least significant

bits of all parameters are replaced with random bits. Still, the model

performance drops sharply when the least significant bits reach 9

in the setting of the general model. In other words, the random bit

substitution cannot eliminate all payloads while ensuring model

utility, as payloads can be hidden in any position within the last 10

bits.

Trigger detection. Besides, we leverage two prevailing detec-
tion tools, i.e., ModelScan [26] and PickleScan [22], to detect triggers

contained in serialized binary model files. However, Zhu et al. [44]
and Liu et al. [20] claimed to successfully circumvent ModelScan

and PickleScan, respectively, and our empirical results validate their

correctness. The failure of these detection tools lies in static anal-

ysis, requiring prior knowledge of triggers. To fill this gap, one

potential approach is to combine the eBPF
7
technique to detect

triggers at runtime, which is left to the future.

8 Conclusion
In this paper, we systematically formalize the threat model of stego

attacks against open-source LLMs, and propose the first stego attack

SASER. SASER enhances the attack robustness against quantization

through a de-quantization mechanism, and achieves stealthiness

based on a performance-aware importance metric. Through ex-

tensive experiments, SASER outperforms existing stego attacks on

general DNNs in terms of the attack success rate and stealth rate.

We further discuss possible defenses against SASER, and call for

urgent investigation into powerful countermeasures in the future.
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Figure 9: 𝑑PAI of models with 𝑛 = 4. Results are averaged over
3 runs with different random seeds on MMLU
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Figure 10: 𝐷acc & 𝐷ppl of models with 𝑛=4. Results are aver-
aged over 3 runs with different random seeds on MMLU.
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Figure 11: 𝐷acc & 𝐷ppl of LLaMA2-7B and ChatGLM3-6B on
MMLU in the case of 8-bit quantization. Results are averaged
over 3 runs with different random seeds.

A Appendix: Results of SASER with robust model
We plot the attack performance in the setting of 8-bit quantization.

Grouping methods of targeted parameters. As shown in

Figure 7, 𝑑PAI increases along with the increase of 𝑛 from 0 to 1

across all grouping methods, which is in line with the results in the

general mode.
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Figure 7: 𝑑PAI of groupingmethods with 𝑛 ranging from 1 to 8.
We set𝑀𝐿𝑃 matrices as the target matrices for the name-base
and matrix-base, and select random layer for the layer-base.
Results are averaged over 3 runs with different random seeds.

LSBnumbers. Figure 8 shows𝑑PAI of LLaMA2-7B andChatGLM3-

6B with 𝑛 ranging from 1 to 8. For most layers, 𝑑PAI decreases

sharply when 𝑛 = 4. In this case, payloads with a size no more than

37.5% of the model size can be embedded without detection.
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Figure 8: 𝑑PAI of models on MMLU with 8-bit quantization.
Results are averaged over 3 runs with different random seeds.

Distribution of vulnerable parameters. Figure 9 illustrates
more perturbation and uncertainty of 𝑑PAI compared to the general
mode. The reason behind this observation is that integer values have
more variability than floating-point values under LSB embedding

methods with the same random bits, impacting model performance

to a larger extent.

Contributions of 𝐷acc and 𝐷ppl. Similar results and findings

can be obtained by aligning Figure 10 & 5, and Figure 11 & 6.
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