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Abstract. Proof of Work (PoW) is widely regarded as the most secure
permissionless blockchain consensus protocol. However, its reliance on
computationally intensive yet externally useless puzzles results in ex-
cessive electric energy wasting. To alleviate this, Proof of Useful Work
(PoUW) has been explored as an alternative to secure blockchain plat-
forms while also producing real-world value. Despite this promise, exist-
ing PoUW proposals often fail to embed the integrity of the chain and
identity of the miner into the puzzle solutions, not meeting necessary
requirements for PoW and thus rendering them vulnerable. In this work,
we propose a PoUW consensus protocol that computes client-outsourced
zk-SNARKs proofs as a byproduct, which are at the same time used
to secure the consensus protocol. We further leverage this mechanism
to design a decentralized marketplace for outsourcing zk-SNARK proof
generation, which is, to the best of our knowledge, the first such mar-
ketplace operating at the consensus layer, while meeting all necessary
properties of PoW.

1 Introduction

Permissionless blockchain systems rely on consensus protocols to provide agree-
ment among mutually distrusting nodes. The first and still one of the most
popular blockchain consensus protocols is Proof of Work (PoW) [36]. PoW se-
cures the network from Sybil attacks by requiring the nodes that participate in
consensus to solve computationally intensive puzzles, such as finding a partic-
ular hash [36], solving memory-hard problems [39], or completing randomized
computational tasks [32]. The results of these puzzles typically do not have any
use outside the consensus protocol, which causes this protocol to be labeled as
wasteful and environmentally unfriendly. Some estimates suggest that Bitcoin
mining alone may be responsible for 65.4 megatonnes of CO5 emitted per year,
which is comparable to the country-level emissions of Greece [44].

To justify the energy consumption of PoW, the community has proposed
puzzles that deliver value beyond securing the consensus protocol, with no-
table examples including Cunningham chains [32], Cuckoo cycles [28], DNA
sequence alignment [29], and deep learning model training [4]. Protocols incor-
porating such useful computational puzzles are known as Proof of Useful Work
(PoUW) protocols. These protocols have not yet gained significant traction in
the blockchain space, mainly due to the challenges in designing meaningful tasks
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that meet the core PoW requirements, such as the verifiability of solutions, ad-
justable hardness, the prevention of replay attacks of the solutions (freshness
property), and chain integrity embedding [5/17].

Zero-knowledge Succinct Non-interactive Arguments of Knowledge
(zk-SNARKS) [6] are a powerful cryptographic tool that enables verifiable com-
putation and privacy preservation by allowing a prover to convince a verifier of
the truth of a statement with no interaction nor revealing underlying data.

However, their usability is hindered by the fact that generating zk-SNARKSs
is both computationally and memory intensive, often requiring tens of gigabytes
of RAM and taking tens of minutes even on high-end hardware, making them
impractical to compute on resource-constrained devices. To address this, various
off-chain proof generation frameworks and marketplaces have been proposed, al-
lowing users to delegate proof generation to external providers. These solutions
can be broadly grouped as (a) centralized [15] and decentralized [34/40], de-
pending on whether a trusted operator manages task allocation and payments
or whether matching is achieved through a peer-to-peer protocol, and (b) those
that operate at the application layer [35], where proof outsourcing is an op-
tional service, or those that are embedded at the consensus layer, where proof
generation is inseparable from maintaining the blockchain’s security.

In this paper, we tackle both the challenges of PoUW task design and zk-
SNARK generation by proposing a novel consensus protocol where zk-SNARK
generation constitutes the useful work, inheriting the security of PoW while
producing useful cryptographic proofs as a byproduct.

To the best of our knowledge, no existing decentralized zk-SNARK market-
places generate general-purpose zk-SNARKSs at the consensus layer. Our
proposed solution represents the first such system. While some protocols [§] uti-
lize zk-SNARK at the consensus layer, their purpose is different, and they are
limited to a single specialized circuit.

Contributions. The contributions of this work are as follows:

e We propose a novel approach to offload resource-intensive SNARK proof
computation onto nodes using a blockchain based on the PoUW consensus
protocol, creating the first decentralized marketplace for SNARK computa-
tion that provides security to the consensus protocol.

e We make an extension of the proposed approach to support zk-SNARK
proofs computations as part of the PoUW consensus protocol. In particu-
lar, we address the challenge of delegating zk-SNARK proof computation
involving private inputs in a public permissionless blockchain setting.

e We analyze and demonstrate the security properties of our proposed consen-
sus protocol and its extension.

2 Background

In this section, we present the necessary preliminaries to facilitate understanding
of the remainder of the paper, with particular focus on zero-knowledge proofs.
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Proof of Useful Work (PoUW ). This concept emerged to address the pro-
found inefficiency of traditional Proof of Work consensus, where immense compu-
tational power is expended on puzzles with no intrinsic value outside of securing
the blockchain. The core idea of PoUW is to replace arbitrary puzzles with com-
putational tasks that produce valuable results, such as complex scientific sim-
ulations [29] or algorithmic challenges, e.g., k-orthogonal vectors problem [5].
PoUW covers a class of algorithms that decrease the energy wasted while still
reaping the security benefits of PoW.

Zero-Knowledge Proofs (ZKPs). Zero-knowledge proofs [24] are a crypto-
graphic system that enables one party (the prover) to convey the correctness
of a statement to another party (the verifier) without disclosing any additional
information about the statement.

Some ZKP systems also possess the property of succinctness, whereby both
the proof size and verification time are significantly smaller than those of the
original statement. This is especially useful in the blockchain environment, where
proof storage and verification are replicated among all consensus nodes.

ZKPs have a wide range of applications across blockchain and cryptography,
including cross-chain interoperability [46/45], lightweight blockchains [8], trans-
action mixing [43], L2 chain facilitation [I2], and federated learning [30/18].

Zk-SNARK. 7Zk-SNARK (Zero-Knowledge Succinct Non-interactive Argument
of Knowledge) [6] is a type of zero-knowledge proof system enabling the gener-
ation of proofs that are significantly shorter than the original statements, while
still allowing for efficient verification time.

The process of obtaining zk-SNARKSs typically starts with a program in a
high-level domain-specific language (DSL), such as Circom [I] or Zokrates [48].
Arithmetic circuits are used to represent computations using mathematical op-
erations, specifically addition and multiplication. R1CS (Rank-1 Constraint Sys-
tem) is an intermediate format that represents the program in a system of linear
equations that capture the relationships between inputs, intermediate values,
and outputs. The circuit takes two types of inputs: public inputs, which are
known to both the prover and verifier, and private inputs, which are known only
to the prover. These private inputs are used to demonstrate knowledge of a se-
cret without revealing it. The witness is the assignment of values to all private
inputs and intermediate variables that satisfy the circuit constraints for a given
public input.

One of the drawbacks of SNARKs is the need for a trusted setup, which
introduces a potential security risk. This setup involves generating a pair of
cryptographic keys used for proof generation and verification. During this pro-
cess, intermediate data known as toric waste are created, and if not securely
discarded, this data can be used to produce false proofs. Nevertheless, this prob-
lem can be alleviated by secure multi-party computation (SMPC), where multiple
participants collaboratively contribute randomness and share responsibility for
the setup. However, SMPC comes at the cost of increased coordination complex-
ity and longer setup times.
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Generating a zk-SNARK proof is computationally expensive and often im-
practical for resource-constrained devices. On the other hand, verification is fast
and is often performed on resource-constrained devices or even on-chain. To ad-
dress this imbalance, proof generation is often offloaded to specialized nodes with
powerful hardware. To facilitate this outsourcing, proof generation marketplaces
have emerged [34/40], enabling users to request specific proofs to be generated
in exchange for fees.

3 Problem Definition

Developing a feasible PoOUW protocol has the potential to significantly enhance
the energy efficiency of PoW systems without compromising their security guar-
antees. Although several PoOUW schemes have been proposed [5/422], none have
yet reached a level of maturity and security for real-world deployment. The goal
of our work is to design a PoOUW protocol that will address the challenges of the
previous designs and meet the required properties of PoW.

Required Properties of PoW. For any PoW protocol to be viable in an
adversarial environment, its puzzle must retain critical security properties [2]
which must hold true in PoUW as well:

e Asymmetry: Due to mutual distrust between the nodes, each node has
to verify the correctness of a puzzle solution itself. To achieve reasonable
scalability, the verification of a solution must be very quick while finding it
should take significant effort and thus time.

e Granularity and Parametrization: The difficulty of a computational puz-
zle should be dynamically adjustable to achieve desired network parameters,
e.g., block time.

e Amortization-freeness: Producing multiple puzzle solutions should be
proportionally more difficult than producing a single solution.

e Independence: Solving one instance of the puzzle provides no computa-
tional advantage toward solving other instances.

e Efficiency: Additional overhead of operating PoW protocol in terms of
memory and network bandwidth resources should be low.

e Unforgeability: A malicious prover should not be able to construct such
puzzle tasks that allow him to precompute the solution.

e Freshness: The puzzle scheme is resistant to replay attacks, which would
enable reuse of existing solutions or stealing of recently computed solutions.

e Deterministic: The cost of finding a solution should either be deterministic
or have a predictable expected value.

e Progress-free: The probability of finding a solution should be independent
of the effort already spent on solving the puzzle.

e Publicly Verifiable: The puzzle solution can be verified by any party with-
out the participation of the prover (non-interactively).
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Fig. 1: Diagram illustrating the lifecycle of a single block, including the different
roles of users within the protocol.

4 Proposed Approach

In this section, we propose a novel PoUW consensus protocol in which clients
request outsourced SNARK proof (i.e., without zero-knowledge property for
now) generation by providing an arithmetic circuit and proof parameters (see
Figure 1f). Consensus nodes compute these proofs, establishing a decentralized
general-purpose SNARK marketplace that combines proof generation with con-
sensus. The computation of these SNARK proofs forms the core puzzle of the
consensus protocol, which secures the network. Each block within the chain
contains two types of transactions: (1) proof transactions, which encapsu-
late SNARK generation and (2) coin transactions involving native currency
operations.

4.1 Network Participants

In the proposed blockchain network, we distinguish three roles of participants:
(1) clients, (2) miners and (3) circuit registry nodes.

Clients do not participate in the network’s consensus process but create and
broadcast coin transfer transactions and might utilize the marketplace properties
of the network to request SNARK proof generation by publishing proof trans-
actions. Coin transaction fees are fixed (adjusted by the network), while proof
transaction fees scale with the complexity of the associated arithmetic circuit.

Miners (also referred to as full nodes or workers) participate in the consen-
sus — they select coin and proof transactions from the corresponding mempools,
generate the required SNARK proofs, publish new blocks, and validate incoming
blocks. Miners, in turn, receive a block reward and transaction fees by producing
a block that contains generated SNARK proofs and confirmed coin transactions.

The circuit registry nodes maintain the SNARK circuit registry, which en-
ables decentralized registration and retrieval of arithmetic circuits and their
metadata. They participate in SMPC for trusted setup during the initial circuit
registration and store proving and verification keys. To ensure reliability, these
nodes are required to stake native currency, which can be slashed for misbehavior

or inactivity (as further detailed in [Section 4.4)).
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Fig. 2: The lottery mechanism during block mining (as described in [Section 4.2)).
A lottery is performed every time a new proof is added to the block in progress.

4.2 Block Proposer Selection

The most important part of our approach is the selection of the block proposers,
which is principally based on the idea of a weighted lottery in typical PoW
consensus protocols. In the long term, the frequency with which a block leader is
selected should be proportional to their computational power (fairness property).
Nevertheless, some level of randomness must be incorporated into the system
to prevent the most powerful miner from consistently winning each round by
reaching the difficulty target first. We begin by presenting a strawman approach,
which is then incrementally refined.

(A) Strawman Approach. Let us consider a system where (1) each coin and
proof transaction can be included in only one valid block, (2) each computed
proof is bound to the currently generated block by embedding the block hash as a
public parameter of a proof (see(Section 4.3)), (3) the currently generated block is
bound to the latest published block through direct hash reference forming a linear
chain, and (4) miners must generate enough proofs to reach a minimum difficulty
threshold x for producing a block. The value of k is periodically adjusted after
a predetermined number of blocks (reflecting a certain amount of time, such as
2 weeks in Bitcoin) to account for changes in total mining power, maintaining
an approximately constant expected block time.

Shortcomings. The approach misses the essential condition of progress-freeness,
which mandates that the probability of successfully mining a block remains in-
dependent of the time already spent mining it. The absence of this property
would lead to block production being centralized, since each block would consis-
tently be created by the strongest miner, who always reaches the threshold first,
causing all other miners to have to repeatedly start over. To improve it, we can
introduce randomness into the block-building process.

(B) Addition of Lottery. To address the missing progress-freeness property
of the Strawman, we replace condition (4) with a new condition (5) in which
a lottery is triggered each time a miner adds a new proof to the current block
being assembled, as illustrated in and described in Due
to the accumulative nature of a block in progress, each generated proof must be
cryptographically bound to the previous proof within the same block, forming
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a proof chain that prevents the theft of useful work solutions and ensures the
integrity of the chain (see for a more detailed description). If a
miner wins a lottery, the block is finalized and can be published. The difficulty
threshold for a single block is no longer a fixed value that must be reached every
time, but rather an expected value in the long term, reflecting the mean effort
required for block creation. This mechanism is designed to give smaller miners
a fairer chance to produce blocks while ensuring that, over time, the probability
of block production aligns with each miner’s proportional share of total mining
power, under the assumptions of Poisson approximation, based on the law of
rare events [21] (see Ha in . The greater the complexity C; of the i-th
proof 7; within the proof chain, the higher the probability of winning the lottery
Pyin, as described by the following formula:

NN

Pyin(i) = P (1)
where x denotes the current block difficulty, which is constant across the current
block round. This satisfies the progress-free property of PoW protocols to a
certain degree since the miner’s chance of winning the lottery depends solely
on the most currently generated proofEI Consequently, the time between block
creations follows an exponential distribution (we elaborate on the expected block
time in[Section 6)). The lottery is executed by comparing the hash of the potential
block (as shown in [Figure 2) with a target threshold derived from P,;, similarly
to the Bitcoin protocol.

It must be ensured that the computational complexity of each arithmetic
circuit is proportional to its probability of winning the lottery, calibrated so
that the expected difficulty remains consistent in the long term. We define the
complexity C; of a single proof as the number of gates (constraints) of the circuit

associated with the proof transactions (see [Section 6)).

Shortcomings. This approach produces a fair amount of useful work without
giving an undue advantage to more powerful miners, ensuring that the relation-
ship between work and reward retains the fairness property (see Hy in.
However, most of the work performed would be wasted, as miners who do not
win the round must discard their partial block along with the generated proofs
in accordance with conditions (2) and (3) defined in Strawman.

(C) Reducing Wasted Work — Adjusting Lottery Odds. To slightly de-
crease the amount of wasted work, one could implement a slight advantage in
lottery odds for miners that have performed more useful work (constructed a
proof chain with more accumulated work) within the current block round. This
can be achieved by introducing an additional term into the lottery winning func-
tion that accounts for the sum of the complexities of all generated proofs in the
currently produced block, where the influence of this term can be adjusted using

! The process of generating a single proof involves incremental progress, but it is reset
once the proof is completed and the lottery executed.
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Shortcomings. Intuitively, this alteration provides a disproportionate advan-
tage to the stronger miners that are able to produce stronger chains within a
single block window, thereby increasing centralization (see Hg in [Section 5|).

(D) Reducing Wasted Work — Naive Parallel Block Production. By re-
laxing condition (3) of Strawman, which requires each newly generated block to
be strictly bound to its immediate predecessor forming a linear chain, while still
maintaining condition (1), that each proof and coin transaction can be included
only once, we arrive at a scenario where parallel block production becomes possi-
ble if overlaps are avoided. If two miners were to concurrently produce a block of
t transaction&ﬂ with m unconfirmed transactions in the network (where m > 2t),
then the probability Pyyeriqp of two miners selecting subsets of transactions with
at least a single transaction overlap would be:

(")
Poverlap(””, t) = 1 — ;z . (3)
(%)

Shortcomings. Despite naively reducing wasted work by this approach, it still
suffers from a large amount of wasted work caused by frequent overlaps of trans-
actions, unless m > t, as can be seen in The probability of overlap
decreases as the total number of transactions in the mempool grows and in-
creases with a higher number of transactions per block. However, even with
a large mempool and small blocks, the overlap probability remains significant,
resulting in a substantial amount of wasted work.

2 For simplicity, we assume that each proof transaction is equally difficult to compute
and that transactions are selected at random.
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Fig.4: Sycomore ledger creates a split in the block DAG in times of high traffic.
Transactions here are color-coded based on their prefix, which determined their
position after a split. Adapted from [3].

(E) Addition of Bucketing. A solution to alleviate the issue with overlapped
transactions in the blocks is to divide the transactions into separate buckets
based on the prefix of their hashEI It is noteworthy that clients have no incentive
to manually alter the hash, as transactions are distributed uniformly across the
buckets, resulting in constant fees. The length of the prefix, and thus the number
of buckets, is dynamically adjusted based on the current number of pending proof
transactions in the network (as seen in . Miners can select a bucket of
their choice, but the miner’s inclusion set for the block is strictly limited to
transactions originating from that singular bucket.

This is an approach inspired by Sycomore [3] that dynamically splits the
blockchain into multiple parallel canonical branches according to network de-
mand . The proposed adjustment would mean that the proof and coin
transaction space would be logically partitioned. By partitioning the transaction
space, overlap can occur only within the same bucket, thereby enabling paral-
lelism and significantly reducing the likelihood of conflicts between concurrently

mined blocks, thus reducing wasted work (see Hy in [Section 5)).

4.3 Integrity of the Blockchain

To prevent the mined solution (proof) from being stolen and used in another
block, each arithmetic circuit must be slightly modified by introducing a new
public parameter, which we call the integrity parameter n. The integrity param-
eter is initially calculated by hashing the header of the block being produced,
which contains the previous block’s hash, along with the included coin transac-
tions. Next, the integrity parameter is injected along with client-provided pa-
rameters into the circuit (as shown in and a proof is generated. If a
lottery fails, the integrity parameter is recalculated to also include the newly
produced proof to prevent miners from discarding proofs that did not yield a
lottery win, producing a cryptographically linked chain of proofs.

3 We assume that this value is uniformly distributed and unique, even though certain
miners might utilize multiple public keys.
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modifications.

tors to the verifier. To integrate private factori,
. . private factor2,
this program into our system, we public product,
added an additional public param- , )PUbliC{ ALY
eter integrity to ensure integrity assert (integrity != 0); // Dummy utilization

(as described in [Section 4.3)) along assert (factorl * factor2 == product);

with a dummy assert statement 13 ret e
to prevent the argument from being
removed during optimization (both changes are highlighted in orange). Altering
the value of the integrity parameter n causes the proof verification to fail.

4.4 Circuit Registry Subnetwork

Our solution uses a subnetwork of nodes that manage the registered arithmetic
circuits. The subnetwork provides functions for decentralized registration and
retrieval of arithmetic circuits along with the corresponding proving and verifi-
cation keys, circuit complexity, and the content of the original circuit source code
file in domain-specific language. This enables clients to query the database for
an existing circuit that meets their requirements, thereby avoiding the overhead
of registering a new circuit and reducing unnecessary load on the subnetwork.
The circuit subnetwork consists of nodes that stake a sufficient amount of na-
tive currency. In the event of node misbehavior (submitting an invalid SMPC
share) or inactivity (failing to respond to circuit metadata requests or missing
an SMPC contribution), the stake will be slashed.

A client requesting registration of a new circuit pays a fee that is distributed
among the subnetwork nodes. The registration request contains a source code
file that is compiled by subnetwork nodes, which then participate in the trusted
setup by contributing randomness using SMPC. SMPC enables nodes to generate
the circuit key pair such that security is preserved as long as at least one node
is honest and deletes its randomness after the ceremony.

4.5 Extension: Proofs with Private Parameters

Our current solution can only generate SNARKs with public parameters, as
clients must publicly share the requested proof parameters in the mempool.
While some applications can operate without private parameters and rely on the
network state as-is, many others (e.g., privacy-preserving ones) require proofs
that incorporate private inputs. Therefore, we propose an approach to overcome
this limitation by the witness obfuscation outsourcing technique; however, due

to space constraints, we defer it to of Appendix.
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Fig.5: Stochastic Time Colored Petri Net (STCPN) modeling the consensus
protocol with two miners and a single bucket. The network can be extended to
more miners or buckets by replicating the miner or bucket component.

5 Evaluation

We modeled the lottery portion of our proposed protocol using a Petri net
to empirically verify the following hypotheses:
e H;: Reward distribution is commensurate with the mining power of nodes.
e H>: The complexity of selected proofs during a certain time frame does not
affect the reward.

e Hj: Introduction of the 1 parameter (Section 4.2) reduces wasted work at
the cost of increasing centralization.

e H,: Introduction of bucketing (Section 4.2)) reduces wasted work.

Experiment Description. We implemented the Petri net in Python
using the simpn libraryﬂ We focused on the proof generation process and the
resulting interactions among miners. Consequently, our model considered only
proof transactions, as coin transaction confirmation is effectively instantaneous
by comparison. Likewise, block verification time was negligible and therefore
omitted. We assumed that each miner had already cached the data required to

generate a proof from the circuit registry subnetwork (Section 4.4)).

Plain Lottery. Plain lottery in its simplest form requires hypotheses H; and
H> to provide the fairness property. Experiments for these hypotheses were run
with two miners which differed in their computational power by a certain fac-
tor in each run, as shown in [Figure 6] and [Figure 7] Block rewards ratio for
miners has an identity relationship with the computational power ratio, as ex-
pected. However, the proof rewards ratio exhibits a quadratic dependence, which
is caused by the stronger miner not only producing more blocks, but also each
block being stronger on average compared to the weaker miner. This quadratic

4 https://pypi.org/project/simpn/
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Fig.7: Results of experiments for hypothesis Ha regarding the preference of
proof complexity. Simulation was run with two miners of the same computational
power, but with a different preference of proof size (as indicated by the z-axis).

trend would make the reward system unfair since increasing consensual power by
a factor of two would increase proof rewards four-fold. Thus, the contribution of
proof rewards in total miner rewards should be minimized to disincentivize the
creation of mining pools. However, proof rewards cannot be removed completely
because miners need to be motivated to continue mining the same block after
an unsuccessful lottery instead of starting a new block from scratch.

Lottery Preferring Longer Chains. In we introduced the pa-
rameter 1 into the lottery formula, which controls the influence of current proof
chain complexity on the lottery chance, as a means to prefer longer proof chains.
We anticipated that with the increasing value of this parameter the network
would decrease the ratio of wasted work to all performed work at the cost of
reducing fairness (hypothesis Hg). shows the evolution of wasted work
and rewards distribution with regard to the increasing parameter .

Bucketed Lottery. Hypothesis Hy considers the influence of the number of
buckets on the amount of wasted work (Figure 9)). It is clear from the result that
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a high number of buckets is beneficial; however, their number is constrained by
the number of proofs that are available in the mempool.

6 Discussion

In this section, we examine specific aspects of our proposed solution, focusing
especially on how our consensus protocol fulfills the key PoW conditions.

Time to Generate a Proof. Proof generation time in Groth16 zk-SNARKs[25]
is critical for the scalability of our consensus protocol and block time calibra-
tion. A linear relationship between the number of constraints and proof time
is essential for predictable performance and efficient resource allocation. This
linearity allows workers to handle increasingly complex circuits without expo-
nential slowdowns, supporting the decentralized and scalable nature of the pro-
tocol. Theoretically, the proof time T'(n) for a circuit with n constraints follows
T(n) = a-n+b, where a is the per-constraint cost (e.g., polynomial evaluations)
and b is the fixed overhead (e.g., constant-time cryptographic routines and 1/0
operations).
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As confirmed by benchmarking data from [20] and the protocol comparison
from [I9], Groth16 exhibits a linear trend in proof time with increasing con-
straint count. With a precomputed trusted setup, proof generation becomes the
dominant cost and scales predictably with circuit complexity.

Alternative Proving Schemes. In our proposal, we only explored the proto-
col variant which uses SNARKs with the Groth16 proving scheme. Grothl6 is
a good fit due to two properties — its constant proof size and its proving time
being asymptotically linear with respect to the circuit’s constraint count (see
Section 6f). The ability to verify block correctness necessitates the storage of
proofs on-chain. With Grothl6, the actual proof only takes up 160 B. Alterna-
tive schemes with a constant proof size could be used. The proving time does
not necessarily need to be linear; it just needs to be predictable based on the
constraint count in the circuit.

Puzzle Condition Analysis. In we outlined the essential condi-
tions for a secure and effective PoW protocol. The following discusses how our
proposed protocol addresses each of these requirements:

e Asymmetry: SNARK proof generation and verification time fits very well
into this condition. The verification time is in the order of milliseconds and
is constant to the complexity of the related circuit (see .

e Granularity and Parametrization: Target difficulty can be adjusted to
control the expected block time, allowing for fine-grained tuning of the block
production rate.

e Amortization-freeness: While methods for batching the verification of
Groth16 proofs exist [7], no analogous techniques have yet been developed
for batching the proving process. Although batching methods for proof gen-
eration are being actively explored [27], these efforts currently focus on pro-
tocols other than Grothl16.

e Independence: There is no work shared between the generation of two sep-
arate proofs, and no advantage is gained for generating one after the other,
even if they use the same circuit with different parameters. Even if there were
two proof transactions in the mempool with the same circuit and parameters,
their proof generation would still constitute completely independent work,
since they differ in the integrity parameter.

e Efficiency: The network introduces some inefficiencies, such as the use of
SMPC for the trusted setup. However, these costs are amortized as circuits
are reused with different parameters, which is a behavior encouraged by
the high registration fee for new circuits. The actual proof computation is
modified by introducing a single new parameter that ensures integrity, but
this change has minimal impact on resource usage.

e Unforgeability: At first glance, it may appear that a miner could create
their own pending proof transactions, withhold them from the network, and
begin secretly precomputing proofs. However, because the integrity parame-
ter of proofs depends on the previous block’s hash, miners cannot precompute
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or forge proofs in advance without knowing the future chain state, preventing
secret manipulation of pending proofs.

e Freshness: As mentioned in the integrity parameter of each
proof serves as a binding commitment between the proof and its containing
block, ensuring that the proof cannot be reused or hijacked in another block
without invalidating the verification.

e Deterministic: As mentioned in the constraint count constitutes
a deterministic cost metric expressing the expected proving time.

e Progress-free: The chance for a miner to win the current round is reset
after each proof is generated, thus creating a progress-free environment.

e Publicly Verifiable: Proofs are published on the blockchain for public veri-
fication, with the verifying key provided by any member of the circuit registry

subnetwork (see [Section 4.4)).

7 Related Work

This section reviews existing literature in two domains: Proof of Useful Work
(PoUW) protocols and marketplaces for SNARK proof generation.

Proof of Useful Work. Primecoin [32] introduced in 2013 pioneered practical
PoUW by having miners search for prime number chains, contributing to number
theory. Ball et al. [5] formalized PoUW using hard problems such as orthogo-
nal vectors, addressing the usefulness through randomized challenges of prior
block hashes. Later works applied NP-hard problems, such as combinatorial op-
timization in Ofelimos [22] and minimal dominating sets in Chrisimos [9]. Other
works [42l[10] have focused on creating frameworks for solving general real-life op-
timization problems. Other approaches use matrix multiplication [33] or machine
learning, such as distributed deep learning in Coin.AI [4] and scalable ML train-
ing in PoGO [38] through quantized gradients and Merkle proofs. Generalized
frameworks encompass PUPoW [10] for practical blockchains, Proofware [16] for
dApps, COCP [14], and crowdsourcing paradigms [IT] to integrate general real-
life tasks into the mining process. Nevertheless, none of these works satisfy all
the required properties of PoW (see . In particular, freshness is the
most critical property, as its absence allows adversaries to appropriate recently
computed solutions.

Proof Generation Marketplaces. The computational demands of the gener-
ation of the zk-SNARK proof have spurred marketplaces, divided into consensus-
integrated and standalone models. Consensus-integrated systems [31] embed
proof in blockchain consensus using PoUW SNARKSs for state verification, al-
though limited to fixed purpose-specific circuits without arbitrary proof support.
In particular, Mina protocol [§] employs recursive SNARKS to maintain a con-
stant state (as well as a constant size), but restricts recursion to block validation.
Its Snarketplace [35] enables block producers to buy proofs from SNARK work-
ers, operating above the consensus layer. In contrast, our approach integrates



16 S. Oleksak et al.

PoUW directly at the consensus layer, requiring miners to fulfill SNARK proof
generation requests for valid block creation. Standalone networks such as =nil;
Foundation Proof Market [34] offer a decentralized exchange with SNARK order
books, and RISC Zero’s Bonsai [40] as a zkVM-based coprocessor for arbitrary
programs in standard languages for dApps.

8 Conclusion

Due to PoW’s high energy use and environmental impact, alternatives with their
specific trade-offs have emerged, where PoUW offers a promising yet challenging
approach to maintaining PoW’s security without compromising its core proper-
ties. Additionally, zk-SNARKSs are critical for scalability and privacy in many
blockchain networks, but their generation is too resource-intensive for many
users. Several zk-SNARK marketplaces emerged to offload their generation.
We design the PoUW protocol where SNARK proof generation constitutes
the work in the PoOUW consensus mechanism, providing chain security benefits
of PoW while producing SNARK proofs valuable in broader cryptographic ap-
plications as a byproduct. To the best of our knowledge, our solution is the first
one that meets all the necessary properties of PoW in contrast to prior work.
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A Block Production and Verification Pseudocode

shows pseudocode of the most important functions for block gen-
eration and verification of a block as well as registration of a proof within the
circuit registration subnetwork.

Algorithm 2 Pseudocode of essential functions.

function produceBlock(k)
blkHdr <« createBlkHdr() > Timestamp, etc.
coinTxs < {createCoinbaseTx()} U mempool.selectValidCoinTxs()
proofTxs < {}
blkHash < H(blkHdr || coinTxs || proofTxs)

repeat > Build the proof chain
proofTx <— mempool.selectValidProofTx()
proofTx.proof - zkLib.genProof(proofTx, blkHash)
proofTxs <— proofTxs U {proofTx}
blkHash < H(blkHdr || coinTxs || proofTxs)
until blkHash < s * proofTx.complexity > Lottery-weighted difficulty threshold

return blkHdr, coinTxs, proofTxs
end function

function verifyBlock(blk)
assert(isBlkHdrValid(blk.hdr)) > Timestamp, etc.
assert(areCoinTxsValid(blk.coinTxs))
checkedProofTxs « {}
> Iteratively build and verify proof chain
for proofTx in blk.proofTxs do
iterHash <+ H(blk.hdr || coinTxs || checkedProofTxs)
assert(zkLib.verifyProof(proofTx, iterHash))
checkedProofTxs < checkedProofTxs U {proofTx}
end for
end function

function genProof(proofTx, integrity)
hash < proofTx.circuitHash
circuit, complexity, provingKey < registry.getCircuit(hash)
args <— proofTx.parameters || integrity
proof < zkLib.generateProof(circuit, provingKey, args)

return proof
end function

function registerCircuit(sourceCode, burnTxId)
compiledCircuit - zkLib.compile(sourceCode)
complexity < zkLib.getConstraintCount(compiledCircuit)
circuitHash < H(compiledCircuit)
if registry.doesCircuitExist(circuitHash) then
return circuitHash > Reject duplicate circuit registration
end if
> Perform SMPC for trusted setup and register circuit
feeTx <+ blockchain.get TxById(burnTxId)
assert(isValid (feeTx))
assert(feeTx.amount >= complexity * pricePerGate)
provingKey, verifKey < registry.performSMPC(compiledCircuit)
registry.store(circuitHash, complexity, provingKey, verifKey)
registry.distributeRewards(feeTx.amount) >To SMPC contributing nodes
return circuitHash
end function
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B Zk-SNARK Puzzle Extension

The current zk-SNARK marketplace proposal requires all inputs, including the
private witness, to be publicly submitted to the blockchain, breaking the zero-
knowledge property essential to zk-SNARKSs. Supporting private inputs in out-
sourced proof generation is critical to maintaining privacy while leveraging ex-
ternal workers for computation. Several techniques have been explored, ranging
from basic approaches to advanced cryptographic methods, evaluated based on
key parameters: confidentiality (ensuring private inputs remain hidden from
workers), open-proving (allowing any participant to act as a worker without re-
strictions), non-interactivity (requiring no communication between client and
worker), and feasibility (practicality in terms of computational and integration
complexity).

Naive Approach. A basic approach is to directly share private inputs with the
external workers for zk-SNARK proof generation. The client submits a proof
request on-chain and sends the inputs to any worker via a secure channel. If
multiple workers are considered, inputs must be sent to each, increasing com-
munication overhead. This method fully compromises confidentiality, as workers
gain complete access to sensitive data, violating the zero-knowledge property.

Fully-Fledged Options. To overcome the limitations of a naive approach, we
outlined several options, drawing from established methods in secure computing
and cryptography:

e Multiparty Computation (MPC): The client splits the witness using a
secret-sharing scheme (e.g., Shamir’s [41]) and distributes shares to multiple
workers. A secure MPC protocol [47] enables joint proof generation without
revealing the full input. The final proof is aggregated and submitted on-chain.
MPC ensures confidentiality and supports open-proving, but the overhead
increases with the circuit size and the worker count. Fewer nodes increase
the risk of Sybil risks. Integration is complex due to consensus modifications.

e Fully Homomorphic Encryption (FHE): The client encrypts the wit-
ness using FHE [23] and includes it in the proof request. Workers compute
the proof homomorphically and return an encrypted result without seeing the
inputs. FHE provides strong privacy and non-interactivity, enabling open-
proving. However, it remains highly inefficient for large circuits. No end-to-
end zk-SNARK FHE solution is practical as of now.

¢ Trusted Execution Environments (TEEs): A TEE-enabled worker de-
crypts the witness inside a secure enclave (e.g., Intel SGX [13]) and generates
the proof, submitting it with a hardware attestation. TEEs offer confidential-
ity via hardware isolation and enable non-interactive proofs, but they restrict
proving to specific hardware, introduce the necessity for vendor trust, and
add complexity due to attestation and environment adaptation.

e Witness Obfuscating Outsourcing (WOO): The client blinds each pri-
vate input sy, with a random value 7y, producing s, = $in + 7in [37]. The
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Pin > Pout

Fig. 10: Structure of the transformed circuit F', where encrypted input §;, passes
through the input decryption function D;,, and the output S, is later decrypted
using Doyt Adapted from [37].

obfuscated witness is included in the proof request, allowing the worker to
generate the proof without accessing the original inputs. WOO provides
strong confidentiality and enables open-proving without special hardware. It
is non-interactive and integrates well with existing zk-SNARK tools, adding
minimal overhead. The main drawback is the need to adapt the circuits to
handle obfuscated inputs, requiring a light preprocessing step on the client
side. This step remains compatible with standard zk-SNARK frameworks.

WOO stands out for its balance of confidentiality, open-proving, non-interactivity,
and feasibility, making it the preferred solution for maintaining privacy in out-
sourced zk-SNARK proof generation within our decentralized marketplace.

B.1 Encrypting Private Inputs

To protect the confidentiality of the private inputs, the client uses additive mask-
ing. For each private input s;,, a random value rj, is sampled uniformly from a
large finite field. The obfuscated input is calculated as:

§in = Sin + Tin- (4)

These masked inputs form the obfuscated witness included in the proof transac-
tion submitted to the blockchain mempool. The client keeps ri, secret, ensuring
the obfuscated values reveal no information about the original inputs. This pro-
vides information-theoretic security, as $i, appears uniformly random to any ob-
server without rj,. The process is computationally lightweight, making it highly
suitable for integration into our PoUW protocol.

B.2 Circuit Compilation and Masking Parameters

The masking parameters r;,, controlling how random values are applied, are
provided as function arguments during circuit compilation. Using frameworks
like Zokrates [48] or Circom [I], the high-level computation is converted into
an R1CS form suitable for zk-SNARK proving. To support masked inputs, the
circuit includes an input decryption function D;,, which recovers the original
value internally using:

Sin = <§in — Tin- (5)



Zk-SNARK Marketplace with Proof of Useful Work 23

Here, rj, is hard-coded during compilation to ensure the logic cannot be tam-
pered with. The resulting circuit F, shown in preserves the original
computation but operates entirely on obfuscated inputs, enabling private and
verifiable proofs.

B.3 Trusted Setup and Proving Key

After compiling the circuit, a trusted setup, typically via MPC among circuit
registry nodes, generates the proving and verification keys. The client contributes
initial entropy, embedding masking parameters into the proving key while keep-
ing the R1CS and masks private. Only the proving key and obfuscated witness
are sent to the worker, keeping inputs and the circuit hidden. The verification
key is published on-chain, allowing standard proof verification without changes
to the consensus protocol.

B.4 Proof Workflow

The WOO-based proof process is divided into two stages:

Client’s Workflow.

1. Write WOO Circuit: Design a circuit with input decryption logic Dj,
using Circom or Zokrates.

2. Generate Randomness: Sample random 7;, € F for each private input
Sin-

3. Compile Circuit: Compile into an R1CS circuit with r;, hard-coded for
use with $;,.

4. Delegate Trusted Setup: Launch an MPC-based trusted setup, contribut-
ing initial entropy.

5. Generate Obfuscated Witness: Apply additive masking to produce §,.

6. Request Proof: Submit a proof transaction containing $;,, keeping ri,
secret.

Worker’s Workflow.

1. Select Proof Request: Retrieve a proof transaction from the mempool
with the obfuscated witness and a reference to circuit F'.

2. Generate zk-SNARK Proof: Using the proving key, compute a standard
zk-SNARK proof (e.g., via Groth16 [26]) from the obfuscated witness.

3. Submit Block: Broadcast a block containing the proof, meeting PoUW
consensus difficulty along with other transactions.

B.5 Wrapping Metadata for Integrity and Authentication

To enforce contextual proof binding while preserving zero-knowledge, the system
wraps the original zk-SNARK proof inside an outer circuit. The inner proof is
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Proof Time Comparison: Raw vs Obfuscated Circuits
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Fig. 11: Proof time comparison for raw vs. obfuscated Circom circuits. The green
curve shows the difference between obfuscated and raw proofs (A = Tope— Traw),
which remains low across all constraint sizes. Benchmarked using Circom and
snarkjs on an AMD Ryzen 5 7600X with 32 GB RAM.

a private input, while the outer circuit includes public inputs like the previous
block hash and miner address. It verifies the inner proof without exposing its
contents.

Only the outer proof is published on-chain, ensuring confidentiality while
binding the computation to specific metadata and blockchain state. During block
validation, the network verifies the outer proof and its references, securing con-
sensus without revealing sensitive data.

Performance Evaluation. To assess the impact of Witness Obfuscating Out-
sourcing (WOO) on proof generation time, we benchmarked obfuscated and raw
circuits using Circom and Groth16, across constraint sizes from 10,000 to 200,000
under identical conditions. As shown in[Figure 11} WOO introduces a small, con-
sistent overhead due to embedded decryption logic. This added latency remains
below 0.1 seconds, even for large circuits, and does not scale significantly with
circuit size.

Overall, WOO maintains high efficiency and scalability, making it well-suited
for real-time, privacy-preserving proof generation in the PoUW marketplace.

Conclusion. The Witness Obfuscating Outsourcing (WOO) mechanism strength-
ens privacy in zk-SNARK proof generation by hiding private inputs from exter-
nal provers using additive masking and embedded decryption logic. This enables
open-proving without exposing confidential data, even in decentralized settings.
Compared to Nakamura et al. [37], who rely on a trusted third party (TTP)
to transform the circuit and generate the common reference string (CRS), WOO
eliminates the TTP by leveraging an MPC-based setup with client-initiated en-
tropy. Furthermore, WOO keeps both the circuit (R1CS) and inputs hidden
from workers, sharing only the proving key and obfuscated witness, which fur-
ther reduces the trust assumptions and improves decentralization. However, this
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enhanced privacy reduces the circuit reusability. Since obfuscation embeds client-
specific randomness, circuits must be generated individually per client or trans-
action, increasing setup effort and reducing generality.

In summary, WOO improves confidentiality and trust minimization com-
pared to prior approaches, but introduces a trade-off between privacy and flexi-
bility in decentralized zk-SNARK outsourcing.
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