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Abstract—Dynamic trust evaluation in large, rapidly evolving
graphs demands models that capture changing relationships,
express calibrated confidence, and resist adversarial manipula-
tion. DGTEN (Deep Gaussian based Trust Evaluation Network)
introduces a unified graph-based framework that does all three
by combining uncertainty-aware message passing, expressive
temporal modeling, and built-in defenses against trust-targeted
attacks. It represents nodes and edges as Gaussian distribu-
tions so that both semantic signals and epistemic uncertainty
propagate through the graph neural network, enabling risk-
aware trust decisions rather than overconfident guesses. To track
how trust evolves, it layers hybrid absolute-Gaussian-hourglass
positional encoding with Kolmogorov—Arnold network based un-
biased multi-head attention, then applies an ordinary differential
equation—based residual learning module to jointly model abrupt
shifts and smooth trends. Robust adaptive ensemble coefficient
analysis prunes or down-weights suspicious interactions using
complementary cosine and Jaccard similarity, curbing reputation
laundering, sabotage, and on—off attacks. On two signed Bitcoin
trust networks, DGTEN delivers standout gains where it matters
most: in single-timeslot prediction on Bitcoin-OTC, it improves
MCC by +12.34% over the best dynamic baseline; in the cold-
start scenario on Bitcoin-Alpha, it achieves a +25.00% MCC
improvement, the largest across all tasks and datasets while
under adversarial on—off attacks it surpasses the baseline by
up to 10.23% MCC. These results endorse the unified DGTEN
framework.

Index Terms—Dynamic trust evaluation, uncertainty quan-
tification, cybersecurity, ordinary differential equation(ODE),
Kolmogorov—Arnold network, Robustness, graph neural network

I. INTRODUCTION

RUST is the belief or confidence one entity places in

another within a specific context, serving to mitigate the
risks inherent in interactions and communications. It is inher-
ently subjective (varies between individuals), dynamic (evolves
over time), context-dependent, asymmetric (directional and
non-reciprocal), and exhibits conditional transferability and
composability.

In computational settings, trust evaluation quantifies the
degree to which a trustor (entity placing trust) believes in a
trustee (entity being trusted), often with respect to security,
usability, maintainability, and reliability. When machine learn-
ing methods are employed to infer future trust relationships
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from historical interaction data, the task is referred to as trust
prediction or trust evaluation.

Modern digital ecosystems ranging from IoT deployments
to social platforms, financial systems, and collaborative net-
works are characterized by unprecedented interconnectiv-
ity [1]-[3]]. This connectivity enables transformative services
but also exposes systems to sophisticated cyber threats that
can undermine operational integrity [4], [S)]. In this context,
trust evaluation is a fundamental mechanism for systematically
assessing entity reliability in networked systems [3]], [6]].

Trust differs from static security measures in that it is shaped
by ongoing interactions, behavioral observations, and temporal
patterns [4]], [6]. Its core operational properties include asym-
metry, propagation through intermediaries, and temporal de-
cay, whereby recent interactions carry greater weight [6], [7].
Neglecting these properties can result in undetected breaches,
misinformation spread, and cascading systemic failures [8]],
[9].

Graph Neural Networks (GNNs) [[10] provide a natural
paradigm for modeling trust relationships as graphs, enabling
end-to-end learning via message passing [9]], [[11]], [12]. Early
methods such as Guardian [13] applied GCN-based trust
propagation, while GATrust [[12]] incorporated attention-based
multi-aspect attributes. Later, TrustGNN [14] modeled trust
chains, and TrustGuard [6] integrated temporal dynamics with
basic robustness measures. However, existing approaches face
three persistent limitations:

Gap 1 Inadequate dynamic modeling with uncertainty quan-
tification: Many models omit temporal dynamics or rely
on oversimplified discrete encodings. TrustGuard [6] models
time but lacks principled uncertainty estimation; Medley [/7|]
depends on fine-grained timestamps—often unavailable—and
also lacks uncertainty modeling. No prior work jointly models
continuous trust evolution and uncertainty, a critical require-
ment for risk-aware cybersecurity decisions.

Gap 2: Limited robustness against sophisticated dynamic
attacks: Trust systems remain vulnerable to manipulations
such as bad-mouthing, good-mouthing, and on—off attacks.
Existing defenses (e.g., similarity-based pruning) fail to adapt
to coordinated or evolving adversarial strategies [5]], [6].

Gap 3: Lack of integrated architectures: Temporal modeling,
uncertainty quantification, and robustness mechanisms are
often treated as isolated components, leading to suboptimal
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performance under complex or adversarial conditions.

To address these challenges, we propose DGTEN, a GNN-
based architecture designed to bridge these gaps through the
following components:

1) Deep Gaussian Message Passing (DGMP): DGMP is a
Graph Convolutional based node embedding mechanism that
enables explicit uncertainty estimation. It maps nodes and
edges to Gaussian distributions and propagates them through
message passing, eliminating the need for post-hoc calibration.

2) RAECA Defense: Robust Adaptive Ensemble Coeffi-
cient Analysis (RAECA) uses cosine and Jaccard similarities
to identify and mitigate trust-related attacks.

3) Adaptive Temporal Framework: This temporal frame-
work models how a node’s trust level evolves over time and
consists of:

a) Hybrid Absolute Gaussian Hourglass (HAGH): A posi-
tional encoding that assigns intuitive and distinguishable
temporal identities to node embeddings, improving fur-
ther temporal pattern modeling.

b) KAN Layer-Based Multi-Head Attention: To capture
nonlinear and unbiased dependencies in dynamic trust, we
integrate a Chebyshev polynomial-based Kolmogorov-
Arnold Network (KAN) layer into the multi-head self-
attention mechanism.

¢) Neural ODE-Based Residual Learning: Neural Ordinary
Differential Equation (ODE)-based residual learning is
introduced to model continuous-time trust evolution.

With these contributions DGTEN outperforms state-of-the-
art methods by up to +12.34% in MCC for single-timeslot pre-
diction and +25.00% in cold-start scenarios, with consistent
AUC, balanced accuracy, and F1-score gains under adversarial
conditions on dynamic Bitcoin datasets. The remainder of
this paper is organized as follows: Section |l reviews related
literature; Section [ITI] presents the problem formulation and the
DGTEN architecture; Section describes the experimental
design and results; Section [V] discusses implications and
practical considerations; and Section [VI| concludes with key
insights and future research directions.

II. RELATED WORK

Trust evaluation underpins the security of cyber-physical
and information systems by enabling entities to assess the
reliability of peers despite dynamic behaviors and potential ad-
versarial manipulation [2]. From a machine learning perspec-
tive, trust evaluation is fundamentally a representation learning
problem on dynamic, signed, and often adversarial graphs.
Existing approaches can be broadly categorized into statis-
tical, reasoning-based, and machine learning paradigms [6].
Statistical models aggregate interaction priors using frequentist
measures. While computationally efficient, they suffer from
the cold-start problem due to their reliance on dense histor-
ical support, making them poor approximators for sparse or
emerging nodes [[6]. Reasoning-based methods, such as those
grounded in Subjective Logic, rely on hard-coded axiomatic
rules for trust propagation. These methods introduce strong
inductive biases that often fail to generalize in heterogeneous
environments where trust transitivity is non-linear or context-
dependent [2]. Consequently, Graph Neural Networks (GNN5s)

[10] have emerged as the dominant paradigm, treating trust
evaluation as a link prediction or node regression task within
an end-to-end message-passing framework [|14{—[/16].

Early GNN-based architectures focused on encoding static
snapshots of trust networks. GCN-based models typically
employ isotropic aggregation, propagating features uniformly
from neighbors [13]], [17]-[19]. From a representation learning
standpoint, this isotropic inductive bias is suboptimal for trust
graphs, as it fails to differentiate between high-reliability and
low-reliability signals during feature aggregation. To address
this, attention-based mechanisms (GATSs) [20]] were introduced
to learn anisotropic weights, allowing the model to attend
differentially to neighbors based on node or edge features [11],
[12], [21]]. While this improves expressivity, the quadratic
complexity of self-attention relative to node degree often
hinders scalability. Alternative approaches explicitly model
trust paths as distinct compositional chains [14], injecting
structural priors about transitivity. However, these static archi-
tectures fundamentally ignore the temporal dimension, failing
to capture non-stationary dynamics such as reputation decay
or sudden behavioral drifts.

Temporal GNNs have been proposed to better capture non-
stationary trust dynamics by moving from static to time-
aware graph modeling. In discrete-time designs, a static GNN
encoder is usually combined with recurrent units (such as
GRUs) or temporal attention mechanisms to handle sequences
of graph snapshots [6], [9], [22]. However, these approaches
face a fundamental snapshot granularity trade-off: using coarse
snapshots obscures fast, adversarial behaviors (e.g., rapid
on—off attacks), while using fine-grained snapshots produces
very sparse graphs and can cause vanishing gradients over long
temporal sequences. Continuous-time dynamic graph networks
(CTDGNSs) address this by encoding timestamps directly into
the embedding space, preserving fine-grained temporal fi-
delity [7]. However, encoding continuous time often requires
complex functional embeddings or point-process modeling,
resulting in high inference latency that is impractical for large-
scale, real-time systems. Furthermore, while some tempo-
ral models incorporate adversarial defenses such as cosine-
similarity-based edge pruning, these defenses are typically
heuristic and decoupled from the learning objective, limiting
their robustness against adaptive gradient-based attacks [6],
[9].

Despite these advancements, several fundamental learning
challenges remain unresolved in the current state-of-the-art.
First, existing GNNs for trust are predominantly determinis-
tic, producing point estimates that fail to capture epistemic
uncertainty. In safety-critical and adversarial settings, the
inability to distinguish between aleatoric noise and epistemic
ignorance (due to out-of-distribution data or sparsity) leads
to overconfident predictions on unreliable nodes. Second, the
integration of temporal dynamics remains rigid; models either
struggle with long-term dependencies in discrete sequences
or face scalability bottlenecks in continuous domains, lacking
a hybrid mechanism to efficiently model both smooth trends
and abrupt shifts. Third, robustness mechanisms are rarely
end-to-end differentiable or adaptive. Most defenses rely on
fixed similarity thresholds that can be easily circumvented
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TABLE I: Comparative Analysis of state of the art Trust Evaluation Models

Model Approach/Domain Uncert. Robust. Key Limitations

Static Models

Guardian [[13] GC/OSN - - No temporal dynamics; ignores node attributes.
TREF [[17]] GC+EK/MC - - Domain-specific; no temporal modeling.
T-FrauDet [18] ANN+TAF/SIoT - Partial Classification-oriented; static core.

JoRTGNN [19] Hetero-GC/OSN - - Task-specific; poor scalability.

GATrust [12f GAT/OSN - - Static; scalability concerns.

GBTrust [21]] GAT-E/P2P - Partial ~ P2P-specific; no uncertainty handling.
KGTrust [[11] HetAtt+KG/SIoT - - Requires external KG; no temporal modeling.
TrustGNN [14] Chain-based/OSN - - Hyperparameter-sensitive; limited generalization.
Discrete-Time Models

DTrust [22]] GCN+GRU/OSN - - Misses fine-grained changes; scalability issues.
MATA [9] GCN+GRU+Att/OSN - Partial ~ Reputation module requires manual tuning.
TrustGuard [[6] PAA/Generic - Full Relies heavily on homophily assumption.
Continuous-Time Models

Medley [7]] Cont. Att/OSN - - Needs fine timestamps; high overhead.
Discrete+Continues-Time Models

DGTEN DGMP+ODE/Generic ~ DGMP Full Potential Complex Architecture.

Abbreviations: GC: Graph Convolution; EK: Expert Knowledge; TAF: Time-Aggregated Features; GAT: Graph Attention; GAT-E: GAT Edge-level; HetAtt:
Heterogeneous Attention; KG: Knowledge Graph; GRU: Gated Recurrent Unit; PAA: Position-aware Attention; DGMP: Deep Gaussian Message Passing;
OSN: Online Social Network; MC: Mobile Crowdsourcing; SIoT: Social IoT; P2P: Peer-to-Peer.

by adversarial perturbations designed to mimic homophily.
Finally, these components, uncertainty quantification, temporal
dynamics, and robustness are typically treated as orthogonal
modules rather than being unified into a cohesive probabilistic
learning framework [6]], [7], [22]. There is a clear need
for architectures that inherently model uncertainty within the
message-passing phase and leverage this uncertainty for node
related decision making.

III. METHODS AND MATERIALS

This section presents the problem definition, mathematical
formulation, and architectural design of the DGTEN model
for node uncertainty-aware dynamic trust evaluation.

A. Problem Definition and Formulation

We address trust evaluation on a dynamic graph G that
evolves during an observation period ending at Tqps. During
this period, the active node set V(t) C Vyoba and edge set
E(t) change over time ¢ € [0, Tobs], Where Viiobar denotes all
unique nodes in the system.

We discretized the dynamic graph into /N ordered snapshots
{G1,Ga,...,GN}, each aggregating activity over discrete
intervals of length Atgn,p. The k™ snapshot Gy = (Vi, Ex)
captures interactions during [(k — 1)Atgnap, kA Lnap|, Where
Vi € Viglobal denotes active nodes and L} contains weighted,
directed edges between them. The k" snapshot ends at ¢}, =
kAtsnap, with the observation period concluding at ¢ty = Tops.

An edge egi’]@ € E), from node i € V}, to j € V}, with
rating w indicates that ¢ trusts j at level w during timeslot
k. The trust level w is a categorical label from set W (e.g.,
W = {’Distrust’, "Trust’} for binary trust), with granularity
varying by application.

We define the trust evaluation problem as developing a
model DGTEN(:) with dual objectives: (1) predicting trust
level wpeq € W for an edge from source i to target j

in a future timeslot (typically of duration Atg,, after the
observation period, e.g., (tn,tn + Atgap)), and (2) learning
the node uncertainties in the observation period. Predictions
concern node pairs from Vjopa, particularly those active
through snapshot Gy. A key challenge is achieving both
objectives accurately despite potential local attacks (anomalies,
deceptions, or malicious behaviors) in the historical data up
to tn.

B. Trust-Related Attacks and Their Simulation

Trust-related attacks manipulate reputation in dynamic
graphs through dishonest ratings or strategic behavior. We
simulate four primary attack strategies where malicious nodes
artificially inflate or undermine reputations.

In a good-mouthing (ballot-stuffing) attack, malicious nodes
inflate positive ratings to boost their own or collaborators’ trust
scores. We simulate this by selecting a random 10% subset
of untrustworthy ’bad nodes’ (with more incoming distrust
than trust) as victims. For each victim, we choose attackers
nodes equal to its total degree, prioritizing those at maximum
shortest-path distance, and have each attacker add one new
trust edge to the victim. This scales the attack with victim
connectivity while avoiding duplicate edges.

In a bad-mouthing attack, malicious nodes issue false neg-
ative ratings to damage well-behaved nodes’ reputations. Our
simulation mirrors the good-mouthing approach but targets
reliable "good nodes’ (with more incoming trust than distrust
connections). A random 10% of these nodes are selected as
victims, and new distrust edges matching the victim’s degree
are added from most distant attackers node to tarnish their
reputations.

In an on-off (conflict behavior) attack, malicious nodes
alternate between honest and dishonest actions over time to
evade detection while maintaining positive reputation. This
temporal inconsistency misleads trust models, particularly
those reliant on short-term patterns, causing overestimated
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trustworthiness [[1], [2], [23]. We simulate this by intermit-
tently applying the bad-mouthing attack across snapshots:
during an on-phase at time ¢, a full bad-mouthing attack
executes on 10% of good nodes, while in the subsequent
off-phase at t + 1, no malicious edges are added, allowing
potential reputation recovery. This alternation mimics natural
fluctuations, enabling long-term trust erosion while evading
detection.

In a slow-poisoning attack, malicious nodes gradually ex-
pand a good-mouthing campaign over time so that the attack
effect in the trust snapshots builds up slowly rather than
appearing as a sudden anomaly. The set of victim nodes is not
fixed once at the start; instead, at each snapshot ¢ in a sequence
of T, we randomly select up to 0.15- (¢/T") of structurally bad
nodes (nodes with more incoming distrust than trust) to be
attacked. For every selected victim, we reuse the same edge-
injection procedure as in the good-mouthing attack, choosing
attacker nodes in proportion to the victim’s total degree and
prioritizing those that are farthest away in terms of shortest-
path distance, with each attacker adding a single new trust
edge. As t increases, both the proportion of victim nodes and
the number of fabricated trust edges grow linearly, leading to
a gradual and hard-to-detect shift in overall reputation rather
than a sharp disruption

We use these trust related-attacks as it form the basis
of most adversarial behaviors in trust networks and can be
used to simulate a wide range of trust-manipulation strategies.
They alter or introduce synthetic edges (interactions), enabling
stealthy yet effective disruption of trust inference [24]], [25].
Coordinated collusion among multiple attackers is substan-
tially more damaging than isolated actions [1]], and systematic
dishonest ratings erode model reliability [26]. Mitigating these
fundamental attack patterns is critical, as countering them
effectively blocks most higher-level variants.

C. The Architecture of the DGTEN Model

The architecture of DGTEN comprises three interconnected
sub-models, each responsible for a distinct yet complementary
aspect of trust modeling: (1) the Structural GNN Model, (2)
the Temporal GNN Model, and (3) ODE Residual Learning.
The structural component generates node-level embeddings
(NEs) from input graph snapshots using our introduced Deep
Gaussian-based graph convolution mechanism, which cap-
tures trust spatial relationships along with uncertainty-aware
message passing and aggregation. These NEs are stacked
snapshot-wise temporally and further modeled by the tem-
poral layer to capture the dynamic evolution of trust over
time. The temporal modeling begins with HAGH Positional
Encoding, enriching NEs with chronological context. This is
followed by a multi-head self-attention mechanism that lever-
ages Chebyshev-KANs for expressive, nonlinear transforma-
tions of temporally-aware embeddings. Finally, an ODE-based
residual learning mechanism refines the temporal trajectories,
allowing the model to capture both discrete jumps and smooth
transitions in trust dynamics.
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Fig. 1: The architecture of DGTEN.

D. The Structural Layer (SL)

The SL of DGTEN learns NEs) and associated node uncer-
tainty vectors by modeling spatial dependencies in the trust
graph with a Deep Gaussian Message Passing architecture. It
captures local and multi-hop trust relationships and produces
role-aware representations by separately modeling the trustor
(interaction initiator) and trustee (interaction receiver) roles
before integrating them into a unified node representation. To
address adversarial interactions, the layer employs RAECA,
which scores and prunes suspicious edges using Jaccard and
cosine similarity. The layer also estimates node-level uncer-
tainty, supporting risk-aware decision making and distinguish-
ing confident from uncertain trust assessments.

1) Gaussian Input Representation: Before propagation be-
gins, we map deterministic inputs into the probabilistic Gaus-
sian space.
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a) Node Mapping to Gaussian: Each node i € V is
initialized with a Gaussian representation

(ugm, (0>> cRY,
(0) (0)

where p;’ encodes semantic content and o;’ quanti-
fies feature-wise uncertainty. Raw node features x; € R
(application-specific attributes, random initializations, or pre-
trained embeddings such as Node2Vec [27]]) are first projected
to a shared latent space of dimension d’:

— WDy, 4 pyoro),

h? .=

input
X
A sinusoidal mapping, inspired by random Fourier features,
enriches this representation:

pi = W(freq)xiinput+b(freq)7 X;ff — [COS (pz) ,sin (pz)] c Rdl.

This introduces nonlinearity and periodicity for more ex-
pressive encodings. The initial Gaussian parameters are then
obtained via parallel linear projections:

[,LEO) W, x +b,, (0) = W, x" + b,.

The standard deviation is given by

(O) « max(exp(0.5 - log s( )) Omin)s
where o,i, is a small constant for numerical stability. This
logarithmic parameterization guarantees strictly positive vari-
ances and stabilizes training.

b) Edge Label Gaussian Mapping: At each graph con-
volution layer k, raw edge labels ;2% . are mapped to Gaussian

NEQJ : a-k) ;). This transformation

edge embeddings egk) = ( iy

is stateless across layers unlike node embeddings which
evolve across layers, edge embeddings are recomputed inde-
pendently at each layer directly from raw labels. This allows
each layer to independently reinterpret edge semantics at
different network depths, providing flexible message passing
modulation. A sinusoidal mapping is applied using layer-

specific parameters:

k eage edoe
pfjj = Wedee) gray -y py(edeeh)
off, (k k . k
£1—>(J = [COS(PE_E]-), Sln(pf_z])] e R%,

where Wedsek) ¢ RFxfe pledzek) ¢ RY
parameters are:

The Gaussian

l‘l’z('izj — Wﬁedgmk)gﬁ(jk) + bl(fdge,k)’

52] _ W(edge,k)gtff,(k) + b(edgmk)

o®

Z*}]

2) Deep Gaussian Message Passing (DGMP): We define

Deep Gaussian Message Passing (DGMP) as the core layer-

wise mechanism that processes the initialized Gaussian inputs.

Unlike standard message passing, DGMP explicitly integrates

an adversarial defense step (RAECA) with a probabilistic

aggregation step. For any layer k, the DGMP process consists

of two sequential operations: first, computing robust reliability

coefficients (o) to filter attacks, and second, aggregating
Gaussian distributions using those coefficients.

+ max(exp(0.5 - log SEJJ) Omin)-

Step 1: RAECA Defense: To ensure robustness against
adversarial behavior such as related attacks [28]], [29]], the SL
employs RAECA, a pairwise association-based edge weighting
mechanism grounded in network homophily theory [30], trust
correlation analyses [1]], [31]], and empirical attack models
[32]. Real-world trust graphs such as Bitcoin OTC and Bitcoin
Alpha exhibit strong homophily; following Zhu et al. [33],
homophily ratios of 0.90 and 0.94 exceed the classical 0.7
threshold. As similar users tend to form consistent trust
links [1]], [31], [32]], adversarial attacks commonly exploit
dissimilarity by connecting targets to malicious or semanti-
cally distant neighbors [28], [29]. RAECA mitigates this by
weighting edges by similarity and pruning interactions deemed
unreliable.

a) Similarity computation: We compute two complementary
similarity metrics between node 7 and its neighbor j using their
embeddings from the previous layer (k — 1). Cosine similarity
(shifted to [0, 2]) captures directional alignment, while Fuzzy
Jaccard similarity captures magnitude-aware feature overlap:

k— k—
( 1 H( 1)

cos __
ij T

k—1)

kl ?
DN )+ e

(kfl))

d’ . (k—1)
giee _ 2 i1 min(s; Mg
ij (k—1)

ij d
21 max(,uz(-J )» Hia

)+e

In these equations, d’ represents the dimensionality of the node
embedding vectors, and € is a small constant term added to
the denominator to ensure numerical stability.

b) Similarity pruning: Edges falling below specific thresh-
olds are treated as unreliable (e.g., potential attacks or noise)
and are pruned using hard-thresholding:

S50t = S5 I(Se > 7%),  SE = S I(SE > 0.05).
Here, I(-) denotes the indicator function which returns 1 if
the condition is met and O otherwise, effectively zeroing out
contributions from dissimilar neighbors. The parameter 7
is a hyperparameter selected via grid search (see Fig. [2) to
maximize Fl-macro under adversarial settings.

c) Adaptive ensemble fusion: The valid scores are fused
into a single reliability score S k) using a quadratic mean
formulation. This approach rewards edges that have strong

signals in at least one metric:

g0 _ (S50%)2 ‘(5130)2.
Y S S e

The resulting S’l(]k ) acts as the unified raw weight for the edge
7 —> 1.

d) Degree-aware normalization: To properly balance the
influence of neighbors against the node’s own self-loop, we
normalize the neighbor scores relative to the pruned in-degree.
This ensures that high-degree nodes do not have their own
history drowned out by the sheer number of neighbors:

(k)
(k) Sij

T. = — . /(k)
" :
S penn Sy + €

] i
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where A" denotes the set of incoming neighbors for node i,
and D * _ = |{j e Nin | S(k) > 0} represents the effective
node degree after pruning unrehable edges.

e) Self-loop reinsertion & coefficient normalization: Finally,
a unit-weight self-loop is added to preserve node identity, and
the coefficients are normalized to sum to one over the set of
neighbors including the node itself N/ = Ni" U {i}:

AR
ij
(k)*
ZPE./\/',L-' Aip

The final output oz( ) 4 represents the normalized importance
weight of nelghbor 7’s information for node i. A symmetric
variant a;l; is computed similarly for outgoing edges when
node % acts as the trustor.

Step 2: Gaussian Message Construction: Using these
defensive coefficients 0‘5‘]21" node 7 aggregates incoming and
outgoing Gaussian messages separately. For incoming mes-
sages,

k k—1) k
anz Z Oé“;] :“5 ’ 1(n2 - Z
J

The edge opinion is the Gaussian embedding of an edge
that represents the model’s current assessment of the trust
interaction on that edge, contributed as:

Z Ol“_] H;fll o-t()];zin,i = Z

J

~(k [P .
A(ks>{7“53j i 0
ij 1

e i
if i = 7, Yici

(k=1)
z<—]

| o

) | 5

IJ’op in,i z<—j lji®

Outgoing messages use aglf_)z with the same formulation. All

four aggregated vectors are concatenated:

(k) (k) (k) (k) ]

k)
:u’concatz - [I’l’m i ” u‘oul,i ” u‘op_in,i ” u‘op_out,i ’
k k) k
o-ﬁ(:orzcat,i = [ in, H aout [ || U(()p_ln 7 || o-(()pzout,i] .

Following concatenation, we apply a learnable linear transfor-
mation. To ensure the non-negativity of variance estimates, the
weight matrix magnitude is applied to the standard deviation
channel:

®) _ W) ,(*)

k k)’
B, l"’concatz b( )7 O'E ) =

k (k)
‘W( )‘ a-concat,i'
The mean undergoes a Rectified Linear Unit (ReLU) transfor-
mation. To maintain probabilistic consistency, the uncertainty
is gated by an indicator function that collapses the standard
deviation to zero for non-activated regions, reflecting the

deterministic nature of ReLU in negative domains:
p,z(,k) = ReLU (ugk)/) , o-z(,k) = a-gk), ol (ugk), > 0) )

where I(-) denotes the indicator function that returns 1 when
the condition is satisfied and O otherwise. This formulation
ensures that uncertainty propagates only through activated
neurons, consistent with the piecewise linear structure of
ReLU.

when the RAECA robustness is disabled, the SL reverts to a
uniform mean aggregation strategy, in which it treats all node
neighbors symmetrically, assuming equal reliability across the
local neighborhood structure.

3) Multi-layer Node Embedding Refinement: The initial
Gaussian node embeddings (u(?), (®)) are refined through
a stack of L Gaussian convolution layers. Each layer k
aggregates information in two complementary ways. First,
direct aggregation collects information from immediate one-
hop neighbors using (u*~1) o*~1)). Second, because each
layer operates on embeddings already enriched by preceding
layers, stacking yields effective multi-hop aggregation that
propagates trust signals and uncertainty over longer relational
paths. Each layer also incorporates uncertainty-aware edge
information (p,ék) (k)) from Section

Formally, the update process for the k-th layer can be
abstracted as a recursive convolution where the output of one
layer serves as the input to the next:

ConvLayer®) (hz(-’“’”,{(hﬁk 1)’e§ll)}je/\&) M

(k) — (uz ") E )) denotes the Gaussian node em-

bedding, and eﬁ_{i = (ugf)ﬂ a'f) ) is the Gaussian edge
embedding at layer k. This recursive structure expands the
receptlve field with each step, allowing the final representa-
tion (HE ), (L )) to summarize information from the L-hop

neighborhood

n'* —

where h;

E. The Temporal Layer Framework

The Temporal Layer models the dynamic evolution of trust
by capturing dependencies across the sequence of node embed-
dings generated by the Structural Layer. Let X € RN*Txd’
denote the input tensor obtained by stacking the structural NEs
NEL) across T' discrete snapshots, where IV is the number of
nodes and d’ is the embedding dimension. To address both
the discrete nature of sampled snapshots and the continuous
nature of underlying trust dynamics, this framework employs
a hybrid architecture. It processes the input sequence through
a discrete encoding phase using nonlinear Chebyshev-KAN
layer and attention mechanisms, followed by a continuous-
time residual correction phase governed by ODEs.

1) Discrete Temporal Encoding via KAN-Attention: The
discrete encoding phase transforms the static sequence of
structural embeddings into temporally aware representations.
This process integrates adaptive positional information with
expressive nonlinear feature transformations, replacing stan-
dard linear layers with polynomial-based mappings to capture
complex trust behaviors.

a) HAGH Positional Encoding: To provide the model
with explicit temporal context on a very limited temporal
timeslots, we employ HAGH positional encoding. This mech-
anism superimposes learned absolute positions with modu-
lated Gaussian and Hourglass functions to highlight specific
intervals and periodicities within the trust sequence. A unique
positional identity vector p; at time step ¢ is computed as:

) WGau + (1 - 2¥:f|) WHour

N2
p: = Alt,:] +exp (— (t26’§)

Here, A € RT*? represents the learnable absolute embed-
ding matrix. The parameters p and o control the center and
width of the Gaussian kernel, while Wg,, and Wy, are
learnable scaling vectors. The term ¢ = (T — 1)/2 denotes
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the midpoint of the temporal window. This encoding is added
to the structural input, yielding the time-enriched embedding
2 =x¥ 1 p,.

b) Nonlinear Feature Transformation via Chebyshev
KAN: Standard linear projections are limited to modeling
proportional relationships. To capture nonlinear trust dynamics
such as acceleration (convex growth) or saturation (concave
leveling), we utilize KAN based on Chebyshev polynomials.
We specifically adopt a degree-2 expansion (K = 2), which
enables the layer to natively approximate parabolic curvature.
The recursive definition for the Chebyshev polynomials 7T} (v)
up to degree 2 is:

To(v) =1, Ti(v)=v, Ta(v)=20*—1. )
The output feature vout,, for the o-th output dimension is
computed as a weighted sum of these basis functions applied

to the input feature ¥jy ;:

din 2
Vout,o = Z Z 6i.,o,k' ' Tk (ﬁin,i)a (3)

i=1 k=0

where d;,, is the input dimension and © € R%n>Xdousx3

represents the learnable coefficient tensor containing weights
for the constant, linear, and quadratic terms. This formulation
replaces the weight matrix of a standard linear layer, allowing
the model to learn feature-wise nonlinearities efficiently.

c¢) KAN-Projected Multi-Head Attention: The attention
mechanism aggregates historical information by computing
similarity scores between time steps. We employ a multi-
head architecture to allow the model to jointly attend to in-
formation from different representation subspaces at different
positions; for instance, one head may focus on recent short-
term fluctuations while another captures long-term stability.
Unlike traditional Transformers that use linear projections, we
generate the query (q), key (k), and value (v) vectors for every
snapshot 7 using independent KAN layers. In this framework,
the query qgf ) represents the node’s focus at the current time
t, while keys k" and values v{*™ represent the content
retrieved from historical snapshots s < ¢. For a node n and
head h, these projections are defined for any time step 7 as:

q" = KAND 2)), k™ = KAN(Y (2)), v = KAN{Y (z))
The attention weights ot ’h)(s) are derived from the scaled
dot-product similarity between the current query at ¢ and past
keys at s, normalized via a causal softmax. The head-specific
context vector u,(f ) s subsequently computed as the weighted
sum of past values:

<q(t,h) k(s,h)> t
o = S e _ 5oy

s=0
The outputs from all heads are concatenated and passed
through a final feed-forward KAN layer (KANp) with a resid-
ua}l)connection to produce the discrete temporal embedding
hy,.

h{) = KANo (Concat(ulV, ..., u-)) + 2{).

n

2) Continuous Residual Dynamics via Neural ODEs:
The discrete attention mechanism effectively captures depen-
dencies between observed snapshots but may miss hidden
dynamics occurring between irregular sampling intervals. To
address this, we introduce a residual pathway modeled by
Neural ODE:s.

a) Latent Residual Definition: We define the residual
r;(tx) as the discrepancy between the spatially-grounded struc-
tural embedding z{"™'(¢;) (from the Structural Layer) and the
history-based temporal prediction 2" (t;) (from the KAN-
Attention block) at snapshot t:

riltr) = 2" () — 2 (). S

K3 K2

This residual encapsulates the *spatial innovations*—new
trust information present in the graph snapshot that could not
be inferred solely from past history. We treat this sequence
{ri(tx)} as observations of an underlying continuous latent
process h;(t) governed by a data-conditioned ODE:

Pell) _ gy ). 1),

where g4 is a neural network parameterizing the derivative and
7%%5(¢) is the piecewise-constant interpolation of the discrete
residuals {ri(tk)}é\gl that are used as exogenous input to the
ODE. Nr is the number of residual time points (snapshots)
used in ODE fitting.

b) Integration and Refinement: The continuous trajectory
is obtained by numerically integrating Equation [5] over the
snapshot interval [¢1,¢y,.| using an explicit Adams-Bashforth
solver. This yields a smoothed latent trajectory h; (t), which
serves as a correction term. The final refined node embedding
Z;(ty) is obtained by injecting this continuous residual back
into the temporal representation:

hi(t1) = ri(t1), (5)

Zi(ty) = 2™ () + ha(t). (6)

This formulation compels the ODE module to learn the con-
tinuous dynamics of the prediction error, effectively bridging
the gap between historical expectation and spatial reality.

c) Training Objective: The model is optimized end-
to-end using a composite loss function that balances task
performance with residual consistency. The total loss L is
defined as:

L= L‘task + )\res ' EreSa (7)

where L represents the primary supervised objective (e.g.,
cross-entropy for trust link prediction). The residual loss term
Les ensures that the generated continuous trajectory le(t)
faithfully approximates the observed discrete residuals r;(ty):

1 AL 2
Lres = |V|NT Z Z th(tk) - Tz(tk)HQ (8)

i€V k=1

The hyperparameter A, = 0.3 controls the weighting of the
residual loss relative to the main task. This auxiliary objective
ensures that the ODE captures meaningful temporal patterns in
the residuals rather than drifting arbitrarily, thereby stabilizing
the training of the continuous dynamics.
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d) Integration and Refinement: The continuous trajectory
is obtained by numerically integrating Equation [5] over the
snapshot interval [t1,¢y,] using an explicit Adams-Bashforth
solver. This yields a smoothed latent trajectory h;(t), which
serves as a correction term. The final refined node embedding
Z;(t) is obtained by injecting this continuous residual back
into the temporal representation:

Zi(te) = 2™ (t) + ha(tr). )

This formulation compels the ODE module to learn the
hidden continuous dynamics that bridge the discrete temporal
predictions, providing a refined representation that respects
both historical trends and instantaneous structural constraints.

F. Prediction Layer and Optimization

The final refined node embeddings, represented by the
tensor Z (where Z[n,t,:] denotes the embedding for node
n at time step t), serve as the foundation for downstream
trust/distrust predictions. To infer the relationship between
two nodes n and p at a specific time step tr, we extract
their corresponding time-specific embeddings Z[n,ty,:] and
Z[p,ty,:]. These embeddings are fed into a prediction head,
which combines them through concatenation followed by a lin-
ear transformation to produce a vector of logits ¥+, € R,
where C represents the number/level of trust classes.

DGTEN is trained end-to-end by minimizing a weighted
Cross-Entropy loss. Let Dy, be the set of training instances,
and let ynp ¢, € {0,1} be the ground-truth class label. To
address class imbalance, we scale the loss for each instance
using a weight o, derived from the class frequencies: o, =
[Pirainl  yhere count(y) is the number of training samples

count(y) ’
belonging to class y. The task objective is defined as:

o 1o [ X nnasly) )
2, (zl

(n,p,y,t%) =0 exp(¥np,t [7])
(10)
The model parameters ¢ are optimized to minimize £ using
the MadGrad optimizer [34]. We employ weight decay (set to
107°) on the model parameters to prevent overfitting, which
is integrated directly into the optimizer’s update step.

Etask = -

G. Computational Complexity Analysis

We analyze the forward-pass time complexity(O) of
DGTEN, where N = |V| denotes nodes, 7' temporal snap-
shots, . DGMP layers, |E| edges per snapshot, d embedding
dimension, and H attention heads. Each of the L Structural
Layer convolutions processes |E| edges across T snapshots,
where RAECA similarity computation requires O(|E|d) oper-
ations and Gaussian aggregation with linear projections costs
O(|E|d + Vd?) per layer. For sparse graphs where |E| =
O(V), the total Structural Layer complexity is O(T'L|E|d).

The Temporal Layer performs KAN-based projections cost-
ing O(Td?) per node, followed by multi-head causal self-
attention that computes pairwise temporal similarities re-
quiring O(NT?d) operations. Neural ODE integration using
the Adams-Bashforth solver evaluates the derivative network
across T intervals, contributing an additional O(NT'd?) cost.

Combining both layers, the end-to-end forward-pass complex-
ity is
O(TL|E|d+ NT?*d + NTd?), (11)

IV. EXPERIMENTAL DESIGN AND RESULTS
A. Experimental Setup

DGTEN is implemented in PyTorch and trained on a work-
station equipped with 32 CPU cores and an NVIDIA A6000
GPU. Hyperparameters are selected through grid search, while
all remaining settings follow established configurations from
prior studies. The search space includes the L hop convolu-
tion depth (Fig. [2), the RAECA pruning threshold (Fig. [2),
the learning rate (Ir), weight decay (wd), and the temporal
attention configuration. Unless otherwise stated, training is
conducted with Ir = 0.005, wd = 10~°, and 250 epochs. A
convolution depth of L = 3, consistent with prior work [14],
[35], yields the most reliable overall performance.

Grid search further identifies dataset specific cosine sim-
ilarity pruning thresholds of 7 = 1.4 for BitcoinOTC and
7 = 1.3(Fig. J) for BitcoinAlpha. The temporal attention
module employs an attention dropout rate of 0.5, with 16
heads for Bitcoin OTC and 8 heads for Bitcoin Alpha. Attack
configurations and robust aggregation settings vary across
experiments and are reported together with the corresponding
results.

For static dataset experiments, we again perform an analo-
gous grid search to determine dataset specific hyperparameters.
For the PGP dataset with a 40% training split, we found
Ir = 0.01, wd = 1076, a dropout rate of 0.3, and 300
training epochs; increasing the training proportion by 20%
results in a proportional increase in the number of epochs.
For Advogato with a 40% training split, we use Ir = 0.003,
wd = 1075, no dropout, and 200 epochs, with epoch counts
scaled proportionally when the training set size increases.

B. DGTEN Evaluation Protocol

We evaluate DGTEN using an expanding-window protocol
over the dynamic graph G = {G1,Ga,...,GN}, where N
is the total number of snapshots and snapshots are ordered
chronologically.

The initial training window Tiniq. contains the number of
initial snapshots used to form the first training window (e.g.,
Tt = 2). As at least 2 snapshots are required for our
temporal modeling. In each evaluation round, the model trains
on Guain = {G1,Ga,...,Gy,,}, where tenq starts at Tipiga
and increases by one each round. Each round constitutes an
independent experiment with fresh model initialization and
fixed training epochs. During training, we save the model
parameters that achieve the lowest training loss and load
these best parameters for evaluation. The model then predicts
trust-activities (edges) in future snapshots after Gy,,. For
single-timeslot prediction, this yields N — Tiyj, rounds, from
predicting G, +1 through G . Averaging metrics across all
rounds provides the overall experimental result and a stable
measure of generalization as temporal information grows. This
evaluation procedure applies to three tasks:
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Fig. 2: Hyperparameter analysis for DGTEN. Left: F1-Macro vs. Pruning Threshold (7). Right: Effect of L-hop Depth.

Task 1: Single-Timeslot Prediction (Observed Nodes). In each
round, the model trains on the sequence {Gi,...,Gi,}.
where teng € [Tinitial, N — 1], and predicts the next snapshot
Gi,.+1. The prediction set includes observed nodes, i.e., all
entities that appear in {G1,...,G¢,}.

Task 2: Multi-Timeslot Prediction (Observed Nodes). After
training on {G4,...,Gy,,}, the model predicts the sequence
{Gtogt+1, Gtogt2s - - - » Gioy+n }» where A > 1 (we use A = 3)
and tenda € [Tinitial, N — A]. Prediction targets remain the
observed nodes.

Task 3: Single-Timeslot Prediction (Unobserved Nodes). In
this cold-start setting, the model trains on {Gy,...,Gt,},
where teng € [Tinitial, IV — 1], and predicts Gy, +1. Targets are
unobserved nodes, i.e., entities absent from {Gq,...,G¢ —1}
that appear for the first time in G

end *

We run each experiment five times independently for ev-
ery task (Task-1, Task-2, and Task-3) to obtain statistically
stable estimates. All reported metrics, including those mea-
sured under adversarial attack settings, are computed as the
meanzstd over these five runs. This protocol enables compact
yet comprehensive evaluation of immediate prediction, multi-
step forecasting, and cold-start performance. Results compared
with state-of-the-art baselines appear in Table

C. Performance Metrics

We evaluate DGTEN in imbalanced trust graphs using six
metrics. The terms TP, TN, FP, and FN denote true/false
positives/negatives, where distrust is the positive class (P) and
trust is the negative class (/V). All metrics, except MCC (range
—1to +1), span 0 to 1.

1. Area Under the ROC Curve (AUC): Quantifies the
model’s overall discriminative ability across all thresholds. It
is computed from the ranks of positive instances:

2icprank; — [P|(|P|+1)/2
1P| N
where |P| and |N| are the counts of positive and negative

instances, and rank; is the rank of the i-th positive instance
based on predicted scores.

2. Matthews Correlation Coefficient (MCC): A reliable
measure for imbalanced datasets, providing a balanced score
for binary classification quality:

TP xTN —-FP x FN

AUC =

MCC =

/(TP + FP)(TP+ FN)(TN + FP)(TN + FN)

3. Balanced Accuracy (BA): Addresses imbalance by av-
eraging sensitivity (True Positive Rate) and specificity (True
Negative Rate):

BA_1 TP N TN
" 2\TP+FN TN+FP

4. Average Precision (AP): Summarizes the precision-recall
curve through a weighted mean of precision at varying recall
levels:

AP = (R — Ri-1)P%
k

where Pj, and Ry, are precision and recall at the k-th threshold.

5. Micro-Averaged F1 Score (FI1-Micro): Aggregates TP,
FP, FN globally across classes:

>TP S TP

STP+>. FP S TP+y FN

S TP S TP
STPIy FP T STPIS FN

6. Macro-Averaged F1 Score (FI-Macro): Calculates the
F1 score for each class (¢ € () independently and then
averages them (unweighted), giving equal importance to each
class regardless of size:

F1-Micro = 2 -

F1-Macro =

1

7 ; Fl.
D. Datasets

To comprehensively evaluate our model, we utilized two dy-
namic signed networks, Bitcoin-OTC and Bitcoin-Alpha [41],
alongside two static trust datasets: Advogato [42] and Pretty-
Good-Privacy(PGP) [43]]. The Bitcoin datasets capture tem-
poral “who-trusts-whom” interactions from trading platforms,
featuring weighted, signed edges with associated timestamps.
For static comparisons, we include Advogato and PGP, which
characterize trust into four hierarchical levels (Observer, Ap-
prentice, Journeyer, Master). Table provides the summary
statistics for all datasets.

E. Baseline Models

To provide a thorough evaluation, we incorporate both
dynamic and static baselines. TrustGuard [6]], representing
the current state-of-the-art dynamic model, allows for a di-
rect comparison on our temporal datasets. For reference,
we also include leading static models, Guardian [13|] and
GATrust [12], which overlook temporal dynamics. DGTEN’s
consistent outperformance of both model types highlights



JOURNAL OF ISIgX CLASS FILES, VOL. #, NO. #, AUGUST 2025 10
TABLE II: DGTEN performance(mean =+ std) on clean data with RAECA enabled. Best results in bold
Task  Model Bitcoin-OTC Bitcoin-Alpha
MCC AUC BA F1-Macro MCC AUC BA F1-Macro
Guardian [13]  0.351+£0.007 0.744 +0.003 0.653 +0.006 0.668 = 0.002 0.328 £0.012  0.734+0.009 0.671 4 0.004  0.649 = 0.004
Task.; GATrust [IZ]  0.346+0.005 0.743+0.004 0.654£0.008 0.660+0.007 0.32940.009 0.729+£0.004 0.663+£0.004  0.648 +0.010
TrustGuard [6]  0.389 +0.007  0.765 +0.008  0.693 +0.008  0.687 = 0.007  0.362 +0.004 0.756 +0.009  0.692 4 0.004  0.669 = 0.002
DGTEN(ours) 0.437 +0.012 0.795 +0.003 0.702 +0.004 0.715 =+ 0.004 0.405 +0.004 0.785 +0.003 0.717 +0.010 0.690 + 0.005
Improv.(%) +12.34% +3.92% +1.30% +4.08% +11.88% +3.84% +3.61% +3.14%
Guardian [13]  0.295+0.005 0.715+0.003  0.62240.001  0.639 4 0.001  0.260 +0.006 0.673 +0.003  0.618 4 0.005  0.624 -+ 0.003
Tusk.y GATrust [I2]  0.200+0.002  0.714+0.002 0.622+£0.002 0.636+0.003 0.257+0.004 0.675+0.003 0.615+0.005 0.621 +0.002
: TrustGuard [6] 0.330 £0.005 0.725+0.004 0.642+0.003 0.658 4 0.003 0.288 £0.002 0.692 +0.003 0.632+0.006 0.639 & 0.001
DGTEN(ours) 0.362 -+ 0.003 0.750 + 0.003 0.649 + 0.006 0.671+0.002 0.317 +0.004 0.723 +0.005 0.648 + 0.006 0.646 + 0.003
Improv.(%) +9.70% +3.45% +1.09% +1.98% +10.07% +4.48% +2.53% +1.10%
Guardian [13]  0.447 £0.019  0.709 +0.016  0.667 +0.004  0.693 £ 0.005 0.325+0.012 0.678 +0.015 0.63140.010  0.641 = 0.005
Task.3 GATrust[I2]  0.430+0.014 0.712£0.011 0.672£0.006 0.691+0.006 0.32140.008 0.681+£0.014 0.627+£0.008 0.636 = 0.004
° TrustGuard [6] 0.463 4 0.020 0.727 £0.014  0.673+0.009 0.701 4 0.009 0.384-£0.026  0.715+0.027 0.654+0.012 0.678 & 0.013
DGTEN(ours) 0.483 +0.005 0.734 +0.012 0.685+ 0.003 0.714 4 0.004 0.480 +0.008 0.725+0.006 0.711+0.009 0.725 =+ 0.004
Improv.(%) +4.32% +0.96% +1.78% +1.85% +25.00% +1.40% +8.72% +6.93%

TABLE III: DGTEN’s SL performance on static datasets with
varying training percentages (40%, 60%, 80%). Best results
in bold.

Advogato (Micro-F1) PGP (Micro-F1)

Methods

40% 60% 80% 40% 60% 80%
MoleTrust [36] — — 58.4% — — 64.0%
AssessTrust [37] — — 63.9% — — —
Matri [38] 61.7% 63.9% 65.0% 60.5% 64.7% 67.3%
OpinionWalk [39] — — 63.3% — — 66.8%
NeuralWalk [40] — — 74.0% — — —
Guardian 69.7% 71.7% 73.0% 84.6% 85.9% 86.7%
TrustGNN [14] 70.1% 72.6%  74.6%  85.4% 86.3% 87.2%
DGTEN 70.15%  71.76% 7325 8532% 86.54%  87.23%

TABLE IV: Statistics of Datasets.
Dataset Nodes Edges Pos. Ratio Domain Time Span
Dynamic Networks (Weighted, Signed, Directed, Sparse)

Bitcoin-OTC 5,881 35,592 ~90.0% Cryptocurrency 2010-2016
Bitcoin-Alpha 3,775 24,186 ~93.7% Cryptocurrency 20102016

Static Networks (Levels of Trust/Distrust Relations)
Advogato 6,541 51,127
PGP 38,546 317,979

Static
Static

Software Dev.
Key Certification

the advantages of incorporating dynamic trust elements and
reveals the limitations of methods that disregard time-based
factors. To further contextualize our model’s performance,
DGTEN is also evaluated against a suite of influential static
baselines from the trust evaluation literature: TrustGNN [14],
NeuralWalk [40]], OpenWalk [39]], Matri [38|], AssessTrust
[37], and MoleTrust [36].

F. Comparative Performance Analysis

To evaluate DGTEN’s dynamic trust prediction capability,
experiments were conducted on the Bitcoin-OTC and Bitcoin-
Alpha datasets across three tasks. Table [[I] reports the detailed
results for DGTEN and the baselines Guardian, GATrust,
and TrustGuard; the discussion emphasizes relative trends
and percentage gains, highlighting DGTEN’s capabilities in
modeling temporal trust dynamics.

Task 1 evaluates prediction performance on observed nodes
within a single timeslot(snapshot). On both datasets, DGTEN
consistently outperforms all baselines across MCC, AUC,
balanced accuracy, and Fl-macro. On Bitcoin-OTC, DGTEN

improves MCC by 12.34% over TrustGuard, along with gains
of 3.92% in AUC and 4.08% in Fl-macro; on Bitcoin-
Alpha, it yields an 11.88% MCC increase, with AUC and
Fl-macro improvements of 3.84% and 3.14%, respectively,
indicating strong short-term trust prediction performance in
both networks. Task 2 assesses each model’s ability to fore-
cast trust over multiple future timeslots, a more challenging
temporal setting. On Bitcoin-OTC, DGTEN improves MCC
by 9.70% over TrustGuard, with additional gains of 3.45%
(AUC), 1.09% (balanced accuracy), and 1.98% (F1-macro),
while Guardian and GATrust remain consistently weaker. On
Bitcoin-Alpha, DGTEN achieves even larger relative improve-
ments, with a 10.07% increase in MCC and gains of 4.48%
in AUC, 2.53% in balanced accuracy, and 1.10% in F1-macro
over TrustGuard, underscoring the effectiveness of its temporal
modeling components.

Task 3 focuses on cold-start prediction for previously unseen
nodes, where models must infer trust without node-specific
history. On Bitcoin-OTC, DGTEN achieves a 4.32% MCC
improvement over TrustGuard, while also increasing AUC by
0.96%, balanced accuracy by 1.78%, and F1-macro by 1.85%,
indicating more reliable predictions under limited information.
On Bitcoin-Alpha, DGTEN exhibits its largest relative gains,
with a 25.00% MCC increase and improvements of 1.40%
(AUC), 8.72% (balanced accuracy), and 6.93% (F1-macro)
over TrustGuard, highlighting strong generalization in the
presence of epistemic uncertainty on unseen nodes. Cross-
dataset comparison reveals that Bitcoin-Alpha tends to yield
larger relative improvements for DGTEN, most notably in
cold-start prediction, where the MCC gain reaches 25.00%
compared to 4.32% on Bitcoin-OTC. Single-timeslot and
multi-timeslot MCC improvements are also consistently high
on both datasets (roughly 12.34% vs. 11.88% for Task 1 and
9.70% vs. 10.07% for Task 2 on Bitcoin-OTC and Bitcoin-
Alpha, respectively), suggesting that DGTEN adapts well to
different dynamic trust environments.

1) Analysis of Static Performance: To assess the structural
node embedding capability of DGTEN, we evaluate the SL
component in isolation on the Advogato and PGP datasets.
Since these datasets are static graphs, temporal attention
mechanisms and ODE-based components are omitted. This
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DGTEN vs TrustGuard Metrics Across Snapshots (3-19)

AuC ACC Balanced

F1 Micro

Scalability Analysis of DGTEN VS TrustGuard on Bitcoin-Alpha Dataset (Snapshots 3-22)

ACC Balanced

Fig. 3: (Left) Scalability analysis on Bitcoin-OTC: DGTEN exceeds TrustGuard across 3—19 snapshots (MCC ~ 0.50, AUC mid-
0.80s, balanced accuracy = 0.75, AP ~ 0.51, Fl-micro/macro > 0.90/0.72), confirming superior temporal-context utilization
for trust prediction, (Right) Scalability analysis on Bitcoin-Alpha (single future-timeslot prediction): DGTEN outperforms
TrustGuard across six metrics—MCC, AUC, balanced accuracy, AP, F1-micro, and F1-macro over 3—to-22 snapshots, showing
smoother gains with temporal depth and superior use of longer histories for robust trust evaluation.

ablation isolates the effectiveness of the DGMP-based embed-
ding module in capturing structural trust relationships without
temporal information.

The results in Table[IV]show that the SL component delivers
performance competitive with state-of-the-art baselines. On
Advogato, DGTEN attains the highest Micro-F1 score at the
40% training split (70.15%), indicating strong embedding
quality under limited supervision, although it performs slightly
below TrustGNN at larger training ratios. In contrast, on the
PGP dataset, DGTEN’s SL module outperforms all baselines
at the 60% and 80% training splits, achieving 86.54% and
87.23%, respectively. These results suggest that the Gaus-
sian message passing architecture effectively encodes trust
semantics from graph topology, demonstrating strong struc-
tural learning capability even without temporal modeling. The
multiclass cross entropy objective L in Eq. is used for
training.

2) DGTEN Scalability Assessment: We evaluate the scala-
bility of DGTEN across varying temporal depths to assess its
practical viability for dynamic trust evaluation. The analysis
measures the model’s ability to exploit progressively larger
historical contexts—quantified by the number of snapshots—to
improve predictive accuracy. Experiments were conducted on
the Bitcoin-OTC (Figure [3] 3-19 snapshots) and Bitcoin-
Alpha (Figure [3] 3-22 snapshots) datasets, with performance
stability and convergence tracked as temporal depth increased.
TrustGuard serves as the primary baseline as it is the only prior
work applying a snapshot-based temporal modeling approach
on these datasets. Other models such as Guardian, GATrust,
TrustGNN, and KGTrust target static trust networks, making
them unsuitable for direct comparison.

On Bitcoin-OTC, DGTEN exhibits a steady rise in per-
formance as snapshots increase from 3 to 19, with MCC
improving from approximately 0.30 to 0.4984 at 17 snapshots,
a 66% relative gain. This trend contrasts with TrustGuard’s
volatility and earlier peak at 14 snapshots (MCC' =2 0.4625).
No performance degradation is observed at maximum depths,

indicating robust scalability without overfitting. Improvements
are consistent across metrics: MCC, AUC, balanced accuracy,
and F1 demonstrating broad performance gains. These results
reflect the benefits of DGTEN’s temporal framework, com-
bining HAGH positional encoding, Chebyshev-KAN based
attention, and ODE-based refinement.

On Bitcoin-Alpha, DGTEN achieves a peak MCC exceeding
0.52 near 20 snapshots versus TrustGuard’s ~ 0.45 peak
at 14 snapshots, a 15.6% advantage. Performance continues
improving up to 22 snapshots, showing extended temporal
capacity. DGTEN’s curves are smoother and less volatile than
TrustGuard’s, particularly in MCC and AUC, underscoring the
architecture’s ability to learn effectively from long historical
sequences.

Scalability patterns are consistent across datasets despite
differences in network density (Bitcoin-OTC: 35,592 edges;
Bitcoin-Alpha: 24,186 edges) and interaction structures, con-
firming that DGTEN’s temporal mechanisms are domain-
independent. An optimal performance window emerges be-
tween 17-20 snapshots, beyond which marginal gains dimin-
ish, providing guidance for balancing computational cost with
accuracy. Quantitatively, DGTEN delivers 7.8% higher peak
MCC on Bitcoin-OTC and 15.6% on Bitcoin-Alpha compared
to TrustGuard, with reduced performance volatility.

3) Adversarial Robustness Analysis: DGTEN demonstrates
strong adversarial resilience on the Bitcoin-OTC dataset, main-
taining high stability across diverse attack types. Under single-
slot collaborative good-mouthing and slow-poisoning attacks,
the defense allows the model to retain approximately 94-98%
of its clean performance. Its robustness is even more evident
in multi-slot settings: during good-mouthing attacks, DGTEN
preserves 99% of baseline performance despite sustained ad-
versarial interference. More disruptive on-off attacks introduce
larger degradation, yet the defended model still recovers to
roughly 94% of its clean accuracy.

On the Bitcoin-Alpha dataset, DGTEN exhibits distinct re-
covery patterns that, in several cases, exceed its clean baseline.
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Fig. 4: Robustness analysis of trust evaluation methodologies under adversarial conditions. The effectiveness of Guardian,
GATrust, TrustGuard, and DGTEN is assessed against three types of collaborative trust-related attacks using the Bitcoin-OTC
(a—c) and Bitcoin-Alpha (f—h) datasets, for predicting trust in both single and multiple future time slot settings. We introduced
a good mouthing based slow poisoning dynamic attack in (d & 1).

With defense enabled, performance surpasses the clean model
by 2.3% in single-slot and 2.9% in multi-slot good-mouthing
attacks. These gains stem from structural differences between
the datasets: Bitcoin-Alpha is sparser (24,186 edges versus
35,592 in Bitcoin-OTC) and has a higher proportion of trust
edges (93.65% versus 89.99%). This topology strengthens
DGTEN’s uncertainty estimation and enables the RAECA
mechanism to more effectively isolate and prune adversarial
or noisy edges. Consequently, the model achieves strong
recovery, improving over the attacked state by up to 8.3%
in single-slot on-off scenarios.

A comparative evaluation against TrustGuard, the strongest
Dynamic baseline, further confirms DGTEN’s robustness. On
Bitcoin-OTC, DGTEN consistently exceeds TrustGuard across
all comparable attack settings. In single-slot configurations, it
achieves gains of approximately 8.3% under good-mouthing
attacks and 11.2% under on-off attacks. These margins per-
sist in multi-slot scenarios, with improvements of 7.7% and
10.2% under bad-mouthing and on-off attacks, respectively.
On Bitcoin-Alpha, the performance gap is smaller but still
systematic: DGTEN outperforms TrustGuard in five of six
comparable settings, with notable gains of 3.8% in single-
slot bad-mouthing and 4.5% in single-slot on-off attacks.
The consistency of these improvements across datasets and
attack modalities highlights the generality and effectiveness
of DGTEN’s defense mechanisms.

4) Ablation Studies: To evaluate the individual contribu-
tions of the DGTEN framework’s components, an ablation
study was performed on the Bitcoin-OTC dataset (Task-1).
As detailed in Table [V} the Full DGTEN w/ RAECA enabled
model achieved superior performance across all metrics (MCC
0.437, AUC 0.795), validating the synergistic integration of the
proposed SL and temporal mechanisms.

TABLE V: Ablation study(mean=std) on Bitcoin-OTC(Task-
1), using 10 snapshots.

Model Variant MCC AUC BA F1-macro

Full DGTEN w/ RAECA  0.437+£0.012  0.795+0.003  0.702+0.004  0.715+0.004
w/o RAECA 0.431+0.003  0.791+0.005  0.696+0.003  0.710+0.004
w/o ODE 0.417+0.003  0.775+0.004  0.686+0.001  0.702+0.001
w/o KAN 0.387+0.004  0.770+0.002  0.691+0.003  0.688+0.004
w/ only ODE(takes NEs)  0.267+0.010  0.694+0.007  0.641+0.005  0.614+0.003
w/o (HAGE,KAN&ODE)  0.397+0.003  0.771+0.001  0.680+0.002  0.689+0.001
w/o (KAN&ODE) 0.408+0.001  0.774+0.000  0.680+0.006  0.693+0.002
w/o HAGE 0.430£0.006  0.791+0.003  0.703+£0.006  0.709+0.003

Within the temporal layer, the Chebyshev-KAN-based
multi-headed attention proved critical for feature transfor-
mation. Replacing the KAN with a standard linear layer
(w/o KAN) resulted in the most significant single-component
degradation, reducing MCC by 11.4% (0.437 to 0.387) and
AUC by 3.1%. This underscores the necessity of high-order
non-linear approximations provided by KANs over simple
linear projections for capturing complex temporal evolution.

The residual learning-based ODE mechanism also demon-
strated substantial contribution; its exclusion (w/o ODE)
yielded a 4.6% decline in MCC. However, the limitation of
the ODE acting in isolation was evident in the “w/ only
ODE” variant, where the NEs from the SL were fed directly
into the ODE, bypassing the KAN and HAGE modules. This
configuration precipitated a severe 38.9% decline in MCC.
This result indicates that while the ODE is effective for
continuous refinement, it cannot compensate for the lack of
expressive feature transformation provided by the full temporal
stack. Finally, the RAECA module contributed to stability; its
removal lowered MCC by 1.4%, validating the effectiveness
of adaptive edge weighting in the final aggregation phase.

5) Uncertainty Quantification for Operational Cybersecu-
rity: DGTEN’s node-level uncertainty provides quantitative
diagnostics for both snapshot-level and longitudinal monitor-
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Fig. 5: Uncertainty Analysis (9th Snapshot, BitcoinOTC). (L) Top 20 uncertain nodes with 32-feature fingerprints; darker shades
show higher uncertainty. (M) Features sorted by uncertainty, revealing consistent high-risk dimensions. (R) Nodes clustered by
pattern similarity, exposing distinct behavioral archetypes.
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Fig. 6: Longitudinal Node Uncertainty Analysis. (Left) Mean
node uncertainty with a 0.4 threshold (red dashed) separating
stable nodes (39,506) from uncertain nodes (7,542).(Right)
Zoomed view of nodes above the threshold, showing repeated
spikes across Snapshots 3—7 that suggest potential indicators
of compromise.

ing of dynamic trust graphs. Each snapshot produces a 32-
dimensional uncertainty vector for every node through the
SL. For snapshot-level inspection, these vectors are analyzed
directly to study node uncertainty; for longitudinal monitoring,
each vector is reduced to its mean to obtain a scalar uncer-
tainty value per node per snapshot. This separation supports
both localized structural analysis and sequence-level tracking
of uncertainty evolution. All uncertainty measurements are
performed with RAECA disabled.

On the Bitcoin-OTC dataset, uncertainty behavior is ex-
amined across ten snapshots. For the snapshot-level analysis
(Figure [5), the model is trained on snapshots 0-8 and used
to predict snapshot 9. We analyze the raw 32-dimensional
uncertainty vectors without scalar reduction. Nodes are ranked
by their maximum feature-level uncertainty, and the top 20
most uncertain nodes are selected for closer inspection. Sorting
and clustering their uncertainty fingerprints exposes snapshot-
local structural weaknesses and groups nodes into behavioral
archetypes. This highlights nodes whose trust relationships
behave inconsistently within the predicted snapshot, allowing
us to isolate structurally ambiguous nodes without using
longitudinal information.

The longitudinal stage (Figure [6) computes, for every snap-
shot, the mean of each node’s 32-dimensional uncertainty

vector, yielding one scalar uncertainty value per node for
every snapshot in the sequence. The first two snapshots
form the training window, and the third snapshot is treated
as the first predicted snapshot (snapshot-0) for longitudinal
visualization. Tracking these mean uncertainties across the
sequence provides a graph-wide stability indicator, showing
how uncertainty tightens or disperses as the system processes
new trust interactions. Because nodes may appear in multiple
snapshots, total counts exceed the number of unique entities;
each node—snapshot instance contributes independently to the
longitudinal distribution.

A decision threshold on mean uncertainty (e.g., 0.4) pro-
vides an operational control point. This threshold is policy-
defined rather than learned and determines how conservative
automated actions should be. Nodes exceeding the threshold
populate a dynamic watchlist, while spikes in above-threshold
counts indicate abnormal trust dynamics requiring operator
review. This supports risk-aware workflows: low-uncertainty
nodes are processed automatically, mid-uncertainty nodes
are deferred for verification, and high-uncertainty nodes are
withheld from automated trust decisions. These Uncertainty
quantification can also enhances threat intelligence and foren-
sics. Historical uncertainty trajectories help localize initial
compromise points and reconstruct attack progression.

V. DISCUSSION

The DGTEN model introduced in this work represents
a significant advancement in DTE using GNN, particularly
in its ability to capture temporal complexities and quantify
uncertainty, while remaining robust against trust-related at-
tacks. Experimental results on dynamic graphs consistently
demonstrate that DGTEN outperforms existing state-of-the-
art methods across multiple dynamic datasets and evaluation
tasks.

A. Architectural Contributions

DGTEN’s strength arises from the synergy of three core
components. First, the probabilistic representation (DGMP)
models each entity in the trust graph as a Gaussian distribution
(i, 0), explicitly quantifying uncertainty crucial for cold-start
cases with new users, where DGTEN achieves notable gains.
This capability extends the model beyond basic prediction
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to support cybersecurity intelligence applications. Rather than
providing binary “trust” or “distrust” outputs, the model re-
ports node-level uncertainty. This enables decision intelligence
with tiered operational policies based on confidence. Second,
an expressive temporal modeling framework leverages KANs
and ODE:s to capture complex, evolving trust dynamics. Third,
the RAECA robustness module filters malicious or noisy
interactions, stabilizing training and reducing performance
variance under adversarial conditions.

B. Limitations and Future Directions

DGTEN inherits several structural constraints. First, the
model relies on discretized snapshots, which aggregate all
interactions within a time window into a single static graph.
This aggregation obscures event ordering and permits high-
frequency or compensatory attacks to cancel out within a
snapshot, creating blind spots for short-lived or stealthy ma-
nipulations.

Second, the RAECA defense is homophily-driven. Its re-
liance on similarity-based pruning improves robustness on
homophilous trust networks but limits generality on het-
erophilous graphs, leaving the model susceptible to coordi-
nated adversaries capable of engineering artificial similarity.

Third, uncertainty is integrated only at the structural level.
Although DGMP produces node-level means and variances
for each snapshot, the temporal modules (KAN attention and
ODE refinement) are deterministic and can evolve only the
expected state (means). They cannot propagate second-order
moments (variances) without violating probabilistic consis-
tency. Passing variance vectors through these deterministic
pathways would reduce o to ordinary features, resulting in
miscalibrated downstream uncertainty. Achieving full uncer-
tainty propagation requires stochastic temporal modules, such
as SDE-based dynamics or Bayesian attention mechanisms,
which can mathematically evolve distributions rather than
point estimates. Consequently, uncertainty currently functions
as a structural diagnostic rather than a fully temporally-evolved
quantity. Finally, privacy-preserving graph transform methods,
such as those proposed by Usman et al. [44], can be adopted
as a potential defense against model poisoning attacks.

These limitations outline clear paths for future research.
From a scope perspective, the present research work is inten-
tionally focused on advancing the architectural foundations of
dynamic trust evaluation with node-level uncertainty quantifi-
cation. Introducing DGMP, ODE-based residual learning, and
274 degree Chebyshev polynomial based KAN-based multi-
head attention within a single unified framework constitutes
a substantial methodological contribution. Addressing gen-
eralizing beyond homophily assumptions, protecting model
poisoning, and developing stochastic temporal architectures
are separate methodological problems that naturally define the
next steps for this line of work.

VI. CONCLUSION

In this paper, we introduced DGTEN, a novel Deep
Gaussian-based GNN framework designed to address critical

gaps in dynamic trust evaluation for cybersecurity appli-
cations. By integrating uncertainty-aware message passing,
advanced temporal modeling through HAGH positional en-
coding, Chebyshev-KAN for multi-head attention, and neural
ODE residual learning, alongside the RAECA for adversar-
ial defense, DGTEN provides a comprehensive solution for
modeling evolving trust dynamics in complex networked sys-
tems. Our evaluations on the Bitcoin-OTC and Bitcoin-Alpha
datasets demonstrate DGTEN’s superior performance, achiev-
ing MCC gains of up to 12.34% for single-timeslot prediction,
10.07% for multi-timeslot forecasting, and 25.00% in cold-
start scenarios, together with AUC, balanced accuracy, and F1-
macro improvements of up to 4.48%, 8.72%, and 6.93%, re-
spectively, over strong baselines such as TrustGuard, Guardian,
and GATrust. DGTEN also exhibits consistent adversarial
robustness, retaining up to 98-99% of clean performance
under collaborative attacks, surpassing baseline accuracy by
as much as 2.9% in defended settings, and outperforming
TrustGuard by margins reaching 11.2% depending on the
attack type.

These results underscore DGTEN’s ability to capture tem-
poral evolution, quantify epistemic uncertainty, and maintain
robustness against sophisticated attacks such as bad-mouthing,
good-mouthing, and on-off behaviors. The framework’s uncer-
tainty quantification further enables actionable cybersecurity
insights, such as identifying high-risk nodes and behavioral
anomalies, facilitating risk-aware decision-making in real-
world systems like IoT networks, social platforms, and finan-
cial ecosystems.

While DGTEN advances the field, opportunities for en-
hancement remain, including hybrid continuous-time mod-
eling to overcome snapshot aggregation limitations, entire-
model poisoning attacks and deeper integration of uncertainty
into predictive logic for fully adaptive systems. Future work
will explore these extensions, alongside applications to het-
erophilous graphs and broader domains, to further strengthen
trust evaluation in dynamic, adversarial environments.
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