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Abstract

We consider the problem of decentralized constrained optimization with multiple
agents E1,...,Eyx who jointly wish to learn the optimal solution set while keeping
their feasible sets Py, ..., Py private from each other. We assume that the objective
function f is known to all agents and each feasible set is a collection of points from
a universal alphabet Pgpn. A designated agent (leader) starts the communication
with the remaining (non-leader) agents, and is the first to retrieve the solution set.
The leader searches for the solution by sending queries to and receiving answers from
the non-leaders, such that the information on the individual feasible sets revealed to
the leader should be no more than nominal, i.e., what is revealed from learning the
solution set alone. We develop achievable schemes for obtaining the solution set at
nominal information leakage, and characterize their communication costs under two
communication setups between agents. In this work, we focus on two kinds of network
setups: 1) ring, where each agent communicates with two adjacent agents, and ii) star,
where only the leader communicates with the remaining agents. We show that, if
the leader first learns the joint feasible set through an existing private set intersection
(PSI) protocol and then deduces the solution set, the information leaked to the leader
is greater than nominal. Moreover, we draw connection of our schemes to threshold
PSI (ThPSI), which is a PSI-variant where the intersection is revealed only when its
cardinality is larger than a threshold value. Finally, for various realizations of f mapped
uniformly at random to a fixed range of values, our schemes are more communication-
efficient with a high probability compared to retrieving the entire feasible set through
PSI.

*This work was presented in part at CISS 2024.



1 Introduction

In distributed optimization, agents collaborate to find the optimal solution of a global ob-
jective function. Each agent has its own feasible set and the solution of the constrained
optimization problem should be present in the intersection of all feasible sets as shown in
Fig. 1. The feasible set contains sensitive information of an agent, and should be kept pri-
vate. For instance, consider the problem of allocating charging schedules to electric vehicles
(EVs) [1], to minimize load fluctuations on a power grid subject to maximum charge and
energy constraints for each EV. Then, the maximum charge for an EV being zero suggests
that the owner of the EV (agent) is away, leaking private information about the agent.
Most importantly, the iterative optimization algorithms [2] involve exchanging solution es-
timates among agents over multiple rounds which, on collusion of all but one agent reveals
information on the target agent’s feasible set, breaching its privacy.

As a solution, differential privacy (DP) [3] based optimization algorithms alleviate this
problem to some extent by adding noise to the estimates before exchanging them. For in-
stance, [1] incorporates DP in their algorithm to protect the privacy of agents’ information
in their respective constraints. This procedure retains some uncertainty on the agents’ feasi-
ble sets because of the noise-added estimates observed by the participating agents. Besides
feasible sets, iterative distributed algorithms risk the privacy of agents’ local functions as
well. The global objective is given by the sum of these local functions and guaranteeing
DP to agents in these scenarios was studied in [4-7]. DP-based guarantees to protect user
information in the objective function and constraints of a linear program was studied in [8].
However, the main disadvantage of DP-based approaches is that they compromise the ac-
curacy of solutions owing to the noise added. Moreover, they allow some certainty in an
adversary’s guess of the agent’s private information, unlike full uncertainty as guaranteed
by information-theoretic privacy. To achieve accurate solution, homomorphic encryption
schemes can be incorporated in the distributed algorithm as in [9]. However, the privacy in
such schemes is provided by hardness in computing certain functions, which can be broken
through infinite computing power.

To the best of our knowledge, none of the existing works address the problem of guar-
anteeing privacy to user’s constraints in an information-theoretic sense. In this regard, we
formulate distributed optimization with feasible set privacy (DOFSP), where the goal of
the agents is to solve an optimization problem while keeping their feasible sets information-
theoretically private from each other. For instance, in Fig. 1, the agents describe their feasible
sets by a set of discrete points satisfying the linear inequality constraints. The feasible set
of each agent is a finite list of values from a universal alphabet and the objective function
f is known to all agents. The agents do not collude among themselves, and are assumed to
be honest but curious, in the sense that they follow the communication protocol truthfully,
but are curious to learn information on each other’s private feasible sets. To search for the

optimum set P*, one of the agents (leader) privately learns whether the best solutions in its
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Figure 1: Feasible set for a distributed optimization problem with four agents each with a
linear inequality constraint.
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own feasible set are also present in the feasible sets of the remaining (non-leader) agents,
while learning no further information on their individual feasible sets. In fact, the agents
learn no more information on the intersection of the feasible sets, than what is revealed from
learning the solution set alone. We call this information leakage as nominal information
leakage.

The agents achieve this by first mapping the feasible sets into incidence vectors |10,
11], storing them on non-colluding databases and exchanging carefully designed messages
among themselves till the optimum solution set P* is learned by a designated agent, i.e.,
leader. Our protocols require the incidence vectors of feasible sets to be replicatedly stored
in at least two non-colluding databases of the non-leader agents. This is along the lines of
the information-theoretic formulation of private information retrieval (PIR) [12-16] where
messages are replicated across multiple databases. In PIR, a user wants to retrieve one
of these messages, without revealing the identity of the message to an individual server.
Specifically, our protocols are derived from symmetric PIR (SPIR) schemes [17]. In SPIR,
the additional requirement beyond PIR is that the messages in the databases, other than
the desired one, should be hidden from the retrieving user.

For the simple two-agent case, our scheme proceeds as follows. The leader privately
checks if the best solutions in the leader’s set also appear in the other agent’s set, by invok-
ing the cardinality PSI (CarPSI) protocol which returns the number of such elements. If
none of the candidate elements are present in the intersection, i.e., CarPSI returns a zero,
the agent re-invokes CarPSI, this time with the next best set of elements. Otherwise, the
solution appears on both feasible sets, hence at the intersection, giving the optimum func-
tion value and the leader learns the number of such elements. Next, the leader finds P* by
executing FindPSI protocol, which privately finds the set intersection, with the knowledge
of its cardinality. Alternatively, one can view the DOFSP scheme as a sequential application
of a two-user threshold private set intersection (ThPSI) protocol wherein the set intersection

is evaluated only if its cardinality is greater than or equal to a threshold, while revealing no
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Figure 2: Two types of communication setups for N = 4 entities. Leader entity F; has a
single database, each non-leader entity, F», E3, F4, has N; = 2 databases, ¢ = 2, 3, 4.

further information about the sets as in PSI [18]. As an example, an important instance of
ThPSI arises in a ride sharing app where each passenger wants to share information on their
trajectory only when there is sufficient overlap between the routes. In the context of our
scheme, the ThPSI operates on subsets dictated by the function values and the threshold is
1 in our case. Hence, we obtain a ThPSI protocol guaranteeing perfect information-theoretic
privacy unlike the existing protocols of [19,20] which guarantee computational privacy only.

Next, we extend our scheme to the multi-agent scenario. In terms of design of the

communication protocol, we consider two setups as shown in Fig. 2:

1. Ring, where each agent communicates with its two neighboring agents only. The leader
sends queries to the next agent, who after processing them, sends queries to the next

agent, and so on. The last agent sends answers back to the leader.

2. Star, where the leader communicates with the remaining N — 1 agents that do not
communicate among themselves. The leader sends queries to the databases of the

remaining agents, who respond to it with their answers.

We provide a DOFSP scheme for the ring setup by extending CarPSI and FindPSI to
primitives CarPSI-ring and FindPSI-ring, respectively. The CarPSI-ring primitive starts
with the leader sending shares [21] of its incidence vector to two non-colluding databases
of the neighboring agent. FEach database then uses the received message and the stored
incidence vector and computes a message to be sent over the database of the next agent and
so on. Finally, the leader collects the messages from the Nth database pair and computes
the cardinality of the set intersection. If this is greater than or equal to the threshold value,

the leader retrieves the set intersection by retrieving two additional messages from the Nth



agent by executing FindPSI-ring. For the star setup, our DOFSP scheme is a sequential
application of the multi-party PSI scheme of [11].

The main contributions of this paper can be summarized as follows:

e We propose achievable DOFSP schemes for the two-user and multi-user setups, where
we deal with two communication setups, ring and star in the latter case, and charac-
terize their communication efficiency in terms of the upload and download costs, which

are the number of symbols exchanged between the agents.

e We show that, unlike our DOFSP schemes, the naive approach of learning the feasible
set first, and then evaluating P* leaks more information than the nominal and incurs

a higher or equal communication cost.

e We numerically evaluate the probability of the communication cost of our DOFSP
scheme being equal to that of the naive scheme, and show that this probability is
small. Specifically, under uniform mapping of f, we evaluate this probability for both
the setups with N > 2 with a fixed feasible set assignment, and show through our

numerical results that this probability is low.

The rest of the paper is organized as follows. Section 2 describes the DOFSP problem
setting and Section 3 states the results of the paper. In Section 4, we present our DOFSP
scheme with N = 2 agents. In Sections 5 and 6, we present the DOFSP schemes under the
ring and star setups, respectively, for N > 2. Finally, we conclude the paper in Section 7.

Notations: To denote the set of integers {1,2,...,n} for a positive integer n, we use
the notation [n]. For positive integers m,n with m < n, the notation [m : n] represents the

set {m,m+1,...,n—1,n}. We use the symbol N to denote the set of positive integers.

2 Problem Formulation

2.1 General Problem Setting

We consider a setting with N entities (agents) who jointly seek the optimal solution (or
optimal solutions) of an objective function, subject to satisfying the constraints of all par-
ticipating entities. Each entity E;, i € [IN], has a feasible set P; with elements from a finite
indexed alphabet set Py of size |Pyypn| = K. Therefore, each P; of size P; is a subset of
Papr and is private to £;. For the existence of a non-empty solution set, we assume the
feasible sets to have a non-empty intersection, i.e., P := P, NPy N ... NPy # 0.

Each E; casts its feasible set P; into an incidence vector, which is a K-length binary

column vector X; indicating the presence (or absence) of an element by 1 (or 0), respectively.



We write the kth entry, for k € [K], of X; as follows,

1, if Pupn(k) € P;
PR S )
0, otherwise,

where Py (k) is the element of Py, at index k. Each entity E; has access to N; > 2 non-
colluding databases, where each database of E; stores the incidence vector X;. The numbers
P, and N; are known to all the entities for each ¢ € [N].

The objective function f is modeled as a random mapping f : Py, — T independent of
the sets P;, where the set T takes 7 distinct values. For our subsequent analysis, we assume
that f maps each element in P, uniformly to an element in 7. In other words, for any
T € Pypr and y € T, P(f(z) =y) = % The mapping is done independently for each .

The goal of Ey,...,Ey is to find the solution set P* where f attains the optimum
(minimum or maximum) value within the overall feasible set P, while keeping their individual
feasible sets private from each other. That is, for a minimization problem, the entities follow

a communication protocol to find the solution to:

minimize  f(x)
x

subject to x € P. (2)

However, the protocol should not reveal to E; any information about the feasible sets other
than its own, i.e., P; beyond what is implied by P*. Thus, the associated information leakage
on the remaining feasible sets to every agent should be nominal (minimal) which we define
as follows.

Definition 1 (Nominal information leakage) Nominal information leakage is the amount
of information on the other feasible sets revealed to a specific entity by learning the solution
set P* only, given its own feasible set and the knowledge of f. For E;, i € [N], it is denoted
by Lyom,; and defined as

Inom,i = [(P*;Ph . 7Pi—1a73i+1> <. ,PN’Pi, f)- (3)

We assume that the communication protocol is started by a designated entity, leader
(say, E1). It is also the first entity that learns P* and communicates it to the other entities.
Given a realization of f, we define two vectors: Global function profile g and local function
profile a which indicate the number of elements in P, and Pi, respectively, that map to

the same function value via f.

1. Global function profile: Let fi, fo,..., fr where T € [7] be ordered such that f;

is the best and f7 is the worst function value in terms of the optimization objective.



Then, p = [, ft2, - - ., ], where pg + o + ...+ pup = K, puy > 1, t € [T]. All entities
have the knowledge of p.

2. Local function profile: Let the equi-cost elements in P; be ordered from best to
worst as fi,, fi,, .., fi, Where 7; < iy < ... <iy. Further, let J, be the set of indices
in X; corresponding to the rth best solution in P;, with f; as the respective function
value. Then, a = [ay,ag,...,ar] with «, denoting the multiplicity of the rth best
solution, i.e., | 7,| = a, for all r € [L]. Bach a,, > 1 and Y.*_, a, = P;. Only F, has
the knowledge of J1.;, and a.

Let M., and M/ , denote the incoming and outgoing messages of F; in the communi-

cation protocol. Then, to ensure the correct recovery of P* at F;, we must have,

[reliability at Ei] H(PM.,,, M., P1, ) =0. (4)
The leader E; should not gain, from the messages it sends and receives, any information on
Pi,i # 1, beyond the nominal leakage,

[privacy of Es.n against E] I(M,,, M. i Pan|P1, f) = Znoma- (5)
To ensure the privacy of the outgoing messages, the databases of each non-leader E;, © €
{2,..., N}, share a set of common randomness symbols, denoted by S;. Hence, the content
stored at each database of E; is X; and §;. Let M,,,; ; and M, ; ; denote the incoming and
outgoing messages of database j of E;. Then, the database learns no information about the

remaining feasible sets, P\,
[privacy of Ejn)\; against database j of E] I(Mini i, Mouti s Pinpnal Pi, Si) = 0. (6)

In our communication protocol, the entities other than E; do not directly participate, and
only their databases are involved in the respective communications. Therefore, it suffices if
the individual databases do not learn any information about the other feasible sets. This
ensures that the information leaked to any non-leader E; is simply Z, .-

An achievable scheme for distributed optimization with feasible set privacy (DOFSP),
under a ring or star setup, should satisfy the reliability and privacy requirements in (4),
(5) and (6). Next, we specify the messages sent and received in the protocol for each

communication setup.

2.2 Ring Setup

Each non-leader entity F; has N; > 2 non-colluding databases. Let them be labeled as
1,2,..., N;,Vi. We assume that there exists a noiseless, secure communication link between

database j of E; with database j of F; 4, for all i € [2: N — 1]. There also exist noiseless,
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secure links between F; and the databases of Fy and Ey. Without loss of generality, assume
that databases in the set Ngjp = {1,..., Neys} where Neyy = mingep.n N; form a secure
ring across the entities, with N.sr > 2. Alternatively, only the databases in N sf of every
non-leader entity participate in the communication protocol.

The communication flow is as follows. E; sends queries @y ; to database j € N.ss of
E,. For the intermediate entities, E;,i € [2 : N — 1], each database j of E; sends a query
Qi,; to database j of E;;;. Finally, database j of Ey sends its answer A; to Ey. Thus, the

communication flow can be described by a ring. The corresponding messages exchanged are
ot = Qujs Miy =45, j€Neyy. (7)
Further, for the databases of E;,i € [2: N — 1], we have
outig = Qigs My = Qim1jo  J € Neyy, (8)
and for Ey, we have
:Jut,N,j = A, ZTLN] =Qn-15, JE€Neyy. (9)

Each @); ; is a function of Q;_; j, X; and &; and each A; is a function of Qn_1;, Xy and Sy.
The communication cost C,4 is the total number of symbols transmitted between entities

till the protocol is completed.

2.3 Star Setup

In the star setup, we adopt the SPIR framework for PSI as in [10,11]. Entity E; has N;

databases where X; is stored. The index [* € [N] of the leader is assigned as

PN; W

N, — 1 (10)

N
[* = arg min Z [
I€[N] i=1,i#l

in order to minimize the communication cost of PSI. We relabel the entities to let * = 1. F;
has a secure, noiseless communication link with each individual database of the non-leader
entities. Apart from sharing the common randomness S;, the databases of E;,i € [2: N], do
not collude among themselves. In the communication protocol, for N > 2, F; sends queries

to and collects answers from the databases of the remaining entities. In particular, we have

out U U Q%J’ M{L U U Al]’ [AS {2 } (11>

1€[N] jE[N, 1€[N] jE[N,



where @, ; is the query sent to and A; ; is the answer received from the jth database of £;.

Similarly,
Min,i,j = Ai,ja Mout,i,j = Qi,ja (12)

where each answer A, ; is a function of @); j, X; and S;. (For N = 2, we simplify @), ; and A; ;
to Q; and A;, respectively.) The download cost Dy, refers to the total number of symbols
of the operating field received by F; from all the non-leader databases. The upload cost U,
is the number of symbols sent by E; to these databases from start to end of the protocol.
Their sum Clyqr = Dgtar + Usgiar reflects the total communication cost. If N = 2, we denote

these costs by C, D and U, respectively.

3 Main Results

Theorem 1 For a N = 2 agent DOFSP problem, given the feasible sets Py and P, the
worst-case download cost D depends on the position R of the best function value in X; and
15 given by,

(R+ar—1)N:
D= ’V fol 2_" ar > XgRX27 (13)

ik ar = X7, X,

where X 7, = Zje\% e; and ej is the K-length unit column vector with 1 at the jth position.
The upload cost U for the above scheme is KD symbols, resulting in C =U+D = (K+1)D.

The proof of Theorem 1 follows from our proposed scheme in Section 4.

Theorem 2 For an N > 2 agent DOFSP problem under the ring setup, given the feasible

sets Pi, Pa, ..., Pn, the worst-case communication cost Cring 15 given by,

N (Siym) +2 (RS w), R<T,

Crin =
! 2NK+2(R—1—ZF;11MT), R=T,

(14)

where R € [T] corresponds to the index of the optimum function value in .

Theorem 3 For an N > 2 agent DOFSP problem under the star setup, given the feasible

sets Py, Pa, ..., Pn, the worst case download cost D, is given by,

Dot i [(Eema 0, (15

where R € [L] corresponds to the index of the optimum function value in c. The upload cost
Ustar for the above scheme is K Dy, giving Cyspar = (K + 1) Dy

9



The proofs of Theorems 2 and 3 follow from the schemes in Sections 5 and 6, respectively.

4 The Case of N =2 Entities

When N = 2, we refer to the leader F; as client and Es as server and adopt a star commu-
nication setup (letting f%} < f%}) Note that, if E; obtains the joint feasible set P
first using [10], and then finds P* by comparing the function values, the associated download

cost is Dpgr = Dpgr(Py, Na) = (% .

In contrast, in our achievable scheme to seek for the optimal solution set, E; sequentially
checks the presence of the set of elements that achieve the best function value. The answers
received in the current iteration, after being decoded, decide the set of queries for the next

iteration. We present an example before formally describing our scheme.

Example 1 Consider the following scenario. A universal movie-rating system provides a
score between 1 to 5 to the movies, with 5 being the best. Let Pyyn = {A, B,C,D,E, F,G, H}
be the collection of movie IDs. Entities E1 and Eo have subsets of these IDs as their feasible

sets as
P ={A,C,D,G}, P,={B,C,D,G,H}, (16)
and therefore the incidence vectors as
X;=[10110010]", X,=0111001 17" (17)

The goal of the entities is to find the set of movies with the highest score present in the sets
of both entities. Let the scores be given by

f(B) = f(E) = f(H) =5,

f(A) = f(C) = f(G) =4,

f(D) =3,

F(F) = 2. (18)

Therefore, we have o = [3,1]. For this problem, P* is {C,G}.
First, Ey checks for the presence of {A}, {C} or {G} (the elements that attain the
mazximum score of 4 in Py) in Py, i.e., for Jy = {1,3,7}. To do so, E; picks a random

vector hy from IF? with ¢ > 3 and prime, and sends the queries,
Q1 = hy, Q2 =h1 +e+e3+er, (19)

to the first two databases of E5. We assume that the databases of Ey share a common random

10



N, | database 1 database 2 database 3 | database 4
2 hg, hg h2+€1, h3+€3 - -

3 hg hz + €3 hl + e -

4 hi+ ey hi + es

Table 1: Queries sent to check the presence of {A,C} in Ps.

variable S; € IFS. The answers returned by the corresponding databases are,
A =Q7Xo + S, Ay = Q3 Xo + 1. (20)

Then, entity E1 computes Ay — Ay = 2 and concludes that there are 2 elements with score 4
in Py NPsy. In the first phase, Ey downloads 2 symbols, one from each database.

Now, to find which elements out of {A,C, G} form the solution set, Ey checks for the pres-
ence of any two {A,C} (and {C,G} and {A,G}) in Py. Based on the number of databases
Ny at Ey’s side, the queries will differ for this phase as tabulated in Table 1. For instance,
in the case of Ny = 3, the answers downloaded by Ey are (hy + €1>TX2 + 51 from database
3, hI X, + Sy from database 1, and (hy + e3) X5 + Sy from database 2, where the databases
share Sy, Sy € ]Fg as common random variables. In this phase, the number of downloaded
symbols is 4, 3 and 2 if Ny is 2, 3 or 4, respectively. If there are more than 4 databases then
queries in the last row are sent to any two of databases 3 to N.

Now, with the same feasible sets consider a different score mapping where f(C) = f(G) =

3 and the rest of the scores are the same as before, i.e.,

f(B) = f(E) = f(H) =5,

f(A) =4,

(€)= f(D)=[f(G) =3,

F(F) =2. (21)

Therefore, we have a = [1,3]. Entity Ey checks for the existence of {A} in Ey by sending
queries hy and hy + e1 to two databases of Ey. Since the answers from FEo reveal the absence
of A in Py, Ey moves to the next-best value 3 and checks for the existence of {C}, {D}
or {G}. On learning that all three elements are common in P, Ey directly learns that the
optimal solution is {C, D, G}. The download cost in this case is 4 if Ny = 2 and 2 if Ny > 3.

Next, consider yet another score mapping where f(G) =5, and f(x) = 4, otherwise, i.e.,

f(A) = f(B) = f(C) = f(D) = f(E) = f(F) = f(H) = 4. (22)

Therefore, we have o« = [1,3]. This time, E; starts by checking the ezistence of G by sending

queries hy and hy + e7 to two databases with E,. By downloading 2 symbols as answer, F;

11



finds the optimal solution to be {G'}.

4.1 Proposed Scheme

As illustrated in the example, our scheme consists of two primitives: 1) CarPSI and 2)
FindPSI. Let M;, := X7 X, denote the multiplicity of elements with function value f; in
P1 N Py. Before the start of communication, both entities agree on a finite field F, with a
prime ¢ which satisfies ¢ > max,¢z) ;. Now, we describe the functionalities CarPSI and
FindPSI for any r € [L].

4.1.1 C&I’PSI(XJT,NQ)

CarPSI(X 7., N2) computes the cardinality M; for which E; evaluates the dot product of
X7 with X, without revealing 7, to any database of Es. Further, CarPSI should not reveal
any additional information on Xy beyond M; . Depending on r, there can be two cases.
Casei): If r = (k —1)(Ny — 1) + 1 for some k& € N, E; uniformly selects K elements
hi(j),7 € [K] independently from F, to form the vector hy = [h(1), hi(2),. .., he(K)]T.
Now, E; randomly selects 2 databases (say the first 2) from the N, databases available to

FE» to participate in the protocol. The queries sent are

Q1 = hy, Q2 = hy + Xg,. (23)

To generate answers, the databases calculate the dot product Q% X5, n = 1,2 and add a new
symbol to S € S,

A= QT Xo+ Sk =) hi(5)Xa(j) + Sk, (24)
Ay = Q5 Xo+ Sk = Z (he (1) X2(5) + X7, (5) X2(5)) + Sk (25)

All operations are performed in FF,.

Caseii): If r = (k—1)(Ny — 1) 4+, where [ € {2,..., Ny — 1} for some k € N, the same
vector hy used in CarPSI(X 7 _,, No) is reused to form the query hy + X 7. It is sent to one
of the databases n for which h; was not involved in the query. In response, database n sends

A, = QL X, + Si. Having received the answers, E; computes M;_ as,

= (Qn— Q)" X2 = X5 Xo. (27)

12



4.1.2 FindPSI(J,, M; , N,)

This functionality evaluates the private set intersection (PSI) between two entities, with the
knowledge of the size of the intersection. Since M, is known, it suffices if E; leaves any
single index (say, j) from J, out, to learn the set intersection. Let J = J, \ {j} be the
set on which PSI is to be executed, with |J| = a, — 1. Let r = (k — 1)(Ny — 1) + [ for
some k € Nand [ € [0 : Ny — 2], and o, — 1 = (No — 1 — 1) + p(Ny — 1) + s, for some
p € NU{0},s € [0: Ny — 2]. Depending on [, there are two cases.

Casei) If I = 0, then a,, — 1 = (p+ 1)(N2 — 1) + s. E) generates p + 2 independent,

: K
uniformly random vectors hyi1, ..., Rgipia € F, -

Caseii) If [ € [N — 2], I + 1 databases have been previously sent queries to, using
the same random vector hj in CarPSI. Therefore, E; reuses hy to submit queries to the
unused (assume, [+ 2, ..., Ny) databases, and picks p 4+ 1 new random, independent vectors
Ri+1, - .., hirpyr for the subsequent queries.

Ey sends Q1 = {hy, y € [k+1: k+p+2]} as query in case i) and Q1 = {h,, y € [k+1:
k + p+ 1]} as query in case ii) to database 1. To databases n € [2: N3], the queries for the
corresponding y are Q,, = h, + ¢;,j € J. In both cases, the answer returned corresponding
to each y is

A, =QTXy + S, n €[Ny, (28)

where S, € S. Formally, the integer y ranges across [k +1: k+p+ 2] if n € [s+ 1] and
across [k +1: k+ p+ 1] otherwise, in case i). In case ii) if s <[, theny € [k+1:k+p+1]
ifnels+1,yelk+1:k+plifnes+2:l+landyeclk:k+plifnell+2: Ny
The sub-case where s > [ can be similarly handled. To decode each element in X5(J), E;
evaluates A, — A;. By doing so, E learns X5(J,) since M;,_ is known.

4.1.3 Main Algorithm

The complete flow of the achievable scheme is given in Algorithm 1. First, E; creates the
sets of indices J,.,r € [L] and the vector av of length L. Next, it executes CarPSI(X 7, N»)

to find M;, for the best function value f;,. Based on M;, and a4, there are 3 cases:

i) If M;, =0, Ey does not possess any element in P, in common with E; that yields the
same function value f;,. E; proceeds to the next best function value f;, and finds M,
by executing CarPSI(X 7, Ny).

ii) If M;, = oy, then f;, is a feasible function value with Py, (J1) as the solution set.

iii) If 1 < M;, <oy — 1, Ey proceeds to find the solution set which consists of M;, out of
aj indices in J; by implementing FindPSI(7;, M;,, N»).
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Algorithm 1 Scheme to find P*
Input: Py, f, o, Ny
Output: P*
L + length of
for r € {1,2,...,L} do
if r < L or ay, > 1 then
Mir = CarPSI(XJT, Nz)
if 1< M,;, <a,—1 then
P* = FindPSI(J,, M;
break
else if M, == a, then

P = Palph(j”)

Ns)

7

break
else
P* = Pupn(T)
return P*

In general, CarPSI is executed according to i) till the returned cardinality M; > 1,
r e [L]. If o, = M;,, Ey directly sets P* = Pypn(J,). Otherwise, E; executes FindPSI. If
the search continues and M, = 0 for every r < L — 1, the solution is contained in Py (J1),
since we assumed that [Py N Psy| > 1.

Remark 1 One can view the aforementioned algorithm as a successive implementation of a
ThPSI scheme with threshold t = 1, on disjoint subsets of Py corresponding to J,., v € [L] till
the threshold is met on the intersection cardinality. This is done by computing M = XT X,
with CarPSI(X1, N2) on F, having ¢ > min(Py, P,), prime, and FindPSI(X,, M, Ns) if t <
M < P;.

4.2 Proof of Privacy

Each individual database of F5 observes an independent, uniformly random vector over Ff ,
in all rounds of CarPSI and FindPSI. This preserves E;’s privacy (6).

For Ey’s privacy (5), we guarantee that E; learns no more than Z,,, 2. From the answers
and queries, ) learns that the elements in P; corresponding to indices U7, are all absent
in Ey’s constraint set, Py, i.e., Xy is 0 at those indices, and the value of X, at indices Jg.

Thus, E; learns X5 at Ulejr which is a subset of the support of X; and

](P2; leNga AliNza Pla f) = H(PQ) - H<P2|Q1:N27 A11N27 Plv f) (29)
= H(X;) — H(X([K]\ UL, 7)) | XU, 7)) (30)
— H(X:(UR, ). (31)

where we used the fact that X is a sufficient statistic for P;.
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4.3 Communication Cost

R is the least value of r € [L] in Algorithm 1 at which M; > 1. The download cost for

the sequential CarPSI is equal to Dpgr(R, No) which is ( ]@]\i J. This is the download cost if

M;, = ag.

Otherwise, let R = k(Ny — 1) + [, for some k € N U {0}. If I = 0, the download
cost in FindPSI is (%—PINQW and that from CarPSI is %. Their sum gives (13). With
[ € [Ny — 2], after CarPSI(X7,,N2), [ + 1 out of N, databases are used. The remaining
Ny — (I + 1) databases continue to send answers for FindPSI using the same random vector
for query and common randomness symbols, respectively, resulting in the partial download

cost of

[ RN,

N2_1—‘+N2_l—1:<k+1>N2- (32)

This is followed by downloads for ag—1—(Ny—1—1) indices which costs Dpg;(ar—No+1, Ny),
which when added to (32), yields

D=(k+1)N,+ [(O‘R _N‘;Vi Z)Nﬂ (33)
_ [(aR ~ 1N, J;V(k;fj\f — 1)+ l)NQ"‘ 1)
_ [(O‘R ;ijfwﬂ. (35)

There are D answers downloaded, each of which is a response to a query of K symbols,
hence, the upload cost U = KD and the communication cost C' = (K + 1)D.

4.4 Common Randomness Cost

Btap—1
No—1

to equal amount of common randomness symbols S shared between the databases of Fj.

In the scheme, F; requires | | random vectors for generating queries. This corresponds

However, since R and apr are not known beforehand, the databases of Fy share a set of

common randomness symbols S = {S},5,...,S,} where m = | Nf -], independent of f,
P; and P,. The databases do not collude hereafter.

4.5 Comparison with the Naive Scheme

We now compare our scheme with a scheme where E; first finds the joint feasible set P =
P, N Py privately, following the existing PSI protocol in [10], and then evaluates f at the
values in P only, selects the best ones among them to obtain P*. Finally, F; conveys this

directly to Ey. We refer to this as the naive scheme.
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Here, the entire P is leaked to F;. Thus, the values of X, at indices in J, Vr € [L] are
revealed to 4y which is the support set of X;. Thus,

I(P; Pe|Pr, f) = H(X2(U;1 7)) = H(X2(UL1Tr)) = Zoome. (36)

Equality holds only if R = L, which is when M; =0 for all r € [L — 1].
Since the upload cost is K times the download cost in both schemes, it suffices to compare

the communication efficiency in terms of the download cost. On one hand, the naive scheme
PN
No—1

approach is | ]\‘r;ivfﬂ, irrespective of f.

requires | | downloaded symbols of F,. For Example 1, the download cost in the naive

Remark 2 Alternative to our proposed scheme, applying the scheme in [10] sequentially over

the elements in Py corresponding to indices Jr, Jo till Jr also reveals Lypomo to Ey. The

M}
No—1 :

efficient due to higher download cost compared to D, except when o, =1 for all r € [R — 1],

download cost incurred for this scheme is | Clearly, it is less communication-

in which case, they are equal.

Remark 3 Under uniform random mapping of f, with a fived realization of Py and Ps, the
probability P., that the download costs D and Dpgr are equal, is small. To support this, we
provide the following calculation, and a numerical result.

With a fized realization of Py and P, the random variable R € [L] and vector o depend
on the realization of f. The mazimum value of L (hence R) is Ryax = min(r, P, — M + 1).

Further, for any R € [L], M;, < ag. If M;, = agr, we drop the FindPSI phase, and the

RN:
No—1

Hence, R = L and our algorithm skips the last CarPSI step as well, in which case the actual
download cost is [(L]\?Q;_)leﬂ As a result, Dpsr > D when M;,, = ag.

Therefore, M;, must be strictly less than ag so that FindPSI is executed. Thus, D = Dpg;
if {R+ar = Pi+1} and {M;, < ar} are simultancously satisfied. Note that, for such events

a, =1 for all r < R. Further, M, = 0 for all v < R, hence the function value of every

download cost is | 1. For this to equal Dpsy, we require R = Py, which implies M = 1.

element in P = Py NPy is fi,, t.e., optimum. With M > 1, the corresponding probability

P, 1s,

P,=P(R+ar=P +1,M;, < ag) (37)
Rmax

:ZP(R:r,ar:Pl—i—l—r,MiR<P1—|—1—7“) (38)
r=1

Rmax

:Z]P(R:r,ozT:P1+1—7‘)IP’(M<P1+1—T) (39)
r=1

Rn]ﬂx
= Z Peq(r) X ]l{M<P1—1“+1}7 (4())
r=1
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Figure 3: P, against 7 for different values of M with N = 2.

where (38) follows from (37) using P(M;, < P,+1—r|R=r,a, =P +1—7r)=P(M <
Py +1—7) since P = P*. Further, since M is determined by Py and Py, P(M < P, +1—7)
is an indicator as in (40). If r = 1, we have

(1) = 7(1) . (1)

since T out of ' function realizations assume equal function value over Py. For 1 < r <

R
Poy(r) :<P;:i\4)(r—1)!{ 5 (ﬁ:;) < (T—j)} x G)P (12)

j=r—1

The term preceding the summation in (42) follows by sampling fi,, fi,, .-, fi,_, with or-
dering from the Py — M elements in Py absent in P. Fizing f; _, = j, we choose fi,,...., fi _,
from 1 to 5 — 1, as better function values preceding f; _,, in (1{:;) ways. The remaining
arp = Py —r+1 elements take the same function value f;,, which has T —j choices in the set
{j+1,7+2,...,7} and we sum over all j € {r —1,...,7 — 1}. This expression, multiplied
by the uniform probability of function realization, yields (42).

To show an example that (40) is small, in Fig. 3, we plot the probability P., with respect
to the size of function range T for various values of M. We follow the example of movie
scores in Section 1 and fir Py = 5 while the scores are allotted from the set T = [1] with
T €{2,3,...,10}. For a fizred T, increasing M from 1 to 4 decreases the value of P.,.
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5 The Case of N > 2 Entities: Ring Setup

The underlying idea of the achievable scheme, similar to the case of N = 2, is to apply
ThPSI with ¢ = 1 on each set of equi-cost elements in Pg,, sequentially, till the threshold
condition of non-empty intersection is satisfied. We present a PSI scheme under the ring
setup, and show that the communication cost of our DOFSP scheme is less than or equal to
that of the PSI scheme. Through numerical results, we show that the probability that the
communication costs of the two schemes are equal, is low.

We begin the description our scheme with an example.

Example 2 Continuing with the movie example, let Py, = {A,B,C,D,E,F,G,H,1,J}

be the set of movies and [ be their scores assigned as follows:

(

, xe{A}

xr € {B,E},

re{F,G H}, (43)
, ze{l,J},

xr € {C,D}.

1
2
flz) =43
4
5

\ 7’

Then, with N = 4 entities, let the individual feasible sets be as follows

1 =1[1,1,0,1,0,1,0,0,0,1]"

P, =1{A,C,D,G,J} — X, =1[1,0,1,1,0,0,1,0,0,1]7, 1,
»=10,0,1,1,0,1,1,1,1,0"
[
[

[ ", X
P,={B,E,G, HIJ} = X,=1[0,1,1,0,1,0,1,1,1,1]7, X, =

[ ]

[ ]

1,0,1,0,1,1,0,1,0,1]"
1,1,1,0,0,1,1,0,0,0]"
(44)

Py ={A B ,C,F,G,I} = X3=1[1,1,1,0,0,1,1,0,1,0]%, X3
P,={C,D,G,H, I} — X,=10,0,1,1,0,0,1,1,1,0", X,

where X; is X, after permuting the indices as
Xi(l, 2,3,4,5,6,7,8,9,10) = X,(3,4,9,10,6,7,8,2,5,1). (45)

Let N; = 2 for each E;, implying Neysr = {1,2}. Let ¢ =5, and E;,i € {2,3,4} share uni-

formly and independently generated randomness vectors Si(l) e F, SZ»(Q) e F, SZ»(?’) e F3, 554) €

F2 and S® € F among each database pair. First, the entities check for the presence o
q i q

{C, D} (elements that map to f1) in P. Towards this, Ey generates hy uniformly at random

from IFg to send the queries

Qllzhb Qﬁ% h1+X1(1 2) (46)
QY =QUoX(1,2)+ 8P, QY =W oXy1,2)+ 50, je{1,2}  (47)

18



T . T A
AV =08 Xu(1,2)+ 57(2), Q) Xu(1,2) + 5{7(2), (48)

where the superscript indicates the round index, and the symbol o indicates elementwise

multiplication. Next, Eq evaluates

A A A T ~
AW — AN =((hy + X1(1,2)) 0 X5(1,2) 4+ S$V) 0 X5(1,2) + 58) X4(1,2) 4 S8 (2)
~ (b1 o X5(1,2) + S 0 Xu(1,2) + S) Ra(1,2) + S(2) (49)
=(X1(1,2) 0 X5(1,2) 0 X5(1,2))" X4(1,2) = 0. (50)

Since the intersection is empty, no elements mapped to 5 are present in P. Now, Fy proceeds
to the next best value 4 and generates a new random vector hy € IF?] and similarly evaluates
Agz) —AP = (X1(3,4) 0 X,5(3,4) 0 X3(3,4))T X4(3,4) which is also 0. Next, Ey generates hs €
F3 and simalarly evaluates AP~ A®) = (X,(5,6,7)0X,(5,6,7)0X3(5,6,7))7 X4(5,6,7)) = 1,
which is the first non-zero cardinality. Now, Ey sends two elements from IF,, one each to the

databases of Ey, which signals them to send the following answers to Ey,
A5 = (@ 0 X)(5.6) + 57 (L2), je {12} (51)

Using these, Ey calculates Ay — Ay = X1(5,6) 0 X5(5,6) 0 X5(5,6,) 0 X4(5,6) = [0,1]7. This
gives P* = {G}, since the cardinality is 1. The communication protocol stops after 3 rounds
where each of the first two rounds required 2-3-2+2 = 14 symbols and the last round required
2:3-34+2+2+4 =26 symbols, hence Cring = 14 + 14 + 26 = 54.

5.1 Scheme Preliminaries

First, we extend the two-entity (N = 2) functionalities CarPSI and FindPSI from Section 4
to the ring setup, to develop new primitives CarPSI-ring and FindPSI-ring.! In CarPSI-ring,
FE, privately obtains the cardinality M given by,

M=1"(X10X5...0Xy)=(X10Xy...0 Xy 1) Xu, (52)

without learning the actual intersection P, where 1 is the K x 1 all ones vector and o denotes
the elementwise product operation. FindPSl-ring is executed after this, if the cardinality
exceeds a certain value. We assume that each entity has at least two replicated non-colluding
databases storing the incidence vectors of the feasible sets. Before the start of CarPSI-ring,
the entities agree on an operating field F, where ¢ > min;c;y) P and prime. We let the
shared common randomness S; be a random vector .S; € Iﬁ‘f whose entries S;(k) are picked
uniformly at random and independently from F, for each ¢ € [2: N] and k € [K].

!Similar to the N = 2 case, these primitives can be executed to attain a ThPSI scheme. After CarPSI-
ring, if the resulting cardinality M is t or greater, F executes FindPSI-ring, unless M = P;, which is the
trivial case that P = Py.
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5.1.1 CarPSI-ring(X;)

First, F4, using a private random vector A drawn uniformly from ]Fg{ generates two queries
Qi1 = hy and Q12 = by + X7 = Q11 + X; and sends them to databases 1 and 2 of Ej,
respectively. On receiving @), ; database j = 1,2 computes its elementwise product with X,
and adds the randomness vector Sy to it. Then, database j € {1,2} sends the computed
value as the query Q2 ; = (1; 0 X2 + 53 to database j of E3, and so on. In general, for each
i € [N — 2], database j of FE; uses its incoming query to send the following to database j of
Eit1,

Qi1 =Qij o X; + 5; (53)
=(Qi—1j0 X1+ Sic1) o X; + S; (54)

Finally, the databases of Ex use their incoming queries ()x_1; to compute and send the

following answers to Fy,

A= QN—l,lTXN + Sy (K), (56)
Ay = Qn_12" Xn + Sy(K), (57)

where Sy (K) is the Kth coordinate of Sy. From the received answers, E; computes Ay — A;.
To prove that the leader obtains M, we first prove the fact that, for all ¢ € [N — 1],

Qiz = Qi1 +(X10...0Xj). (58)

We show this by induction on . For ¢ = 1, it is trivially true. Assume that this is true for
i = k for some k € [2: N — 2]. Then, we have,

Qrt12 = Qr2 © Xpt1 + Sk (59)
= (Qra + (X10...0 X)) Xpy1 + Sk (60)
= Q10 Xpp1+ (X100 Xpp1) + Sk (61)
= Qrr11+ (X10...0Xpp1), (62)

as required. Therefore,

Ay — Ay = (Qn-12 — QNAJ)TXN + Sy (K) — Sn(K) (63)
= (Xlono---oXN—l)TXN- (64)

To prove privacy, note that the queries sent by E; to E, protect the privacy of X; (hence,
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of P,) since,

[(Q1,1;X1\527X2) = [(hl;Xl) =0, (65)
I(Q12; X1|S2, Xo) = I(hy + X33 X1) =0, (66)

where (65) is true because hy, Sy and X, are independent of X, and (66) uses Shannon’s
one-time padding [22]. For i € [2: N — 1], the privacy of E; through E; is preserved against

an individual database of F; ;. We show this by induction on ¢. Let ¢ = 2, for database 1,

I(Q21; X1, X5]53, X3) = I(h1 0 Xy + So; X1, X3) (67)
:I(hlOX2+SQ;X1)+[(h10X2+SQ;X2|X1) (68)
=0, (69)

where S5, X3 are dropped in (67) since they are independent of @21, X; and X,. In (68),
the first term is 0 because hy, X5 and S5 are independent of X; and the second term is 0 by
one-time padding with S;. Similarly, for database 2,

I(Q22; X1, X2[S3, X3) = I((h1 + X1) 0 Xy + Sp; X1, Xo) (70)
=I((h1 +X1) 0o Xo 4+ So; X1) + I((h1 + X1) 0 Xy + 555 X5 Xy) (71)
=0. (72)

Let ](Qi—l,j;Xla . 7Xi—1|Xi)Si> = O, Vj = 1, 2, then,

I(Qij; Xv, .o, Xi| Xig1, Sigr) =1(Qi—15 0 Xi + Sis Xv, ..., Xia)
+[(Q@;17]’OXi—i-Si;Xi‘Xl,...,Xi,l) (73)
0, (74)

where the first term in (73) is 0 by the induction hypothesis and the fact that the conditioning
terms, being independent, can be dropped. The second term in (73) is 0 by one-time padding.
The answers A; and A, are one-time padded with the Kth entry of Sy, hence, they appear
to be chosen uniformly at random from F,. The evaluation Ay — A; reveals only M to E;
and maintains the privacy of P. The communication cost for CarPSl-ring is 2(N — 1)K + 2
symbols.

Remark 4 When N = 2, CarPSI-ring reduces to CarPSI(Xy, Ny) as described in Section
4.1.1 with M = XTI X,.

5.1.2 FindPSI-ring(M)

Here, E; sends back two random symbols of F,, one to each of the responding databases

(say 1 and 2) of Ey to signal them for answers. This time, the databases of Ey reuse the
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received queries from CarPSI-ring, and respond with,

Al =(Qn_110XN)(1: K—=1)+Sy(1: K1), (75)
Ay = (Qn_120XN)(1: K —=1)+ Sy(1: K —1). (76)

Thus, the answers are (K — 1)-length vectors since the last entries of Qy_;; and Xy are
not included. We denote the incidence vector of P by Xn, i.e., Xn=Xi0X50...0XN. E;
directly obtains Xn(1 : K — 1) from A, — A} due to (58). This completes the retrieval of
X, and F; learns the intersection P, since M = 17 X, is already known to it.

To show privacy, A} and A} individually hide Xy because each of them is one-time padded
with Sy (1 : K —1), which is independent of Sy (K). After computing A, — A}, E; only learns
the function X5 0...0 Xy and nothing beyond on Xs, ..., X because of (66). Further, the
databases of Ey receive random symbols from FE;, which reveal no more information than
the threshold condition being satisfied. The communication cost is 2+2(K —1) = 2K, where
the first term is contributed by the symbols sent by F; and the second term arises from the
answers of Fy.

With these primitives at hand, we proceed with the steps of our DOFSP scheme.

5.2 Scheme Description

Let fr be the optimum function value for the given objective. Then, to retrieve P*, FE;
executes the CarPSI-ring primitive over partitions of X; till the Rth round and one FindPSI-
ring primitive. We denote the query @); ; as the collection of all queries Qg;),‘v’r € [R] sent
over R rounds. Similarly, A; = (UleAy)) U A”. The operating field IF, is chosen such that ¢
is a prime greater than max, ) p,. This is to ensure correct evaluation of the set intersection

cardinalities in the CarPSI-ring primitive.

Partitioning X; into Sub-Alphabets: FEach entity F; groups X; into T" partitions, where
each partition comprises the equi-cost elements. For the objective function f, the entities
use a fixed permutation I : [K] — [K], X; is rearranged into X; := IT;(X;) for each i € [N].
For each partition r € [T, let Z, := (ky, ko, ..., k,, ), with ky < ky < ... < k,, denote an

ordered set such that f(Pupn(k1)) = f(Pupn(k2)) = ... = f(Paupn(ky,.)) = fr, which is the
rth best function value. Then,

r—1 r—1
(k) =Y po+j = XZ(ZMU +j> = Xi(ky), Vi€l (77)
v=1 v=1

Note that, the permutation Il is known to all entities since it is derived directly from f.
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Let, for each i € [N], X(Z,),, x1 denote the column vector with entries at Z,, then

Xi= |X,(T)7 XJ(L)T... X{(Ip)T T, (78)

is stored across the databases in N, databases for each E;.

Assignment of Common Randomness: The databases in N ¢ of non-leader entities

generate and share common randomness vectors as follows.

1. If Noyy = 2, databases 1 and 2 of E, through Ey generate randomness vectors uniformly
at random from F/* for each r € [T], where r denotes the round of communication.
The vectors are denoted by SZ-(T), i €1[2:NJ.

2. Next, if Nesr > 2, the databases {j,j + 1} € N of E; are assigned the rounds
r € R; in a cyclic fashion, modulo N¢¢, corresponding to which they store SZ-(T) € IFf;Tj .
Specifically, for each i € [2 : N]:

o If Ny is even,

R, = {kNeff/QH ], k€ [0: V(TN;ED”} (79)

o If Neff is Odd,

{IeNegs/2] + 52 ke [0: [Z221] ), jis odd,

Neyy

{[k;Neff/2 +1, ke [ B ]} J is even.

Negs

j =

(80)

For example, if 7' =5 and N.jr =4, R1 = Ro = {1,3,5} and R3 = R4 = {2,4}. On
the other hand, if Nesr =3, Ry ={1,2,4,5}, Ry ={1,3,4} and R3 = {2,3,5}.

Query and Answer Generation: If N.¢; > 2, database j of E, through Ey send queries
and answers for rounds in R, as given by (79) and (80). If N.sr = 2, then each database
participates in all the rounds.

Next, we provide a description of our scheme for N,y = 2 and that for Nesp > 2
can be similarly derived, taking care that, a distinct random vector is used, each time the
same database is queried. The quantity N.¢s does not affect the overall communication,
computation or randomness costs, and only affects the load on individual databases. That
is, a higher value of N sy reduces the load of computation, since each database receives
queries for fewer number of rounds.

In the first round, E; executes CarPSI-ring on Xl([,ul]). That is, it generates a vector hy
uniformly at random from Fi* and sends Qﬁ = h; and leg = hy + X1([iu1]) to databases
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{1,2} of E5y. Next, database j of Ey sends Qélj) = lej) o X,([iu1]) to database j of Es. This

continues for i € [2: N — 1] following which Ey sends answers to E; as follows

AP = QY X () + 55 (), j=1.2. (81)

Using these answers, E; evaluates Xm(/h) = Agl) — Agl) to retrieve My, i.e., the cardinality of

elements in P that take the value f;. If this is 0, F; executes the next round of CarPSI-ring.

In round r > 2, ;| generates a fresh random vector h, € FQ‘T to send the queries QY% = h,

and QY{ = h+ X, ( [ ZZ; py+1: ZZ: oy + ,ur] ) The same set of operations are followed
by the subsequent entities and, for i € [N — 1], j € Ny,

r—1 r—1

QUL = QT o Xi([D p+ 1> po+]) + 57 (). (82)
v=1 v=1

Further, the answer returned by database j € N ss of Ey is,
r—1 r—1
T T < T

AP = QWX ([ o+ 1D ) + S (o). (83)

v=1 v=1

Let r = R denote the round for which M, > 1 for the first time. Now, E; executes FindPSI-

ring(Mpg), receiving the answers,

R-1 R-1
A= QW1 o XD+ 1Y e+ pr—1]) + S\ (e — 1)), j=1,2.  (84)
v=1 v=1

Next, B evaluates A, — A} to obtain X; o...0 Xy at indices [Y7 'y, +1: 3%y, — 1].
From this and Mg, XQ(MR) is retrieved. Let J* denote the support of Xm(uR), then E;
evaluates P* = Popn(T*).

Remark 5 If up =1 or Mg = pg, then P* = Pupn(Ir) is found directly without executing
FindPSI-ring(Mpg).

Remark 6 If R =T and pur > 1, then E; executes FindPSI-ring, without sending the two
signaling symbols to the databases of En, because of the assumption of non-empty intersec-
tion, P.

Proof of Privacy: The privacy of the scheme follows from the individual privacy guaran-
tees of the CarPSI-ring and FindPSI-ring primitives, performed on disjoint subsets of Pgph.-
Moreover, each database receives queries of length p,. for the rounds it is assigned, till R is
found. This is regardless of the fact whether the value f, is realized by any element in P;.
Therefore, no information about the leader’s function profile v is leaked to any database.
There is no leakage to the leader E;, beyond 7,4, 1. After round r» < R, E; only learns that
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X () is empty and gains no information about the individual incidence vectors Xo([pz_1])
through X ([1r-1])-

Communication Cost: The communication cost is contributed by R rounds of CarPSI-
ring, and FindPSI-ring at the Rth round. First, we consider the case that R < T. Then, if

/J“R>17

M=

Cring= Y (2(N =D +2) +2+2(ug — 1) (85)

1

N (Zu) +2 <R— i“) . (86)

ﬁ
Il

I
N}

If pup = 1, the cost reduces to Cyipy = 2N <Zf:1 ur) + 2 <R — Zle ,ur> by Remark 5.
Now, consider the case that R =T. If ug > 1, following Remark 6, two fewer symbols are

required, which gives
R R-1
Cm‘ng =2N (Z :UJT) +2 (R - Z ﬂr) -2 (87)
r=1 r=1
R-1
:2NK+2<R—1—ZMT>7 (88)
r=1

since ZZ;I w = K. If pgp = 1, no communication takes place, further saving 2uz symbols
and Chipg = 2NK + 2 <R —1- Zle ur). This completes the proof of Theorem 2.

5.3 Comparison with the Naive Scheme

First, we describe the PSI scheme for the ring setup, obtained by modifying the CarPSI-ring

primitive.

PSI Scheme: In this scheme, the query generation process for entities F; through En_;
matches that of CarPSI-ring(X7) in Section 5.1.1, and differs in the answers returned by Ey.

The databases of Ey generate answers from Ff as,
Aj=Qn-1j0 XN+ Sy, J=12 (89)
The communication cost thus incurred is

CPSI,ring =2NK (9())

25



symbols. The communication cost Cy;4 is upper bounded by Cpgr ring, With P, denoting
the probability that they are equal.

To evaluate P,,, we study the conditions under which the communication costs are equal.
It suffices to consider that prp > 1, since Cpip, is strictly lower if pp = 1. First, if R < T
then, Ci,g equals 2N K if and only if

r=1

R R-1
2NK:2NZ;LT+2<R—ZMT), (91)
r=1

which implies
R — R—=>., 4 i
[ ST (92
which gives

O VT (93)

r=R+1

However, note that, in (93), the left-hand side is a positive integer, with value at least
T — R > 1since pu, > 1, r € [T], whereas, the right hand side is less than or equal to N’
since the numerator is at most 1. This leads to a contradiction since N > 2. Thus, equality
of costs happen only if R =T.

For R=T, it pgp = pr > 1,

Cring =2NK -2 (K — HT — (T - 1)) (94)
:2NK+2((T—1)—ZILLT> (95)
<2NK, : (96)

since 1, > 1 by definition. Clearly, equality holds iff p, = 1,¥r € [T — 1] and pup > 1. Given
the feasible sets Py, ..., Py and 7, depending on the realization of f, T  varies from 1 to Tyax
given by Tyax = min(7, K — max(2, M) + 1). Since T is upper-bounded by 7, its maximum
value when 7 < K — max(2, M) + 1 is 7. Otherwise, the number of required communication
rounds is K — M + 1, since T'= R if M > 1. If M = 1, the last communication round is
skipped and K — 1 rounds suffice to find P*.

Next, we evaluate P, as follows:

Peq:]P)<R:T7lJ’:(17171---71auT)7MT:K_(T_l)>1) (97)
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:;]P’(T_r,m_,ug—...:,ur_lzl,m:K—(T—l)) (98)
“(ERC)-0

The values of P, for different values of 7 and M are given in Table 2. The probability of

equal communication costs is negligible and decreases as 7 increases.

P (x1073) | 7=2 T=4 T=6 T=28 7 =10
M=1 293 | 1.43x 1072 | 1.04 x 1073 | 2.37 x 107* | 1.02 x 10~
M =2 293 | 1.43x 1072 | 1.04 x 1073 | 2.37 x 107 | 1.02 x 107
M=3 293 [143x1072 | 1.04x 1073 | 2.37 x 107* | 1.01 x 10~*
M =4 293 [ 1.43x1072 | 1.04 x 1073 | 2.37 x 107* | 9.67 x 107°

Table 2: P,, with K = 10 for different values of 7 and M.

6 The Case of N > 2 Entities: Star Setup

For the star setup, our DOFSP scheme is based on sequentially applying the PSI scheme
of [11] on disjoint subsets of Py, determined by equi-cost elements. The leader E; chooses
the retrieval indices from X; as J; through Jr where f;. is the optimum function value
in rounds 1 through R € [L]. The operating field F, should satisfy ¢ > N — 1, where ¢ is
prime. To minimize the communication cost, ¢ is chosen to be the minimum such prime that

satisfies the above inequality.

6.1 Scheme Description

We illustrate this scheme with the same optimization setting as in Example 2.

Example 3 Let N; = 2 for all entities, then the candidates for I* from (10) are {1,3,4}.
Out of Ey, E3 and Ey, we assign Ey as the leader. Since f(A) = 1, f(C) = f(D) = 5,
f(G) =3 and f(J) =4, we have J, = {3,4}, Jo = {10}, T3 = {7} and J, = {1} with F,

such that ¢ = 5. Then, the queries sent in the first round correspond to J, and are

QY = {h,ho}, QY = {hi +es, ha+es), i€{2,3,4), (100)

where each hy € Féo k€ {1,2}. The corresponding answers are
Az(,lf = {c(h] X; + Sia), c(hy Xi+ Sin)}, (101)
AY = {e((hy + e5)" X + Siy + 1i2(1)), e(ha + €2)" X + i + tia(2)}, (102)
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where tao(1) + t32(1) + tao(1l) = t22(2) + t32(2) + ta2(2) = 2, where S;;, j € [2] chosen
uniformly at random from Fy by the respective E; and c is picked uniformly at random from
F5\{0}. Then, E; subtracts the answers of the first database from the corresponding answers

of the second database to get
{c(Xi(3) +tin(k)), c(X;(4) +tia(k))}, i€{2,3,4}, ke {1,2}. (103)
Adding these across i, E1 obtains

~—
_|_
[\
~
|
[\]
o

where both 2¢,3c € F5 \ {0}, implying that both C' and D are absent in P. The next best
value is assumed by J, i.e., Jo = {10}. This time, E, sends the queries

Qi =hs, QF =hs+ew, i€{234), (106)
and receives the answers
AR = (WX + Si), A = c((hs + e10)"X; + Siz + :2(3)). (107)
By computing Aﬁ) — Al(i) = ¢(X;(10) 4+ t;2(3)) for each i and adding them yields

Z1o = c(X5(10) + X3(10) + X4(10) + 2) = 3¢, (108)

which is an element of F5 \ {0}, implying that J does not belong to P. The third best value
is assumed by G, i.e., J3 = {7}. Next Ey sends queries

Qgi) = hy, QESQ) = hy + ez, (109)
and receives answers
A = (WX + S54), A = c((ha+ ex)"Xi + Sia + tio(4)). (110)
fori € {2,3,4} and processes them as before to obtain
Zy = e(Xo(T) + X3(7) + Xa(7) +2) = ¢(3 + 2) = 5¢, (111)

which is 0 in F5. This implies that G is an element of P, hence, P* = {G}. There are
a total of 8 queries sent to each of Ey, F3, E,, each of which is a 10-length vector of
F,, resulting in User = 3-8 - 10 = 240, and there are 8 corresponding answers, giving
Dgor = 2(N — 1) (a1 + ag + ag) = 24, hence Cgor = (10 + 1) Dy = 264.
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Now, if N; = 3 for the non-leader entities, the queries sent 1 € {2,3,4} are

Q(lf = ha, Q(l) = hi+e3, QY =hi +ea, (112)
Q = ha, Q = ha + e1o, (113)
Q(g = hy + ez, (114)

and the corresponding answers are as follows,

=C hTXZ + Si,l)a
(h1 + 63>T—Xi + Si1 + tia(1)),
AL = e((hy + e)TX; + Sia + tia(1)),

A = ¢ (115)
A =« (116)
( (117)
1(21 c(hy Xi + Sis), (118)
( (119)
( (120)

2 =C

A3

Z 2 = C (hg + elO)TXi -+ S@Q —+ ti72(2)>, 119
A = c((ha + en)T X + Sia + t13(2)), 120

giving Dy, = 3(%} = 15 and Cypor = (104 1) - Do = 165, which is lower than the N; = 2

case.

We now describe the steps of the general achievable scheme.

Assignment of Common Randomness: The randomness symbols are assigned for P,
indices to each of the non-leader databases, prior to the start of communication in the same

manner as in [11].

o First, [
locally among the databases of the respective non-leader entities. FE; shares the set
Cioci = {Si1s -+ Sim,} where m; = [§27] 7 € [2: NJ.

N;—1

e Then, each database generates a set of correlated randomness symbols from [F,. Specif-
ically, database j € [2 : N;] of E; generates the set Ceopij = {ti;(1),4i;(2),. ... ti (L)}

where [;; = [=2H] with ¢;; (k) = 0, such that, every j € [2: N;], letting

tig =ti;(k), l:(k—l)(Ni—l)+(j—1),k:€{1,...,{%-‘}, (121)

the following equality

S i = qg— (V- 1) (122)

is satisfied, for all [ € [P].
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e Finally, the global common randomness symbol ¢ chosen uniformly at random from

[, \ {0} is known to all entities except Ej.

Thus, for each i € [2: N|, S; is comprises Cioc,i, Ceorrijr J € [2 1 N;] and c.

Query and Answer Generation: The query and answer generation steps for each round
7 corresponds to those of the PSI scheme in [11] with the subsets a,.,r € [L] till » = R. We

describe it here briefly as follows. We write, J, = {u,1, U2, ..., Urq, } With w1 < 4,0 <
oo < U
In the first round, E; generates k; = max;cp:.n [ N‘_{J vectors hq, ho, ..., hy, indepen-

dently and uniformly at random from ]Ff . The queries sent to database 1 of F; are

a7

N; —1

Qg}l) — {hl,hz, .. .,hvl,i}, vy = [ w , 1€[2:N]. (123)

Now, a; = (v1;—1)(N;—1)+1; 1 with [;; < N;—1. The queries sent to databases j € [2 : V]
of E; for i € [2: N] are

Q(l) _ {hk + eul,mvk € [Ul,iLm = (k - 1)(N - 1) _'_] - 1}7 ] S [2 : li,l + 1}7 (124)
" {hi 4 eur k€, —1,m=(k—=1)(N=1)+j—1}, j€lli+1:N]

The answers that the databases of F;,i € [2: N| respond with are,

a {C(thi + Sik), k€ v}, Jj=1
e {c((hi + €uy )" Xi 4 Sig + 1oy (K),m = (k= 1)(N —1)+j—1}, je[2: Ny,
(125)

where the values of k, for j € [2 : IV;| are the same as those in (124). Using these answers,
the leader decodes X (uy,,) for each m € [ay]. Let ¢ (k) map to ;,,1 € [P1] given by (121),

then E) computes, for each answer from E;, the set of differences, Vj € [2: V],

AP — A = {e((h + euy,) "X + Sip + fig — (T X + Si0)} (126)
= {C(Xi(uljm) + Zgi’l)}. (127)

Next, using the answers from all Es.y, for each uy ,,, F1 computes the following sum in [Fy,
N
Zul,m = Z C(Xi<u1,m> + ti,l) (128)

=c (Z Xi(uim) | +9— (N —1), (129)
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from (122). Now, if S0, X;(uym) = N — 1, Zuy ,, = 0, which implies X;(uy,,) = 1 for each
i € [2: N] and Pypp(ur,m) € P. Otherwise, if Z,,,, € F,\ {0}, then X;(uy,,) = 0 for some
i € [2: N] and Pupn(ui,m) € P. If Z,,,, # 0 for every m € [ay], then Xn has a 0 at all
indices in J;, and the scheme proceeds to round 2.

In round r > 2, the queries and answers are denoted by ng} and Az(»j;-), respectively. These
are used to retrieve Xn(Jrm) = {Xn(tr1),. .., Xn(Urq,)}. Similar to the DOFSP scheme
for N = 2, queries are assigned using a new random vector or by reusing the previous one,
depending on whether the last query was sent to database NN; or database j € [2: N; — 1],

respectively. The same procedure as r = 1 is followed for both query and answer generation.

Proof of Privacy: The privacy guarantee of DOFSP is a direct consequence of the privacy
of PSI scheme given in [11]. In each round, every database receives as query, a K-dimensional
vector chosen uniformly from Ff . Each database performs the same computation to deter-

mine i1ts answer.

Communication Cost: Clearly, round 7 is equivalent to conducting the PSI on Pgpn(J;)
and the scheme proceeds till r = R where Z,, , = 0 for some [ € ap for the first time. Let
J* =A{urm : Zuy,, = 0}, then the solution set is P* = Pypn(J*). The scheme is an iterative

implementation of the PSI on Zle «, elements, and hence, results in the download cost,

Datar = é {(Zzl—_o‘l)N] (130)

The total communication cost is, therefore, Cyiqr = (K + 1) Dy, symbols of F,. The enti-
ties cannot share prior knowledge of a as it would violate F;’s privacy constraint. Hence,

the communication cost depends heavily on the choice of E; and is upper-bounded by

PDANE
=2 Ni,]_ :

Remark 7 Similar to the N = 2 case, Fy skips the PSI step for Jg if R= L and ay = 1,

. . N L:l r)N;
in which case Do = Y1, {—(Zrﬁﬁ,al) -‘ :

6.2 Comparison with the Naive Scheme

Note that the condition under which Z,,,,; for entities E;, i € [2: N] is equal to that of PSI
is when all the elements of P; have been checked for their presence in P, hence F; learns
P* = P. This occurs whenever R = L, i.e., when the optimal value of f is f;,, realized by
the M elements in P*. In terms of communication cost, it suffices to compare the download

cost Dstar With Dpgr star in [11], which is,

N
P N;
DPS’I,star = Z ’VNI_ 1—‘ ) (131)

=2
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Figure 4: P,, against 7 for various values of M with N > 2.

under the setting where £ is the leader. We have Dy, < Dpgr star and equal only when
Zle a, = Pp, i.e., when the search for P* continues till round R = L and «;, > 1. Note that
L depends on the realization of f and given the feasible sets Py, Ps, ..., Py, its maximum
value is Lyay = min(7, P,—max(2, M)+1). For 7 < P—max(2, M)+1, indeed the maximum
value of L is 7. For 7 > P, — max(2, M) + 1, this can be verified as follows. If M = 1, the
maximum number of rounds that the communication takes place is P, — 1, when «, = 1,
r € [L] throughout which the set intersection is empty. Otherwise, the maximum number of
rounds is L = P — M + 1, when «, = 1, r € [L] throughout which the set intersection is
empty.
Under uniform mapping of f, P., is computed as follows,

Lmax
P,=P (Z o, = P ag > 1) (132)

r=1

_ (%) . I;zm?x/\/a(r), (133)

v =3 (1) > (o) s

a1 >1,...,ar_1>1,ar>max(M,2):a1+az+...+ar-=P;

Given a fixed P; for the leader set, under varying sizes of 7 and intersection sizes M, we plot
the probability P, in Fig. 4. Note the increase in FP., compared to the N = 2 case given

any 7 and M. This is because, for the two-user case, Dy, is always an upper-bound on D.
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7 Conclusion

In this work, we proposed an information-theoretic formulation of constrained distributed
optimization problem with multiple agents subject to a privacy constraint, i.e., distributed
optimization with feasible set privacy (DOFSP). Our DOFSP formulation is closely con-
nected to several private multi-set operations, such as, private set intersection (PSI), PSI
cardinality (CarPSI) and threshold PSI (ThPSI), which are of independent interest. The
main idea of our formulation is to assign a single leader agent to coordinate the commu-
nications, with non-colluding databases of the non-leader agents. At the same time, these
databases, with shared randomness, allow zero leakage of information on the feasible sets
that they store. As our main result, we show that, compared to a naive scheme where the
entities invoke a PSI protocol to learn the entire set intersection, and then compute the
solution, our DOFSP scheme is more efficient. Our scheme saves the communication cost
with a high probability, and most importantly, prevents additional leakage about the set
intersection beyond the solution set.

For N = 2, and the star setup, we adopt an SPIR framework for our DOFSP schemes.
Unlike the N = 2 case which evaluates the set cardinalities before finding the intersection,
our scheme sequentially finds set intersections for the star setup. This increases the com-
munication cost for N > 2 since the leader does not know apriori whether the intersection
is empty. While the assignment of the leader minimizes the worst-case communication cost
for the DOFSP problem, it is not optimized specifically for the latter. On the contrary, the
communication cost in the ring setup is independent of the choice of leader. Thus, developing
a more efficient DOFSP scheme for the star setup, is open for further investigation.

For N > 2 under the ring setup, we utilize secret-sharing and one-time padding to develop
our primitives. We observe that the PSI scheme here operates differently from that in [11]
adopted in the star setup. The communication cost in the ring setup scales linearly with
N and K and is independent of P;, the leader set size, while that in the star setup grows
linearly with P;, along with N and K. However, the communication cost of the scheme
in [11] reduces with more databases per entity, while that in the ring setup is unaffected by
this quantity.

In our formulation, we did not make any assumption on the objective function f. How-
ever, restricting to specific classes of functions can induce special structure on g. This can
possibly improve the communication cost by the design of schemes tailored to this structure.
Furthermore, it would be interesting to consider more general communication setups, apart
from star and ring, considered in this paper. Finally, extension to provide resilience against
other threat models, through information-theoretic privacy is another promising direction.
In our work, we assumed honest agents, who do not collude among themselves. It would be
interesting to study the DOFSP problem with colluding agents that share information and

try to breach the privacy of the remaining agents.
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