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Abstract

The Domain Name System (DNS) is involved in practically all web
activity, translating easy-to-remember domain names into Inter-
net Protocol (IP) addresses. Due to its central role on the Internet,
DNS exposes user web activity in detail. The privacy challenge is
honest-but-curious DNS servers/resolvers providing the transla-
tion/lookup service. In particular, with the majority of DNS queries
handled by public DNS resolvers, the organizations running them
can track, collect, and analyze massive user activity data. Existing
solutions that encrypt DNS traffic between clients and resolvers are
insufficient, as the resolver itself is the privacy threat. While DNS
query relays separate duties among multiple entities, to limit the
data accessible by each entity, they cannot prevent colluding enti-
ties from sharing user traffic logs. To achieve near-zero-trust DNS
privacy compatible with the existing DNS infrastructure, we pro-
pose LLUAD: it locally stores a Popularity List, the most popular
DNS records, on user devices, formed in a privacy-preserving man-
ner based on user interests. In this way, LLUAD can both improve
privacy and reduce access times to web content. The Popularity
List is proactively retrieved from a (curious) public server that
continually updates and refreshes the records based on user popu-
larity votes, while efficiently broadcasting record updates/changes
to adhere to aggressive load-balancing schemes (i.e., name servers
actively load-balancing user connections by changing record IP
addresses). User votes are anonymized using a novel, efficient, and
highly scalable client-driven Voting Mix Network — with packet
lengths independent of the number of hops, centrally enforced
limit on number of votes cast per user, and robustness against poor
client participation - to ensure a geographically relevant and cor-
rectly/securely instantiated Popularity List. We find that with a
25000 entries long Popularity List, LLUAD provides both privacy-
preserving and high performance DNS: this is due to the instant
local (and anonymous) resolution of around 94 % of queries based
on the Popularity List, with the few remaining queries using
other privacy-preserving, but latency-costly, alternatives, such as
querying a public resolver over a public anonymous network, e.g.,
Tor. Beyond strong DNS privacy and low average lookup latency,
LLUAD maintains network traffic overhead on par with widely de-
ployed secure DNS protocols, with a memory/storage overhead of
less than 2 MB.
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1 Introduction

The Domain Name System (DNS) is a key component of the Inter-
net, translating domain names into Internet Protocol (IP) addresses
and other types of related information [5, 12, 28]. DNS resolvers
respond to client queries with the sought information/translation,
obtaining it from an internal cache, or by recursively querying a
distributed hierarchical network of name servers to retrieve the
desired DNS record from an authoritative name server [28]. To
prevent external entities from manipulating DNS responses or ob-
serving user queries, existing secure DNS protocols enable resolvers
to authenticate name server responses using Domain Name System
Security Extensions (DNSSEC) [30], and encrypt user-to-resolver
traffic [14, 23, 24]. However, these efforts fail to protect user privacy:
user DNS queries, directly reflecting their web activity — revealing
detailed history of visited domains, frequency of Internet activity,
used Internet services, etc. — remain exposed to the resolvers [12].
This is particularly concerning given the rising popularity of public
DNS resolvers; public resolvers account for nearly 60 % of global
DNS name server traffic, with Google DNS accounting for approx-
imately 30 % [4]. These popular public resolvers, often hosted by
large corporations [4, 5, 19], providing fast and reliable resolutions,
raise concerns about the collection and potential misuse of sen-
sitive user data. Notably, DNS provides particularly reliable data
on user-accessed web resources, unlike the potentially unreliable
inferences made, for example, by Internet Service Providers (ISPs)
based on accessed IP addresses. That is, several domains can be
hosted on the same IP address(es): see the widespread usage of
Content Delivery Networks (CDNs).

DNS queries can be anonymized by introducing a relay server to
separate the queried information from the sender identity [10, 27],
revealing the content of the query only to the resolver and the
sender IP address only to the relay. However, the separated infor-
mation can be trivially unified if the two entities collude. In other
words, relay server solutions rely on trust, without any further
guarantees for privacy. Anonymous networks (e.g., Tor [13]) pro-
vide a higher level of user anonymity at the expense of significant
latency [10, 25, 34] to DNS query resolutions. To improve privacy
without increasing latency, i.e., without sacrificing user experience,
proposed solutions include: chaff queries, i.e., generating decoy traf-
fic to obscure user queries/interests [18, 37], or pre-downloading
a list of the most popular DNS records to anonymously resolve
affected queries locally [18]. While the former suffers from high
bandwidth overhead and potentially poor chaff quality [21, 22],
the latter is a promising concept, as it eliminates exposure to the



resolver for the majority of queries. However, several key questions
remain: How do we instantiate and maintain the relevance of such
a list of popular DNS records based on user interests/needs in a
privacy-preserving manner? How do we achieve efficient incre-
mental updates to the client-cached records, as they continuously
change due to aggressive DNS load-balancing schemes? How do
we design a more efficient format of the list to reduce its mem-
ory/storage overhead? And fundamentally in this context, how can
we enable users to efficiently, securely, and anonymously vote on
the content of such a list of popular DNS records?

To effectively address these challenges, we propose Low-Latency
User-Anonymized DNS (LLUAD). LLUAD provides two methods to
resolve DNS queries. First, the user attempts to resolve them lo-
cally using a pre-fetched Popularity List of frequently resolved
DNS records, maintained and incrementally updated by a public
untrusted (honest-but-curious) server. In the event the resolution
fails, i.e., the query response is unavailable in the Popularity List,
the user will resort to querying external DNS resolvers using other
privacy-focused protocols, such as public mix networks (e.g., Tor).
To effectively instantiate LLUAD, we contribute:

(1) A novel client-based Voting Mix Network where clients can
efficiently and anonymously vote on geographically relevant
DNS records, with packet lengths independent of the number
of hops, and a centrally enforced maximum number of votes
cast per user.

(2) A scheme to pre-fetch and rotate the answers of actively load-
balanced records to enable highly efficient incremental up-
dates to the Popularity List.

(3) Methods for reducing the memory/storage overhead of the
Popularity List.

In the rest of this paper, which is based/expands on the early-
stage ideas and preliminary results we presented in [33]: Section 2
provides an overview of the DNS along with privacy work relevant
to the adversarial model and the problem definition in Section 3.
Our scheme, LLUAD, is detailed in Section 4. We evaluate key metrics
of LLUAD performance in Section 5, before concluding in Section 6.

2 Background and Related Work

Domain Name System (DNS): DNS records are distributed across
a hierarchical structure of independently managed DNS zones [6,
28], allowing organizations to host and manage their own domain
names. Each zone includes name servers that respond to queries for
its authorized domains. The hierarchical structure of DNS allows
any zone to be found starting from a few root name servers. Users
can traverse down the hierarchy of domains and subdomains by
recursively querying name servers to find an authoritative one that
holds the desired record [28]. For example, to resolve the Fully
Qualifying Domain Name (FQDN) www.example.com., a user starts
at the root zone (denoted by the trailing dot), then moves to the
com zone, and finally to the example.com zone, where the records
for www.example.com are found.

Recursive DNS Resolvers: This need for multiple queries encour-
ages the use of recursive DNS resolvers, which handle the repeated
querying process and cache results to reduce latency and load on
name servers. Public DNS resolvers, e.g., hosted by Google (8.8.8.8
and 8.8.4.4) [19] and Cloudflare (1.1.1.1 and 1.0.0.1) [5], have become
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the standard for DNS resolutions [4] due to their convenience, low
latency, and reliability. However, this means that users must trust
these public resolvers, as they gain access to their DNS queries [12].

DNS Load-Balancing: DNS is inherently suitable for load-
balancing client connections across servers. For instance, a DNS
query response can include multiple IP addresses corresponding to
different servers hosting the requested resource [7]. By alternating
the order of these addresses for each client query, DNS resolvers ef-
fectively distribute connection requests among the available servers.
Moreover, name servers can actively redirect users based on real-
time server loads to actively load-balance connections [7].

Encrypted DNS Queries: Since DNS queries are typically un-
encrypted, a recent push has been to develop protocols enabling
encryption between users/clients and DNS resolvers. The first ma-
jor protocol was DNSCrypt [14], publicly implemented in a DNS
resolver in 2011 [35]. In 2016, a new protocol called DNS over TLS
(DoT) [24] was proposed. Unlike DNSCrypt, which uses a more
proprietary encryption set-up supporting both UDP and TCP, DoT
uses TLS. Another protocol, DNS over HTTPS (DoH), emerged in
2018 [23] and has seen wider adoption [2]. DoH adds HTTP on top
of TLS, simplifying the protocol’s interface and improving privacy
by making DNS queries less distinguishable from regular HTTPS
traffic.

DNS Relay Servers: However, encryption does not protect user
privacy against curious DNS resolvers. Anonymized DNSCrypt
[10] and Oblivious DoH (ODoH) [27] were introduced to improve
privacy by routing the encrypted queries through a relay that masks
the origin (IP address) from the DNS resolver. Due to end-to-end
encryption between the client and the resolver, the relay cannot
observe the queried resources. However, there is no guarantee
that the relay and resolver do not collude to undermine privacy.
To defend their privacy against curious colluding relay servers,
users can send queries over the Tor network [11, 31] using DoH
over Tor (DoHoT), to anonymously query resolvers. However, Tor
can significantly affect the user experience [10, 34], introducing
around 400 ms to over 1 s of latency per DNS query (see Section 5.4);
especially considering that websites typically trigger multiple DNS
queries [12, 22].

Chaff Queries: To avoid the latency incurred by mix networks
(e.g., Tor), one could create an artificial anonymity set by intro-
ducing decoy DNS queries (chaff traffic) to obscure user queries
[18, 37]. However, generating plausible and realistic decoys is diffi-
cult [21, 22]: to ensure not only consistency between the probability
of selecting a specific chaff domain/record and its expected pop-
ularity, but also that external entities cannot trivially correlate
subsequent queries to reveal the genuine ones, given that websites
typically trigger a pattern of multiple DNS queries [22]. Even if
we presume realistic chaff query distributions and that obscuring
query patterns are achievable, a vast pool of chaff domains to draw
from would be needed. For instance, the database in [36] tracks
billions of global domains and subdomains, resulting in significant
overhead for storing a sufficient number of domains. Moreover, the
communication overhead scales linearly with the anonymity set
size; emulating N artificial users results in N times greater com-
putational and network overhead for Internet services and DNS
infrastructure.
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Private Information Retrieval (PIR): A more efficient solu-
tion is for users to directly, yet anonymously, resolve DNS queries
using Private Information Retrieval (PIR). In PIR, users query either
multiple non-colluding servers for parts of the answer, or a single
server with a database supporting such anonymous queries by ful-
filling specific computational requirements [16, 20]. Thus, users can
anonymously query the contents of the database without resorting
to the trivial solution of downloading it in its entirety, an otherwise
ideal solution if not for the overhead. However, a database of a large
number of DNS records has a small size (in bytes) [18], thus the
ideal solution to download the entire database is not only feasible,
but arguably a promising alternative.

Pushing the Most Popular DNS Records: Distributing a list
of the top 10 000 most frequently resolved records [18] offers low-
latency and privacy-preserving resolution for the majority of DNS
queries, while the remaining queries to DNS servers are anonymized
with a mix network [18]. The list provider is responsible for contin-
ually refreshing/re-querying the records whenever their Time-To-
Lives (TTLs) expire, broadcasting any found updates (e.g., changes
to IP addresses) to users [18].

Although [18] discusses several strategies for generating and
maintaining such a list, only a brief qualitative analysis is provided.
Notably, [18] do not provide a rigorous solution for initiating and
updating the list based on the interests of its users. Ensuring the
list is relevant for the specific user base is important, as indicated
by the difference in hit ratio between the optimal, regional, and
global list in [18] (achieving 83.9 %, 68.7 %, and 41.3 %, respectively).
However, to ensure relevance, user interests/queries need to be
regularly (if not continuously) securely and anonymously sampled.
Furthermore, it is of great interest to reduce the overhead of such a
scheme. In particular, reducing the significant network bandwidth
overhead of incremental updates seen in [18], caused by name
servers that constantly change the IP addresses of DNS records to
actively balance server loads.

Sphinx Mix Network: Mix networks anonymize packet ori-
gins by mixing packets from multiple senders within a network of
geographically distributed relay nodes [9, 29]. This disassociates
the incoming packets from the outgoing ones, making it difficult
to trace their origins. To send packets, users encrypt them sev-
eral times using different keys that only a predetermined path of
specific nodes in the network can decrypt, ensuring that they are
sufficiently disassociated from their origin.

A notable example relevant to this work is the Sphinx mix net-
work, where each receiving node decrypts the message using a
symmetric key derived using Elliptic-curve Diffie-Hellman between
its private key and a (singular) public key element included in each
message [9]. Instead of, for example, the Tor circuit-switched ap-
proach requiring recursive pre-established tunnels (tunnel to the
third node is established through the tunnel to the second node,
through the one to the first node, etc.) [13], the Sphinx mix network
operates on a packet-switched model, with each message contain-
ing sufficient information to perform a key exchange. The Sphinx
mix network has the ability to blind the public key element in each
message to ensure that it does not remain static throughout the mix
network path, in which case it would trivially expose the traveled
path. LLUAD leverages the blinding technique in its Voting Mix
Network, as detailed in Section 4.2.3.

3 Problem Statement and System Model

We aim to minimize Internet user activity exposed to DNS system
entities, which may collude and exchange information to link DNS
queries to their senders’ IP addresses. Motivated by the shortcom-
ings of existing DNS privacy solutions, we aim for low commu-
nication overhead, preserving the lightweight nature of the DNS
protocol, and especially low latency, an important aspect of the
Internet/Web user experience. Similarly, the computational and
memory/storage overhead of the scheme should be practically im-
perceptible by the user of a web browser, considering that this
is the primary use case of such a privacy scheme. In summary, a
significant set of often conflicting requirements that LLUAD must
fulfill.

System and Adversary Model: There are three different types
of system entities: users/clients (primarily assumed to be devices
from which users browse the web), a public LLUAD server central
to our proposal, and existing servers within the public DNS in-
frastructure (public resolvers, name servers, query relays, etc.).
Figure 1 illustrates the roles of these entities as a user obtains the
Popularity List, explained in detail in Section 4.

The public LLUAD server and the DNS servers/infrastructure, as
well as ISPs, are considered honest-but-curious. Honest-but-curious
entities provide their advertised/expected services, ensuring that
the DNS protocol functions effectively and satisfies users. How-
ever, these entites are also curious about user activity in terms of
DNS-resolved domains and records. They can drop or alter packets
without denying DNS (e.g., occasionally dropped queries do not
generally hinder DNS functionality). In contrast, users/clients are
viewed not only as curious, but also as potentially malicious. Thus,
clients might have malicious intentions to disrupt the protocol avail-
ability, by injecting, altering, or dropping packets. System entities
may collude with each other to achieve their goals, assuming that
it does not interfere with their overarching goals (e.g., an honest-
but-curious server will not collude with a malicious client that is
actively disrupting its service).

4 Our Scheme

Central to our scheme is a Popularity List locally stored on
user devices, containing the N,opu1qr most popular DNS records
in a specific area, geographic, or otherwise representative of its
users. The size of Njopuiar can vary per client based on available
computational resources. This list acts as a local DNS resolver, ei-
ther on the user device or within their personal network. Local
DNS caches, such as those of web browsers, function as usual.
That is, they are always prioritized over querying a resolver (in-
cluding the Popularity List). DNS queries not resolvable by the
Popularity List (the requested record is not in it) fall back to
LLUAD-external privacy-preserving methods that maintain a high
level of privacy, e.g., Tor, but at the cost of higher latency, offset by
the primary reliance on the local Popularity List. The format of
the Popularity List is detailed in Section 4.1.

The LLUAD server, as illustrated in Figure 1, manages and dis-
tributes the Popularity List. Clients connect to the server and
download the latest version of the list (step (1) in Figure 1). The
LLUAD server continuously re-queries the public DNS infrastructure
(name servers or public DNS resolvers) as the TTLs of records in the
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Figure 1: Example of a client downloading the Popularity
List (1), the LLUAD server re-querying the list’s records as
their TTLs continuously expire (2), and the LLUAD server push-
ing a discovered record update to connected clients (3).

list expire (step (2)), broadcasting any found incremental updates to
connected clients (step (3)). The LLUAD server and its accompanying
Popularity List emulate the role of a public DNS resolver. For
example, name servers returning different results based on client-
location would do so based on the location of the LLUAD server,
much like they would with an intermediate public DNS resolver.
Functionality such as the EDNS(0) Client Subnet Extension, which
allows resolvers to forward the subnet of the querying user to allow
the authoritative name server to return a geographically appro-
priate response [8], is not supported due to its implications on
privacy.

The relevance of the records in the Popularity List is ensured
by users (connected clients) continually casting anonymous Votes
on records to include in the list. These Votes, reflecting user queries
during the last t,¢ fresn seconds (saving resolved records as potential
Votes), are submitted simultaneously by all clients at set ¢ fresn
intervals through a Voting Mix Network (detailed in Section 4.2),
optimized for our LLUAD scheme, allowing the LLUAD server to
periodically refresh the Popularity List. The Votes only specify
which DNS records to include, not their corresponding translations
since the LLUAD server performs the lookups. This prevents any
potentially malicious client from poisoning records in the list.

As shown in Figure 2, our Voting Mix Network does not use
third-party servers to mix Votes. Instead, connected clients act as
mix nodes that collectively anonymize the Votes. Another distinct
feature of the Voting Mix Network is that the LLUAD server relays
packets (Votes) between mix nodes (clients), a more efficient and
implementable approach (see Section 4.2) compared to nodes di-
rectly communicating. The process of the Voting Mix Network,
as illustrated by the enumerated steps in Figure 2, is as follows:

(1) All clients submit their Votes simultaneously to the LLUAD
server. The Votes are iteratively encrypted using the keys
of, in this example, five other mix nodes (clients) in the net-
work, meaning they need to be received and processed by
a sequence of five predetermined mix nodes (not counting
the intermediate hops via the LLUAD server) before their
content is revealed.

The LLUAD server sorts the received Votes into batches
based on their next-hop destination.

2

~
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Figure 2: Illustration of the LLUAD server relaying batches of
encrypted Votes between clients that decrypt the top encryp-
tion layer and shuffle their order.

(3) The LLUAD server redistributes the batches of Votes to their
corresponding client mix nodes.

(4) After receiving a batch of Votes, each client decrypts each
top layer of encryptions and randomly shuffles the order
of their Votes, obscuring their origins among each other.

The process is repeated until all Votes are fully decrypted, al-
lowing the server to evaluate the current popularity of records and
update the Popularity List accordingly. The voting mechanism
is not latency sensitive. Therefore, the system can accommodate
longer delays between each shuffling round to support users with
high latency.

To mitigate Sybil attacks, where attackers connect with a large
number of identities to obtain greater influence on the Popularity
List or undermine the anonymization of the Voting Mix Network,
users must register in advance to an external Public Key Infrastruc-
ture (PKI) and authenticate with their obtained credentials (certifi-
cate) when connecting to the LLUAD server. Note that, similarly to
anonymous networks, e.g., Tor, where ISPs can trivially observe
users connecting to Tor entry nodes, LLUAD does not anonymize
the identity of connected users to the LLUAD server, but rather their
activity. The registration process can require a phone number, etc.,
to thwart large-scale Sybil attacks. To ensure the LLUAD server does
not perform similar attacks, users can validate the identity of peer
clients via the certificates obtained from the external PKI during
the registration. Specifically, these certificates are used to verify
the public keys of other clients in the Voting Mix Network (de-
tailed in Section 4.2.1). Privacy can be further improved by using
ephemeral pseudonymous certificates (used for vehicular communi-

cation settings [3, 26]) to hide user/device identifiable information.
1

4.1 Construction of the Popularity List

The Popularity List stored by clients contains only the domain,
record type, and answer of the top Np,puiar DNS records, exclud-
ing the root domain. Thus, redundant data such as DNS class and
TTLs are omitted (the latter is tracked by the LLUAD server, which
keeps the records up-to-date). Apart from the top Np,pyiar records,

! The ramifications for different approaches of registering users and distributing public
keys/certificates cannot be fully addressed in this paper and are generally orthogonal
to the privacy and quality of DNS resolutions. Thus, we will not elaborate further.
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the Popularity List also includes additional records that at least
one of the top records redirects to using so-called CNAME records
(records that redirect/point to another domain). The Popularity
List uses a hierarchical structure to minimize its overall size, avoid-
ing duplicate data such as repeating the Top-Level Domain (TLD)
“.com” after each domain entry. For instance, the Popularity List
in Figure 3a contains four “.com” domains, yet only stores “com”
once, as all four domains, due to their position in the tree, implicitly
belong to the TLD. Each record answer in the tree (indicated in blue
in Figure 3a) is compacted, only containing the record type identi-
fier and the corresponding answer (e.g., an IP address). Users query
the local Popularity List service using the DNS protocol, where
the service searches the structure and responds with a correctly
formatted DNS response. If the sought record is not found in the
local list, the query is forwarded to an external privacy-preserving
but latency-costly DNS service (see Section 4.3).

To resolve mail.internal.example.com in Figure 3a, the service
starts at com and goes directly to the example section. Since www
is not the correct subdomain, the first subdomain is skipped, find-
ing the sought mail.internal. In this example, mail and internal
are combined to reduce computational and memory overhead, as
the latter has no answers and only one subdomain (mail) directly
below it. CNAME records do not store their referenced domain
in cleartext. Instead, they contain pointers to relevant domain la-
bels in the Popularity List to reduce overhead. For example, the
CNAME record of www.example.com in Figure 3a could redirect to
example.com by pointing to the headers of com and example.

4.1.1  Actively Load-Balanced Records. As described in Section 2,
DNS records can be actively load-balanced to dynamically distrib-
ute connections across servers. These records often have TTLs as
short as 30 s and change with almost every query. This would result
in substantial network traffic as the LLUAD server would broad-
cast each incremental update to the Popularity List. To reduce
network overhead, clients store all potential answers for all ac-
tively load-balanced domains in a shared Load-Balancing Pool
at the end of the Popularity List (e.g., all IP address answers
observed by the server as it re-queries these records), as illustrated
in Figure 3b, omitting duplicate answers. The affected entries in
the Popularity List tree structure point to the byte location of
their corresponding answer in the pool.

Prefetching all potential answers allows the LLUAD server to
efficiently update a record answer in the Popularity List by
sending two integers: the number of the Popularity List entry
to update (counting only actively load-balanced ones) and how
many answers the pool pointer should be offset by, rather than
sending the full record and corresponding answer, substantially
reducing communication overhead. Non-load-balanced domains
store their answers directly in the tree structure of the Popularity
List, as exemplified by example.com in Figure 3b. The answers of
actively load-balanced domains are added in alphabetical order to
the Load-Balancing Pool based on (i) domain name, (ii) numerical
record type, and (iii) answer content, omitting those already added.

To reduce memory/storage and bandwidth overhead, clients
receive only one randomly selected answer per record type and
domain from the LLUAD server when multiple answers are available.
For example, if a DNS response (from an authoritative name server)

com com

example example

www

www
mail.internal

| Load-Balancing
| Pool

(@) (b)

Figure 3: (a) Example of a Popularity List, (b) with an ap-
pended Load-Balancing Pool containing all discovered an-
swers of all actively load-balanced records.

contains three different A record answers (IPv4 addresses), the
LLUAD server only distributes one randomly chosen address to each
client. This preserves passive load balancing (assuming answers
are distributed uniformly) while reducing overhead. Since there is
only one active/stored answer per record, incremental updates to
actively load-balanced records only require offsetting a single pool
pointer instead of multiple, further minimizing network overhead.

To avoid the otherwise large overhead of packet headers, mul-
tiple incremental updates to actively load-balanced records are
concatenated into a single transmitted message, sent at most once
per minute by default. As a result, records with a TTL shorter than
one minute may not be fully adhered to. However, the Chromium
DNS cache (the basis of most web browsers) caches records for
exactly one minute, regardless of the specified TTL [1, 17]. Thus,
enforcing a one-minute minimum TTL has no practical impact on
the DNS protocol.

4.1.2  Number of Votes to Contribute. Two primary parameters con-
trol the number of Votes each client can/will contribute per voting
round, determining the communication and computational over-
head, and any client’s influence on the Popularity List. Moreover,
the difficulty of reconstructing individual user profiles from the
collected pool of Votes increases if users refrain from voting on
most of their queries performed during the last ¢, fyes, period. The
configurable parameters are:

(1) Voting-rate: The probability that a client will submit any
performed query as a Vote to the LLUAD server.

(2) Maximum Votes per voting-round: The upper limit of
number of cast Votes per t,efresn period per client.

Clients do not include how many times they have queried the
record of each Vote, as it is difficult to enforce the correctness of
said value. Furthermore, this way, the Popularity List reflects
the popularity of DNS records of a general population rather than
the niche interests of highly active individual users. Although the
LLUAD scheme does not prevent clients from maliciously submit-
ting multiple Votes for the same DNS record, the impact of such
behavior is thwarted by restricting the maximum number of Votes



per client and refresh period (parameter (2) above). The details of
how our scheme limits the number of anonymous Votes per user
are given in Section 4.2.

4.1.3  Impact of Each Voting Round. The user-cast Votes determine
which Npopuiar records are included in the Popularity List.Each
record is ranked according to its weighted sum of received Votes
from each voting round (at the end of each t,¢fresn period). The
weighted sum of the latest m-th system-wide voting round is

Nweightedm =a- Noccurencesm + (l - a) : Nweightedm_1 s (1)

where a is the weight for the latest voting round, Nyccurences,, iS the
number of Votes received for the record during voting round m, and
Nuyeighted,,_, is the weighted sum from all previous rounds. Initially,
Noyeighted, = 0. The weight a is empirically chosen to maximize the
Popularity List hit ratio, while balancing the volume of updates
and the responsiveness to changes in popularity.

After updating record rankings at the end of a t.¢fresn period,
the LLUAD server sends messages to connected clients to inform
which records/answers to remove/add to the Popularity List and
its Load-Balancing Pool to update them accordingly. Messages
removing records/answers are compacted by referencing domains
in the same manner as Popularity List CNAME entries.

4.2 Mix Network for Vote Anonymization

The simplest way for clients to vote anonymously would be through
a public anonymous network (e.g., Tor). However, such third-party
networks would prevent the LLUAD server from limiting the num-
ber of Votes cast per user, allowing attacks on the voting system,
diluting and effectively poisoning the Popularity List with un-
popular records, to lower its hit ratio. Furthermore, to maintain
unlinkability between Votes, each user would have to establish a
new circuit (series of tunnels) for every Vote, making this approach
inefficient. We address the above issues with our specialized Voting
Mix Network.

Objectives: The Voting Mix Network must ensure that indi-
vidual Votes are anonymous and that no one, including the LLUAD
server, can link multiple Votes to the same (anonymous) user pro-
file. Furthermore, LLUAD should not rely on volunteering third-party
hosted mix node servers, or assume full trustworthiness of users.
Additionally, it must function independently of firewalls and Net-
work Address Translations (NATs) and impose minimal bandwidth
overhead, comparable to the lightweight DNS protocol. Recall also
that LLUAD needs to restrict the number of Votes per user (to safe-
guard the Popularity List).

Having all clients simultaneously submit their Votes to the
Voting Mix Network results in the maximum achievable
anonymity set of potential packet/Vote origins. Additionally, each
user Vote is sent through a unique Voting Mix Network path (a
unique pseudo-random sequence of client mix nodes) to reduce
Vote linkability between Votes from the same user. A compact
packet format is used to minimize the bandwidth overhead typi-
cally associated with mix networks. Specifically, the lengths of the
Vote packets are independent of the number of mix node hops and
do not require pre-established tunnels. To ensure minimum leakage
of user information, the number of Votes cast (per voting round)
by each client is obscured. In particular, clients with fewer Votes
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than the maximum allowed limit will submit empty ones to the
Voting Mix Network to fulfill the quota.

By routing all packets through the LLUAD server, the system
improves efficiency by reusing existing connections, bypassing the
need for clients to continuously open new connections to distribute
the Votes, all with unique next-hop addresses. Reusing the server
connection also avoids firewall and NAT implications. In addition,
multiple Votes can be concatenated in the same IP packet to reduce
the overhead of packet headers. Lastly, the server can enforce a limit
on the number of Votes sent by each client, as it controls all flows in
the Voting Mix Network. The synchronization of mixing/shuffling
rounds prevents the server from analyzing the packet flows further,
thwarting any risks of tracing the origin of Votes, an otherwise
considerable issue with a single entity observing all mix node flows
in a mix network.

4.2.1 Packet Format. Each Vote passes through a set of client mix
nodes and exits at the LLUAD server. The number of these mix nodes,
Nshuffie. determines the number of rounds that Votes are shuffled.
However, the number of stacked encryptions is Ngpy,ffie + 1, as
the final encryption is removed by the LLUAD server. Each of the
Nshuffie + 1 target destinations has index i = {1,2, ..., Nspusrie + 1}

Each Vote sent through the Voting Mix Network consists of
three components: a public key element, p;, a next-hop hash, h;, and
apayload, d;. As indicated by the index of each component, all fields
are transformed at each traversed node to maintain the integrity
and anonymity of the Vote. If each element did not change, it would
be trivial for an observing party (such as the LLUAD server) to map
incoming and outgoing Votes at each shuffling client and deduce
the traveled path, thus rendering the packet mixing obsolete. Node;
derives piy1, hi+1, and d;jiq from p;, h;, and d; and sends them to the
LLUAD server, which forwards them to Node;,.

Public key element: a 32-byte elliptic-curve public key element
[9] used by a receiving Node; to derive, when performing Diffie-
Hellman with its private key, the symmetric key s; used for the
current top encryption layer of a Vote packet.

Next-hop hash: a 16-byte field functioning as an address, map-
ping to the identity of the current next-hop client mix node using
a function similar to Distributed Hash Tables (DHTs). For example,
the hash value modulo the number of client mix nodes, resulting
in h; to map to the address of Node;, h;y1 to Node;.1, etc.

Payload: a 32-byte field containing the record the user is voting
on, the first byte being a general flag field mentioned in Section 4.2.4.
The original payload d is iteratively encrypted with symmetric keys
{sthufﬂeH,sthufﬂe, <y Siy Si=1, .-, $1} (in order), where the origi-
nal sender and Node; share the symmetric key s; (NodeNshufﬂeH
is the LLUAD server). Thus, the payload d; received by Node; is
encrypted with {SNshuffle"'l’ SNt fles -+ Si+1s Si .

4.2.2  Next-Hop Hash. The next-hop address of each node in a mix
network path is typically appended at each encryption stage, which
can be later obtained by removing the top encryption layer. How-
ever, appending multiple addresses would add noticable overhead
to the LLUAD voting system. Instead, each Vote packet uses a fixed-
length pseudo-random hash that maps to a next-hop address and is
rehashed after each mix node to reflect the next destination. Node;
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recalculates the received hash h; with
hi+l = HaSh(hia Sis ttimestump) 5 (2)

where t/imestamp 1S a system-wide variable representing the current
voting round, ensuring a unique next-hop sequence, and h; is initial-
ized as a random value. While ¢;imesramp and h; are known/visible
to observers, s; is only known by the original sender and Node;.
Thus, only the original sender and Node; can create h;,;, where
only the sender can derive the entire sequence of mix nodes with
all required symmetric keys {s1, s, ..., SNhuf fle+1 1.

The next-hop hash does not explicitly indicate when the packet
should exit the Voting Mix Network. However, the LLUAD server
that orchestrates the shuffling rounds can trivially track the current
round number and update the Popularity List with the Votes
in the final round. Note that consequently, all clients must follow
the same system-wide Nypyfrie.

4.2.3 Blinding the Public Key Element. Ensuring that all fields of the
Vote packets continuously change each hop is generally straight-
forward. For instance, the next-hop hash is automatically refreshed
into a new seemingly random value, and so is the payload after each
decryption. However, the public key element p; used to derive s; re-
mains inherently static. Thus, LLUAD uses a technique found in the
Sphinx mix network [9], where the public key element is blinded
at each hop, transforming it into another public key element. The
transformation involves the shared key, s;, which means that only
the original sender and the specific mix node know the mapping
between the incoming and the outgoing public key elements (p;
and p;11). Node; blinds p; with

pis1 = Blind(p;, b;), (3

where
bi = Hash(pi, si) 4
is the blinding factor applied by Node;. The symmetric key s; shared

between the original sender and Node; is derived by the latter using
Diffie-Hellman (DH):

si = DH(pi, kpriv;) s (5)

where kp,iy; is the private key of Node;. Much like how the original
sender can create the entire chain of next-hop hashes, h;, for all
i ={1,2,..., Nopufrie + 1} during the creation of the mix network
packet, they can also generate p; for all i. Table 1 shows all the steps
for generating the original Vote packet, where the final step is to
iteratively encrypt the payload, d, with all derived symmetric keys.

4.24 Payload Format. Each Vote includes the type and domain of
the corresponding record, where the latter can vary significantly in
length. Since length is a distinct feature of individual packets, the
Votes would be traceable throughout the Voting Mix Network.
Thus, all packets are padded to a uniform length. A fixed number of
bytes is allocated for the record type and domain name; specifically,
the 31 last bytes of the payload d. If the combination of record
type and domain exceeds this length, it is hashed to fit within the
limit. The LLUAD server can interpret the hash if it has previous
knowledge of the record.

While the server can build a database of known DNS records and
their corresponding hashes over time, it must be able to identify
records on their first encounter. The server could use an external

service that provides practically all public domains [36]. Never-
theless, to allow LLUAD to function independently, the server can
request assistance from its clients. The server can broadcast a mes-
sage to indirectly request the client who submitted the hash to
anonymously provide the record in cleartext during the next voting
round. Anonymity/Unlinkability is maintained as the client splits
the cleartext record across several Vote packets, using the lead-
ing flag and a random ID number occupying the first two bytes of
the 31 in the payload to help the server reconstruct the otherwise
disassociated messages as they exit the Voting Mix Network.

4.2.5 Tracking Other Clients. Each client must pre-fetch the public
keys of all clients in the paths of its Votes. Since mix node paths
are randomly selected using the pseudorandom next-hop hashes
(can at most re-roll the sequence by selecting a new initial next-
hop hash h; to build the sequence from), this requires clients to
store the public keys of all other clients in the system, leading to
significant storage overhead in the case of many users. To reduce
public key storage overhead, the shuffling role can be assigned to a
subset of randomly chosen users, potentially rotating the assigned
roles over time to distribute overhead and trust in any one entity.
The additional overhead on these users is not of major concern,
as the overhead of shuffling Votes is only a small part of the total
overhead of LLUAD. To counteract collusion and ensure the integrity
of the Voting Mix Network, the LLUAD server must not dictate
the assignment of these users. Note that since the LLUAD server
redirects Votes based on next-hop hashes, clients do not need to
store the IP addresses of other clients.

As user devices could go offline at any moment, all participants
must know which clients (assigned the shuffling role) are active
and available to mix Votes. Thus, the LLUAD server initiates each
voting round by broadcasting a message containing a bit stream
with each bit representing the availability/online status of each
client. The first bit implies whether the first shuffling client (first
public key) should be considered, the second bit the second client
(second public key), etc. This also allows users to assess the current
size of the Voting Mix Network anonymity set.

4.2.6 Vote Acknowledgments. While all Votes can be anonymously
contributed to the server through the Voting Mix Network, mali-
cious actors could covertly perform several attacks. For example, a
client participating in shuffling Votes could add, remove, or replace
them. Although the LLUAD server can observe discrepancies in the
number of sent and received Votes, thus revealing clients adding
or dropping Votes, a client could still corrupt or replace Votes to
influence the Popularity List. To detect whether a Vote was
corrupted or replaced, the LLUAD server sends an authenticated
acknowledgment for each received Vote, allowing users to con-
firm that the server correctly received each of their Votes, and
be notified of any malicious behavior within each corresponding
Voting Mix Network path. Users may report detected misbehavior
(reporting the selected path of clients) to the LLUAD server, which
can identify the malicious client by correlating sufficiently many
reports. The acknowledgments are anonymously sent to the orig-
inal senders by shuffling them in synchronized rounds similar to
the Votes. Specifically, all acknowledgments traverse the reverse
path of their corresponding Vote, with each acknowledgment sent
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Table 1: Calculated elements, in order left to right and top to bottom, to create a Voting Mix Network Vote packet.

Step (1) Next-hop hash (2) Public key (3) Symmetric key (4) Blinding
1 hi = Random hash value 1 = Genpuptic(Kprivy) | s1 = DH(Kprivg> Kpub,) by = Hash(p1, s1)
2 hz = Hash(hl, S1, ttimestamp) P2 = Blind(pl, bl) So = DH(kprivga kpubz: bl) bg = Hash(pg, Sz)

| i (< Nshugrie) | hi = Hash(hi_1, Si_1, trimestamp) | pi = Blind(pi—1,bi-1) [ si = DH(Kprioy: Kpuby> b1s - bi—1) | bi = Hash(pi,si) |

’ Nshusrie + 1 I dy = Enc(Enc(...(Enc(Enc(d, sNS,mffleH),sthufﬂe),...),sz),sl) ‘

to the immediate predecessor of the corresponding Vote. The ac-
knowledgment payload, created by the LLUAD server (replacing d)
is:

r= Ha3h(da sthuffle+1’ ttimestamp) > (6)

where sy, +1 1s the symmetric key shared between the original

huf fle
sender and the LLUAD server. To reverse the path through the mix
network, messages are sent as follows, where the receiving node

encrypts the payload with s; instead of decrypting it:

(1) Node; receives a Vote packet containing pj1, hit1, and ri4q
from Node;,; via the LLUAD server.

(2) Node; encrypts ri.1 with s; to generate r;.

(3) Node; replaces p;y1 and h;y; with p; and h; (saved and used
as flow identifiers from the original Vote shuffling rounds).

(4) Node; sends p;, h;, and r; to the LLUAD server, forwarding
them to Node;_;, which repeats the process (by tracking
the Vote shuffling flows, the server can map h; to Node;_).

When the original sender receives r; from Nodey, it can decrypt
all Ngpyrrie + 1 encryptions, as it possesses all symmetric keys.
Subsequently, using Equation (6), it can authenticate that r is the
acknowledgment of the originally transmitted d. Similarly to the
LLUAD server in Section 4.2.2, clients can trivially track when the
acknowledgments should exit the Voting Mix Network.

In each acknowledgment shuffling round, each shuffling client
expects a set of acknowledgments responding to the Votes it pro-
cessed during the corresponding Vote shuffling round. Thus, the
shuffling clients can generate dummy cover acknowledgments to
replace any missing ones (potentially dropped by a malicious party)
to ensure that no entity is able to drop the acknowledgment of a
specific Vote and observe who does not receive it. The cover ac-
knowledgments (generated in place of missing ones) are generated
by appending random bytes to p; and h; in place of r;. Thus, the
original sender is notified of potential misbehavior as they could
not authenticate the acknowledgment due to r being random bytes.

4.3 Resolving Records Outside the List

Records not found in the Popularity List are resolved externally
using what we term a fallback DNS protocol. The chosen fallback
DNS protocol depends on the desired performance and privacy. We
consider the following configurations, with (4) and (5) being the
most relevant:

(1) Unencrypted DNS: No protection for queries outside the
Popularity List, but the overall exposure is reduced as
most queries are resolved locally by the Popularity List.
We use Cloudflare, 1.0.0.1/1.1.1.1.

(2) DoH: Adds encryption to external queries to protect against
external eavesdroppers. We use Cloudflare, 1.0.0.1/1.1.1.1.

(3) DNSCrypt with rotating resolvers: Continuously chang-
ing resolvers to reduce exposure to any individual one. We
randomly query one of the DNSCrypt resolvers in [15].

(4) Anonymized DNSCrypt with rotating relay/resolvers:
Reduces the exposure to any resolver-relay pair, where a
large number of resolver-relay pairs can be rotated between
[15]. We randomly query one of the DNSCrypt resolvers in
[15], each with a permanently assigned random relay.

(5) DoHoT: Lessens the risk of colluding relays and resolvers
by forwarding queries through Tor, at the cost of high la-
tency. We use a standard configuration of three nodes for
Tor and Cloudflare’s 1.0.0.1/1.1.1.1 as the resolver.

5 LLUAD Evaluation

In this section, we quantitatively evaluate LLUAD. We evaluate the
hit ratio of the Popularity List in Section 5.2, the rate at which
DNS queries are exposed to external entities in Section 5.3, and the
scheme’s performance overhead, i.e., latency, memory/storage, and
network bandwidth in Section 5.4, 5.5, and 5.6, respectively. We
compare the results with widely deployed DNS privacy schemes.
Due to space limitations, arguments for the security and unlink-
ability/anonymity of LLUAD are embedded in its presentation in
Section 4, providing the reasoning behind each corresponding de-
sign choice.

5.1 Dataset

We simulate real-time operation using a dataset that contains real-
world DNS queries and responses from a campus network with up
to 4000 concurrent active hosts [32]. Only DNS packets querying A
or AAAA records (IPv4 and IPv6 addresses) are considered. Pack-
ets with malformed responses, server errors, and non-compliant
FQDNSs are excluded, as are retransmissions whenever they affect
cache hit ratios. 172.31.3.121 serves as the main resolver for the
network, indicated by its interaction with DNSSEC-related record
types (used by resolvers to authenticate DNS data [30]). 172.31.3.121
communicates solely with 172.31.1.6, which serves thousands of
clients. To avoid counting the same packet on multiple links or
missing queries responded to by the DNS cache of an earlier router,
only traffic between clients and 172.31.1.6 is considered.

5.2 Popularity List Hit Ratio

5.2.1 Initialized List. Figure 5 shows the measured hit ratio of the
Popularity List for different list sizes: the percentage of user
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queries in the dataset the list could resolve, as each DNS query
is sequentially processed, simulating a real-world application of
LLUAD. Shown is the mean hit ratio for each hour of the last nine
out of ten days of the dataset, with each user (IP address) casting up
to 10 Votes per hour (f¢fresn = 3600), with a voting rate of 0.3 (see
Section 4.1.2). For the first 18 hours, all user queries are considered
Votes to generate the initial Popularity List (fast start mode).
The weight of the latest voting round (see Equation (1)) is set to
a = 0.1. The values (default from here on) were selected to balance
the hit ratio, privacy, and communication and computational over-
head. The dashed plots show the mean hit ratio from day five and
onward when no Votes other than from the first 18 hours have
been contributed to the Popularity List, simulating a sudden
long-term stop in Votes.

The hit ratio quickly plateaus as the list size increases, achieving
over 90 % with Nyopuiar = 10000. Interestingly, Npopuiar = 100
manages about 40 %, demonstrating the high popularity of a small
subset of DNS records. For optimal performance, a list size of at least
10 000 is recommended, with 25 000 considered the default value,
achieving a mean daily hit ratio of around 94.4 %, which means
94.4 % of user DNS lookups are performed locally. Increasing the
list size further to 100 000 only marginally improves the hit ratio.
The marginal drop in the hit ratio as no Votes are received after
the first 18 hours, resulting in a Popularity List that is between
four and nine days out of date, shows that LLUAD is robust against
Denial-of-Service (DoS) attacks on the voting system orchestrated
by the Voting Mix Network (e.g., many clients dropping Votes).

5.2.2  During Initialization with Few Users. Figure 6 shows the mean
hit ratio and mean number of records in the Popularity List per
day as it is instantiated with only a handful of participating users
(during each voting round, only the Votes of a randomly selected
subset of clients in the dataset is considered). Compared is with
fast start (users vote for all their performed DNS resolutions) and
without.

The Popularity List achieves a high hit ratio quickly even in
cases where there are only a handful of users. The scheme achieves
a mean hit ratio of around 66 % during the second day with Votes
from a maximum of ten users per hour (no fast start). Around 81 %
is achieved if the number of voters increases to a mere 50, matching
that of 10 voters with fast start. In other words, the initialization of
the Popularity List remains effective despite a minimal pool of
participating users.

5.3 Exposure/Loss of Privacy

Figure 4 shows the exposure rate of user DNS queries, i.e., the prob-
ability that a user-performed resolution can be connected to its
user origin by a DNS resolver or the LLUAD server (due to encryp-
tion, these are the only respective entities with direct access to
the content of queries). Compared are different protocols, consider-
ing varying collusion rates between anonymizing relays (relay in
Anonymized DNSCrypt, Tor nodes, other clients in LLUAD, etc.) and
the resolver/LLUAD server. Different fallback protocols and varying
numbers of system users (voters) are compared for LLUAD while
mixing 10 Votes in each of the 10 shuffling rounds for a list of size
25000.

Exposure rate of user DNS queries
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the day for various Njpuiqr values with t,.¢,csn = 3600, where
the dashed plots simulate a long-term stop of all Votes.

Due to the lack of anonymizing relays, DoH offers no protection
against curious DNS resolvers on its own, resulting in all queries
being exposed. Anonymized DNSCrypt, with its single relay, can
obscure user queries as long as the two entities are not colluding.
DoHoT further reduces the exposure rate by using three separate
relays. We have here assumed that no external observer (e.g., an
ISP) performs volume or timing attacks on observed network traffic
and that the pool of users (the anonymity set) is large enough
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(dashed) per day for a Popularity List initialized by only a
few participating voting users.

that it can be approximated as infinite. LLUAD, without any such
assumptions for its Voting Mix Network, significantly reduces
the exposure rate in environments with colluding entities. The
exposure rate for LLUAD includes that caused by Votes, as it is
assumed that the number of voting users is small enough to affect
privacy, hence LLUAD with 50 voters slightly increasing the exposure
rate of Anonymized DNSCrypt and DoHoT as the collusion rate
approaches zero in Figure 4. Nevertheless, the exposure rate with
50 voting users is surprisingly similar to the, in practice, perfect
setup of 10 000, implying that LLUAD is robust against poor user
participation.

As expected, DoHoT as the fallback protocol results in the lowest
exposure, with Anonymized DNSCrypt a close second. The gener-
ally low exposure rate of LLUAD is largely due to only around 5.6 %
of queries being resolved externally and around 15.7 % being cast
as Votes on average. The result is that LLUAD achieves an exposure
rate of around 20.5 % in scenarios where all nodes are colluding,
providing the user with a higher guarantee of privacy compared
to widely deployed alternatives. The exposure rate can be further
reduced by decreasing the frequency of voting rounds (increasing
trefresn)- The impact on the hit ratio should be minimal as indicated
in Figure 5, where a Popularity List four to nine days out of
date has a hit ratio only a few percentage points lower than one
refreshed hourly.

User Activity Status: The scheme reveals the activity status
of users assigned to shuffling Votes by broadcasting their status
to all users at the start of voting rounds. In addition, the server is
trivially aware of which users are currently connected. However,
specific activity levels (e.g., DNS queries per hour) are not revealed,
mitigating most privacy concerns, as ISPs can obtain significantly
more information regarding users’ current activity rates.

5.4 Lookup Latency

Figure 7 shows the mean DNS lookup latency of LLUAD, using
a Popularity List of size 25000 to resolve most DNS records.
We compare the results of multiple different fallback DNS proto-
cols to resolve queries/records outside the Popularity List, as
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introduced in Section 4.3. The mean latency of these DNS pro-
tocols on their own is displayed on the left and right sides of
the figure to clearly show the significant improvements with the
Popularity List. Our latency measurements (measured using
Wireshark/Tshark) were obtained by sampling 1000 lookup times
based on the hit ratio from Figure 5. For each sampled hit, a random
record within the Popularity List (implemented in C) is resolved
in a UTM Kali Linux Virtual Machine (VM) on a Macbook Pro M1
Pro (four allocated CPU cores). For each miss, the same setup ran-
domly queries one of the 500 most popular records in the dataset
[32] externally using a 2.4 GHz Wi-Fi 6 connection, including the
overhead of first querying the Popularity List on the loopback
interface (but missing). Any domain in the 2016 dataset that is
now an NXDOMAIN (non-existent domain) was not considered for
the top 500. In Figure 7, “New” includes opening a new TCP/TLS
connection to the resolver, compared to “Established”.

Using a Popularity List of size 25000 significantly decreases
the mean latency across all DNS protocols. It is especially noticeable
for new DoHoT connections, where the mean latency drops from
over 1s down to between 80 ms and 90 ms, greatly improving the
viability of the protocol. However, one should note the variance
in lookup latency for such a Popularity List configuration, as
most lookups are below 1 ms with a few exceeding 1s.

5.5 Memory/Storage Overhead

5.5.1 Popularity List. Figure 9a shows the mean size in bytes of
the Popularity List for varying values of Njpuiqr during all
hours of the last nine days in the dataset [32]. The impact of flat-
tening CNAME chains (excluding the intermediate redirect do-
mains) reveal modest but generally inessential gains. Overall, the
Popularity List scales well as Njopular increases, where a 150 %
increase in size (10 000 to 25 000) results in only a 60.5 % increase
in byte size (no CNAME flattening). Considering that the main use
case of the LLUAD scheme is to improve the privacy of web brows-
ing, the memory overhead of the Popularity List is negligible.
For comparison, Google Chrome self-reports a memory usage of
around 30 MB to 45 MB for a single tab of the Google Search landing
page in Windows 11. Meanwhile, the YouTube homepage reported
between 250 MB and 500 MB.

5.5.2  Public Keys. For a system with 10 000 shuffling users, the
storage overhead is 0.32 MB (32 B per key), noticeably less than
the Popularity List of around 1.2 MB (25 000 records without
CNAME flattening in Figure 9a). The origins of these keys are
verified through client certificates obtained during registration (see
Section 4). We assume clients are not required to permanently
store other clients’ certificates locally. For example, the certificates
might be publicly accessible on the LLUAD server, allowing clients to
(optionally) fetch them to verify public keys at any point to reduce
storage requirements.

5.6 Network Bandwidth Overhead

All network bandwidth measurements are performed in an Ubuntu
22.04 VirtualBox VM, where all client-to-LLUAD server communica-
tions are sent over TLS using the Python ss! library. Client-to-LLUAD
server communications are simulated over the loopback interface
with a Maximum Transmission Unit (MTU) of 1500.
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Figure 7: Mean LLUAD DNS lookup latency per hour using
various fallback DNS protocols. Mean latency without LLUAD
shown on the left and right ends (below 0 and above 23).

5.6.1 Downloading the Popularity List. Figure 9b shows the mean
number of transmitted bytes to download the Popularity List
for each hour of the last nine days in the dataset [32]. Compared
is also the overhead when compressing the list using the Python
zlib library. Unsurprisingly, without compression, the number of
bytes is similar to the size of the Popularity List, as seen in
Figure 9a. Compressing the Popularity List significantly reduces
the number of transmitted bytes, reducing it by around half.

5.6.2  Continuous Client Traffic. Figure 8 shows the mean total
hourly bandwidth overhead for each user/client (i.e., source IP ad-
dress that generates at least one DNS query during the hour) in the
dataset [32] for various DNS configurations (excluding the initial
download of the Popularity List for LLUAD). The LLUAD configu-
rations use Anonymized DNSCrypt with randomized resolver-relay
pairs as its fallback protocol. Included for LLUAD is: (i) the over-
head of receiving incremental updates to the Popularity List
(includes incremental updates to actively load-balanced records
and replacing records due to changes in popularity, with compres-
sion applied), (ii) broadcasting the availability of shuffling clients,
(iii) all Vote shuffling rounds, and (iv) falling back to Anonymized
DNSCrypt according to the hit ratio in Figure 5. The frequency that
DNS answers change (causing the incremental updates) is extrapo-
lated from measurements on the corresponding real-world domains
by continuously re-querying a large subset of the domains in [32]
for an hour (only basing the measurements on domains that have
not become NXDOMAINSs since 2016). The bandwidth overhead
of DNS queries is estimated using the mean overhead of resolving
the top 500 most popular records from Section 5.4. The TCP-based
protocols DoH and DoHoT use a 30 s connection keepalive.

The overhead of LLUAD using Anonymized DNSCrypt as fall-
back is similar to that of existing DNS protocols. Specifically, the
default configuration (25 000 records, 10 Votes per user and hour,
10 shuffling rounds, 60 s minimum TTL for actively load-balanced
records, and 10 000 shuffling clients) is comparable to standalone
Anonymized DNSCrypt, outperforming DoH (see (1) in Figure 8).
With a minimum TTL of 300 s, LLUAD outperforms DNSCrypt (see
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Figure 8: Total number of bytes sent and received per hour
by a client for different DNS schemes, where LLUAD utilizes
Anonymized DNSCrypt as its fallback protocol.
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Figure 9: (a) Popularity List size in bytes as a function of
Npopular> Wwith and without CNAME flattening,. (b) Total sent
and received bytes to download the Popularity List (without
CNAME flattening) over TLS, with and without compression.

(2)). A lighter configuration (10 000 records, 5 Votes, 3 shuffling
rounds, 30 min TTL, and 5000 mixing clients) matches the tradi-
tional DNS (see (3)) while improving privacy and reducing latency
at the cost of less than 1 MB (10 000 records and 5000 public keys)
in memory/storage.

5.6.3 Continuous Server Traffic. Figure 10 shows the mean net-
work bandwidth usage of the LLUAD server for the scheme’s de-
fault configuration for various Npopuiar- Included is the overhead
of continuously re-querying public DNS resolvers using DoH to
ensure records in the Popularity List are up-to-date, and all
data transmitted between the server and all its currently connected
clients (excluding the initial client downloads of the Popularity
List). The overhead is considered insignificant, with only around
25 Mbit/s for the default configuration (Npopuiar = 25000) with
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Figure 10: Mean continuous bandwidth usage of the LLUAD
server, including: (i) re-querying DNS records in the
Popularity List as their TTLs expire, and (ii) all data con-
tinuously transmitted to/from connected users (10 Votes per
user, 10 shuffling rounds, 60 s minimum TTL, and 10 000 mix-
ing clients).

50 000 currently connected users. Even the most extreme configu-
ration with Np,pu1r = 100000 and 100 000 active users does not
surpass 100 Mbit/s.

5.7 Comparison to Previous Work

Table 2 compares LLUAD with the, to our knowledge, only concep-
tually directly comparable related work in [18], where applicable.
The hit ratio of LLUAD is generally in line with the Optimal TopList
from [18], which is not implementable in real-world scenarios as it
is constructed from future user queries. Although the hit ratio of
LLUAD is slightly higher than the Optimal TopList for medium-sized
lists, the key takeaway is not the improvement itself, as much of it
may be due to differences in the DNS dataset, but rather that LLUAD
is comparable to an optimally instantiated Popularity List.

For a list of size 10000, LLUAD incurs a similar network over-
head for downloading the Popularity List without compression
as [18] (LLUAD uses TLS, whereas [18] only uses TCP), suggest-
ing comparable memory and storage requirements of the list, de-
spite our Popularity List including a Load-Balancing Pool.
The increased efficiency of our list is also shown by the compa-
rably higher overhead with compression enabled. Although the
Load-Balancing Pool adds some memory/storage overhead to
the list, it plays an important role in LLUAD reducing the network
overhead of incremental updates. The improvement in network
overhead of our LLUAD scheme is approximately 95.5 % compared
to [18] for Npopuiar = 10 000 with compression, where we use a
negligible 60 s minimum TTL. These results are especially signifi-
cant considering only 39 queries per second was required in [18] to
continuously refresh the TTLs of 10 000 records, compared to 188
today, indicating a significant decrease in average DNS record TTL
and a potential increase in required incremental updates.

Philip Sjosvard, Hongyu Jin, and Panos Papadimitratos

Table 2: Comparison between LLUAD and the results of [18]
from 2011, where (comp.) indicates whether compression is
used.

Npopular LLUAD [18]
100 39.2% 40 %
List mean hit | 1090 72.6% 63.9%
u 10000 91.4% 83.9%
ratio 25000 94.4%
100 000 96.2 % 94.5%
Downloading | 10000 836.6kB 850 kB
the list 10000 (comp.) | 426.1kB | 290kB
10000 74.1kB/h | 2580kB/h
Incremental
dat 10000 (comp.) | 67.5kB/h | 1500kB/h
updates 25000 (comp.) | 139.9kB/h

6 Conclusion

LLUAD using DoHoT achieves near zero-trust DNS privacy, guar-
anteeing a high level of DNS privacy despite large-scale collusion
between anonymizing entities/relays. Moreover, the scheme greatly
improves the mean latency of its paired DNS protocol, allowing
DoHoT using Tor to be on par with traditional DNS over port 53.
We also find that LLUAD does not incur any additional network
overhead to the paired DNS protocol, only introducing a modest
memory/storage overhead of less than 2 MB. LLUAD achieves this
uncompromising combination of attributes, while remaining com-
patible with existing DNS infrastructure, by pre-fetching a local
Popularity List of the most frequently resolved records, securely
instantiated and continually updated based on anonymous user
votes. LLUAD contributes a Voting Mix Network — a highly scal-
able self-sufficient mix network design, not requiring third-party
hosted mix servers and achieving packet lengths independent of
the number of traversed mix nodes: allowing users to anonymously
and efficiently cast a centrally limited/enforced maximum number
of votes. LLUAD also reduces the network bandwidth overhead re-
quired to incrementally update the Popularity List by over 95%
by contributing a Load-Balancing Pool system.
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